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2016 USENIX 


Annual Technical Conference 
JUNE 22-24, 2016 e DENVER, CO 


www.usenix.org/atc16 


USENIX ATC "16 brings leading systems researchers together for cutting- 
edge systems research and unlimited opportunities to gain insight into a 
variety of must-know topics, including virtualization, system administration, 
cloud computing, security, and networking. 


Co-located with USENIX ATC '16: 


SOUPS 2016 


Twelfth Symposium on Usable Privacy and Security 
JUNE 22-24, 2016 


www.usenix.org/soups2016 


SOUPS 2016 will bring together an interdisciplinary group of researchers 
and practitioners in human computer interaction, security, and privacy. 
The program will feature technical papers, workshops and tutorials, a 
poster session, panels and invited talks, and lightning talks. 


HotCloud '16 
8th USENIX Workshop on Hot Topics in Cloud Computing 
JUNE 20-21, 2016 


Researchers and practitioners at HotCloud '16 share their perspectives, 
report on recent developments, discuss research in progress, and 
identify new/emerging "hot" trends in cloud computing technologies. 


HotStorage '16 


8th USENIX Workshop on Hot Topics in Storage and File Systems 
JUNE 20-21, 2016 
HotStorage '16 is an ideal forum for leading storage systems 


researchers to exchange ideas and discuss the design, implementation, 
management, and evaluation of these systems. 


im/usenix o www.usenix.org/youtube Lr www.usenix.org/gplus 


Stay Connected... 


ix.org/facebook in www.usenix.org/linkedin [Б] www.usenix.org/blog 


FREE SOFTWARE HAS LOST 


ing Pyrrhus 

of Epirus 

was waging 

war against 
the Romans in the 
year 279 BC when he 
won the battle of 
Heraclea. Despite his 
victory, Plutarch 
comments on how "such a victory would ut- 
terly undo him [Pyrrhus]" because his army 
had suffered such tremendous losses. 

Steven J. Vaughan-Nichols recently wrote 
à piece called "Linux and open source have 
won, get over it" for ZDNet. You can imagine 
how it went: Open source has made its way 
into all sorts of industries and is a success 
Story everywhere, even Microsoft is coming 
around, and blah, blah, blah. 

I have the utmost respect for Steven and 
have followed (and, at one point, translated) 
his writings for years, but I take issue with 
his triumphalism. Even though open source 
may very well have won, Free Software has 
lost. Or, not to be too pessimistic, is losing. 

And, I am not talking semantics here. 
Let's be clear on the definitions: Open 
Source is Free Software with the all ethics 
deliberately and systematically stripped 
away. Open source proponents, usually en- 
gineers, think they are being pragmatic by 
ditching the "freedom" and moral compo- 
nent, but "pragmatic" is not the word. 

"Misled" is more on the mark. 

Open Source is the convenient moniker 
for corporations and managers. But when 
the convenience/interest of companies over- 
ride users' rights and well-being, bad things 
happen. Our environment gets polluted; 
people get poisoned; consumers get duped 
into frenzied and frivolous consumerism. 
And, citizens - you and me - who have 
done nothing illegal, get spied on, with our 
every move and thought tracked, quantified, 
and used against us. By removing the theo- 


retical morality component, Open Source be- 


comes immoral in practice. 

Free Software proponents (as opposed to 
Open Source supporters) don't care only 
about the openness of the code. They also 
care about the moral implications of distrib- 
uting software. However, they have not for- 


Dear Ubuntu User Reader, 


mally addressed these implications in their li- 
censes. RMS and others have talked about 
mass surveillance, corporate greed, and dis- 
honest practices versus the rights of the peo- 
ple in blog posts and online and offline rants, 
and the Free Software Foundation (FSF) has 
run campaigns against these things. But, 
there is no formal document, no clause in the 
licenses that broaches "bad" (illegal or im- 
moral) coding or use of code. 

The FSF argues that such a clause would 
be against at least one of the four basic free- 
doms spelled out in the header of the GPL li- 
cense, namely the freedom to use the soft- 
ware for whatever purpose. They also argue 
that illegal behavior is already covered by the 
law, so there's no need to include it in a li- 
cense. And they are right: If someone is going 
to use a word processor to write a ransom 
note, you don't have to state in your license 
agreement that your software can't be used 
as an accessory to a crime, because there are 
already laws against kidnapping. Besides, a 
clause in a document that most people don't 
even read is probably not going to stop an 
abduction. 

However, there's no FSF-sanctioned docu- 
ment on how the programmers should be- 
have. For example, there is nothing to stop a 
programmer from including a backdoor or 
malicious code into a free software program. 
No, seriously: There isn't. The theory is that, 
being open source, someone will find delib- 
erately malicious code and patch it, but we 
all know how theories go. 

Also, bigger projects rely on communities 
of coders, testers, and users for their success. 
Most successful free software projects do not 
happen in a vacuum. However, there is no 
universal consensus on how members of a 
Free Software community should behave to- 
ward each other or toward their users. 

That is where Codes of Conduct come in. 
Codes of Conduct (CoCs) supposedly set 
down the rules for dealing with harassment, 
discrimination, and other cases of miscon- 
duct within communities. 

Codes of Conduct, however, are controver- 
sial things and Free Software programmers 
often oppose them. "If I am giving away my 
time and energy for free" the reasoning goes, 
then “I should be able to behave very much 
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as I please." As for that, you could volunteer 
your time and energy taking care of animals 
in a shelter, but then prowl the streets punch- 
ing people in the face. Just because you did 
the former, doesn't mean you would not be 
arrested for the latter. If a good thing does not 
excuse a bad thing within society, why 
would it in a much tighter group of people? 

Codes of Conduct also face the very hard 
task of coming up with a fair list of rules that 
do not stifle creativity, ingenuity, and ambi- 
tion, and, at the same time, are fair for all — 
veterans, newcomers, the majority, and all 
the minorities. 

This leads to another source of contro- 
versy: the belief that CoCs and the clauses 
designed to protect minorities they often con- 
tain can be used as "victim cards" to climb 
positions within the FLOSS hierarchy, skip- 
ping the hurdles of merit Free Software pro- 
grammers apparently rely on to decide each 
person's status within the hierarchy. 

It's kind of ironic that the so-called "meri- 
tocracy" is often efficiently used the other 
way around - that is, invoked as a way to put 
down a user or coder from a different ethnic- 
ity or gender, accusing them precisely of 
what I describe above. 

Just in the way of anecdotal evidence, let 
me tell you I was at FOSDEM this past week- 
end and, according to the organizers, more 
than 8,000 people attended. Brussels is a var- 
iegated city, with plenty of people of different 
colors and origins. And, dare I say that, ac- 
cording to my estimates, at least 50 percent 
of the population is female. Looking down 
from the steps in the K building onto the 
Main Hall, however, the view was of a sea of 
pale, white, male faces. It is pretty obvious 
which of the two tactics is working better. 

So, yes, Open Source, the immoral half- 
brother of Free Software, may have won. But 
if, within the FLOSS community, we can't 
even agree on how to be fair to each other, 
I'm noting this victory down as “pyrrhic.” 


av 
Paul C. Brown, 


Editor in Chief 
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FEATURES 


Widen Your Horizons 


*buntu distros are great and all, but, if you stick to one 
flavor and never dip your toes into the really vast and, 
admittedly, sometimes scary sea of Linux distros, you'll 
never really know what you're missing. 


advantages of the brand new 
fork of Enlightenment E17, the 
Moksha desktop. 


Lean Linux Distros 


Most companies producing PCs today claim that a computer 
becomes outdated after four years of use. Even so, there are 
computers much older than four years that work just fine 
when they are outfitted with a lean operating system and 
suitable software. 
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On THE DVD 


Linux Mint 17.3 + Kubuntu 15.10 


Discover the latest versions of the most 
popular Ubuntu derivatives, Linux Mint 


ne of those reasons yourself 


MX Linux 


MX Linux is blooming largely in secret. This distribution is 
best suited for older hardware, but it is also accommodating 
to those who want many administration tools and scripts. 


BunsenLabs Hydrogen 


BunsenLabs Linux is a community continuation of 
CrunchBang. Like its predecessor, BunsenLabs is based on 
the stable version of Debian, in this case, Debian Jessie. It 
is also appealing thanks to its radically modified Openbox 
window manager. 


Build your own Distro 

No two Linux distributions are alike. But, if you can't find a 
Linux distribution suited to your needs in spite of the large 
selection available, then you can put one together yourself. 
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Know How 


Atom Text Editor 

it GitHub advertises the Atom text editor as a combination of 
the best features from vi, Emacs, Sublime, and Textmate 
with none of the inconveniences. GitHub hopes to attract 
new users with an editor that is nicely integrated with its 
own VCS. 


Scripting for Launchpad 
Launchpad provides a 
complete API that allows you 


to write scripts to automate 
your access. We look into its 
Python 3 bindings 


3) uText - The Markdown Editor 


The Markdown mark up language provides an easy way to 
format wikis and HTML pages. uText helps users of Ubuntu 
and its derivatives create and edit these types of texts. 


DESKTOP 


Lean Web Browsers 
Linux offers a large number of lean web browsers that can 


substitute resource-hungry options like Firefox and Chrome. 


Although austere in appearance, these Linux browsers are 
nonetheless remarkably convenient to use. 


Pretty Window Arrangement with X Tile 

Tiling window managers are very effective. X Tile can be 
used to expand a standard window manager with tiling 
functions, combining the best of both worlds. 


Sync Things with Syncthing 

The open source software Syncthing synchronizes files 
among a wide variety of devices. It accomplishes this 
task with significantly more flexibility than popular online 
services such as Dropbox. 


If you are new to Ubuntu, these tutorials will help you get started. 


84 Installing Ubuntu 15.10 
We help you get started by walking you 
through the process of upgrading or 
installing the latest Ubuntu release with 
Step-by-step instructions. 


88 Network and Updates 


93 Multimedia 


Learn how to use Ubuntu's to support movies, music, and Internet 
NetworkManager to access your WiFi and telephony. Learn all about some of our 
download updates. favorite multimedia apps. 
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90 Package Management 
Ubuntu's Software Center lets you install just 
about anything. Come to grips with the app 
that will open up a universe of free software. 


You can configure your Ubuntu system 


Slow Computer? Dstat! 

Dstat helps identify bottlenecks that hide in the complex 
interplay of CPU, hard drive and network. Thanks to an 
extensive number of parameters, the program is also 
suitable for monitoring a server. 


Managing Servers 

Managing multiple computers can often be accomplished 
just by using SSH & co. You don't necessarily need to have 
a big, complex solution like Puppet or Cfengine. 


LaTeX Barcodes & QR Codes 

The pst-barcode package in LaTeX lets you generate a wide 
variety of professional-quality barcodes and QR codes for 
many different purposes. 


Find Binary-like Files with Ssdeep 

Normal checksums are used to identify "identical" files. The 
ssdeep tool is used for finding files that are similar in terms 
of content. 


Save Stuff with Qt4-Fsarchiver 

Qt4-fsarchiver can easily save and restore files and entire 
partitions plus completely write and restore hard drive 
images. 


OpenSCAD for 3D Modeling 

The program OpenSCAD makes it possible to build 3D 
objects with just a few commands. STL Exporter makes the 
software interesting for users who have a 3D printer. 


Scribus: The Best Free DTP Program 

The open source DTP software Scribus is back on the stage 
with a much improved import capability for file formats and 
many more functions for use in the professional realm. The 
beta version discussed here promises good things for the 
future. 
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"Skills 


р Timely tutorials to help you build 


your skills with Linux and other 
underlying technologies. 


Kid Stop 


Special projects for kids, including a new Scratch 
programming exercise in every issue. 


o) DVD их Мт 17.3 + Кившүш 15.10 o 


Linux Mint 17.3 4 Kubuntu 15.10 


ON THE DVD 


This month, on our double-sided disk, we have the latest ver- 


seal) а sion of the most popular Ubuntu derivative, Linux Mint 17.3 
i лја ГИ ү > 
om : Rosa, and the newest version of Kubuntu, 15.10 “Wily Were- 
‚ са войты Hop " wolf." 

rematch n . 


On side A, you'll find the 64-bit version of Linux Mint, code- 
named Rosa, complete with the Cinnamon desktop and all the 
software available in the Ubuntu repositories. 

Side B comes with the 64-bit version of Kubuntu 15.10, a full- 
fledged Ubuntu optimized with the innovative KDE Plasma 5 
desktop environment. 

Linux Mint 17.3 

* Cinnamon 2.8 

* Improved and speedier software sources 

* Safer update manager 


* More robust driver manager 


YOUR GUIDE TO THE 
RASPBERRY PT ENPERTENCEL 


* Full touchscreen support 
Kubuntu 15.10 
E cet UBUNTU * KDE Plasma 5.9.0 
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DEFECTIVE DISC? 
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DouaLE-Sipep DVD 


This DVD is a double-sided Live disc. 
You can try out the operating systems 
on the disc without installing anything 
on your computer. You can later install 
Mint or Kubuntu from the Live desk- 
top. 

This DVD has a label on side A of the 
disc, so if you want to run Linux Mint, 
the side with the label should be fac- 
ing up in the tray. If you want to use 
Kubuntu, you should insert the DVD in 


ADDITIONAL RESOURCES 


[1] Linux Mint: http://www. linuxmint.com/ the tray with the label side facing 
[2] Kubuntu: http:/www.kubuntu.org/ down. 
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“buntu distros are great and all, but, if you stick to one flavor and never dip your toes into the 
really vast and, admittedly, sometimes scary sea of Linux distros, you'll never really know what 
you're missing. 


Widen your horizons 


ALTERNATIVES 


BY PAUL C. BROWN 


o help you get wet, rubber ring in 
tow, and everything, you can rely 
on your trusty Linux computer 
magazine, namely, this one. 

In this issue, you'll learn all about 
those distros that are designed to work 
well on old or underpowered hardware. 
MX Linux, BunsenLabs, PCLinux OS, 
and the other distributions covered in 
this issue's Features section sport im- 
pressive functionalities and pretty desk- 
tops, coupled with a small footprint. 

They are ideal if you have an aging 
laptop collecting dust in the back of a 
closet, or need a backup and all you 
have handy is the netbook you retired 
five years ago. Or, maybe you have a 
friend or relative who needs a basic 
computer. 

Or, heck, you yourself have come to 
love your old PC and don't want to buy 
à new one just because software is get- 
ting more and more bloated. I won't 
tack on the adage of "for basic comput- 
ing activities," because, as you will 
learn in the pages ahead, some of these 
distros can do pretty advanced and im- 
pressive stuff, despite how few re- 
sources they use. 

Here's the thing: You may think hav- 
ing hundreds, maybe thousands of dis- 
tros, is overkill, but when someone, 


often a group of someones, has put time 


and effort into developing a new distro, 
you can be pretty sure it's for a reason. 
Usually, it's because they had an itch 
that nothing would scratch for them, so 
they set about scratching it themselves. 
It's not like this is a new topic in our 

magazine - this looking at other distros 
that satisfy a specific set of needs. We 
have often talked about distributions dif- 
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ferent from Ubuntu in Ubuntu User. In 
just the previous issue, for example, we 
showed how Kali can help keep your 
network safe [1] and Tails can keep your 
data private [2]. 

Sure, you could do all these things 
from Ubuntu, install networking moni- 
toring software, or privacy-guarding 
tools, as well as try to shave off fat and 
bludgeon an ultra-light desktop into 
your current system. 

But, seriously, tailoring a general-pur- 
pose distro to such specific needs... well, 
that *is* overkill, especially when some 
very clever engineers have probably al- 
ready done it for you. 


Recycling, optimizing, and not wasting 
are part of what Free Software is all 
about, and with these distros, you can 
do just that. « 


INFO 


[1] "Multi-talented" by Erik Bárwaldt, 
Ubuntu User, Issue 27: http;/ 
www.ubuntu-user.com/Magazine/ 
Archive/2015/27/Kali-Linux-2.0 

[2] "Safety First" by Erik Bárwaldt, 
Ubuntu User, Issue 27: http:// 
www.ubuntu-user.com/Magazine/ 
Archive/2015/27/ 
Use-the-Internet-without -leav- 
ing-a-trace-with-Tails-1.5 


Distros FOR OLD P 


Most companies producing PCs today claim that a computer becomes outdated after four years of 
use. Even so, there are computers much older than four years that work just fine when they are 
outfitted with a lean operating system and suitable software. 


Lean Linux distributions for older hardware 


SECOND CHANCE 


BY ERIK BARWALDT 


ew versions of major operat- 

ing systems advertise them- 

selves with claims of in- 

creased productivity, conve- 
nience, and performance. However, 
demands on the hardware increase as 
well. Current Windows and Linux sys- 
tems require machines with multicore 
processors, a generous amount of 
working memory, and a modern 
graphics card. 


Y 

А 

x 
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Aside from the more commonly 
known systems, a growing number of 
lean Linux derivatives work surpris- 
ingly well on single-core computers, 
which are up to 15 years old and only 
have small amounts of memory. 

For our test, we installed some of 
these derivatives on a computer that 
was about 10 years old. The test 
turned out well. The computer showed 
itself capable of working productively 
with the lean Linux versions. 


TEST SCENARIO 

To test the feasibility of these deriva- 
tives, we used several HP Compaq 
notebooks from the Centrino and first 
Centrino 2 generations. These note- 
books have simple single-core and 
dual-core processors and no turbo 
boost or hyperthreading. They gener- 
ally use integrated Intel graphics chips 
for controlling the display. 

We tested the desktop side with 
Pentium D systems of the same age. 
These were based on the Intel Net- 
burst architecture and were accord- 
ingly inefficient. Additionally, we 
tested the economical Linux distribu- 
tions on IBM workstations built in 
2003 and 2004 with Pentium 4 single- 
core processors. 

We narrowed our choices from 
among the three dozen or so lean 
Linux distributions that are men- 
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Figure 1: During testing, the start screen for 4MLinux established itself 


as cutting edge. 


tioned on Wikipedia [1] by applying 
the following criteria. The distribu- 
tions had to enable productive com- 
puter work. Distributions lacking an 
office package or current browser, 
such as Firefox/Iceweasel or Weasel 
or Chromium, were disqualified. 

Similar demands were made on the 
desktop environment. It had to be 
efficient to operate, and we didn't 
want one that emanated the look 
and feel of the early 1990s. All set- 
tings and tools needed to have a 
graphical interface so that newcom- 
ers to Linux would not have to 
spend too much time figuring out 
how to operate the systems. 


4MLinux 

The first candidate we looked at was 
4MLinux, which is a mini Linux distro 
from Poland [2] that is unusual for 
many reasons. Developed indepen- 
dently for the graphic desktop Joe’s 
Window Manager, JWM [3], and also 
part of the classic and lean Window 
Maker [4], the system focuses on four 
application areas. 

The maintenance area includes a 
series of tools for system maintenance 
and data recovery. The multimedia 
category has programs for playing 
and editing audiovisual content, 
miniserver bundles lean server ser- 
vices, and the subgroup mystery is al- 
located to games. 

4MLinux does not need very many 
resources when the operating system 
is installed on local bulk memory. 
The working memory should be at 


Figure 2: The desktop for AntiX Linux is simple yet functional. 


least 128MB, and at least 1GB of free 
space needs to be available on the 
hard disk or SSD. The Wbar quick- 
start bar, which is used for impor- 
tant applications and sits at the 
upper edge of the screen, together 
with the status monitor Conky, 
which sits on the desktop, give the 
system a modern look. 

Thanks to the preconfigured 
Idesks, it is even possible to put 
icons on the minimalist desktop. 
This includes some optical gim- 
micks. The panel bar at the bottom 
of the screen with it starters, main 
menu, and system tray round out the 
desktop (Figure 1). 

The extensions that have been put 
into the main menu in 4MLinux are 
also worthy of mention. These in- 
clude installation scripts for numer- 
ous standard applications, such as Li- 
breOffice, Firefox, Thunderbird, and 
also Wine, the Java runtime environ- 
ment, and Virtualbox. With these ex- 
tensions, no manual installation is 
necessary for users who want to add 
to the collection of software. 

Additionally, VirtualBox offers the 
option of executing another operating 
system on 4MLinux. It turned out 
that even smaller Linux derivatives 
and OS/2 Warp v3 could be used in 
virtual machines, although the single 
core CPUs with their 1GB working 
memory were not breaking any speed 
records in the process. 

Conclusion: 4MLinux is appealing 
due to its extremely small consump- 
tion of resources, a high level of sta- 
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bility, and speedy functioning. Thus, 
it is suitable for use as a solid all- 
around system in the day-to-day 
workplace. 

However, it does have gaps in its 
software portfolio. Users who enjoy 
installing and experimenting with 
new programs might consider this an 
interesting challenge. 


ANTIX 

AntiX [5] comes from Greece and is 
well known for a 32-bit version that 
runs on older computers that have 
only 64MB of main memory. The 
prerequisite for using AntiX is that a 
minimum of 128MB swap area exists 
in bulk storage. This system is also 
frugal with processor resources. The 
lower bound of resource require- 
ments is set by the Pentium II CPU. 
The available hard drive storage 
should consist of at least 2.2GB fora 
static installation. 

This operating system is based on 
Debian’s Testing branch and uses a 
very lean window manager and 
desktop just as 4MLinux does. It 
comes equipped with IceWM [6] 
(Figure 2) but Fluxbox, JWM, and 
the exotic HerbstluftWM are avail- 
able as alternatives. 

In contrast to most other lean Linux 
distributions, AntiX includes several 
standard applications for every day 
use. As a result, you will find Icewea- 
sel and LibreOffice already on board. 
The developers have also integrated 
some programs from Gnome, Xíce, 
and LXDE into the system. 
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Figure 3: You won't find any frills on the SalentOS desktop. 


AntiX also includes a considerable 
number of maintenance tools. Thus, 
you can find Bleachbit for deleting 
superfluous data, GParted for parti- 
tioning data storage devices, Htop 
for showing services and processes 
currently running, Midnight Com- 
mander, which makes work on files 
and directories more efficient, and 
also Synaptic, a graphical front end 
for program administration, among 
other things. 

These are available in the system 
tools menu. Because of its Debian 
history, AntiX can make use of a 
considerable number of software 
packages. The Debian-based reposi- 
tories feature more than 50,000 
packages. 

As could be expected, the AntiX 
Linux desktop is both spartan and 
functional. Conky and a slim panel 
bar are the sole inhabitants on the 
display screen. In the interest of 
conserving resources, there are no 
optical gimmicks and, indeed, re- 
source consumption was very lim- 
ited during testing. There it became 
clear that AntiX works very well on 
old Pentium III systems, sometimes 
with less than 100MB of memory. 
Memory usage seldom increased 
past 300MB even when three or 
more programs were open. Nor did 
the system lose agility. 

Conclusion: The externals are bor- 
ing, but AntiX gets points for enor- 
mous speed and most importantly its 
excellent software equipment. Appli- 
cations typically used in daily work 
are included on the hard drive. 
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Thanks to its 
Debian base plus 
Synaptic, a 
graphical soft- 
ware administra- 
tor, this operat- 
ing system ful- 
fills not only 
software desires, 
it can also easily 
be operated by 
beginners and 
users who are 
changing sys- 
tems. All this 
means that AntiX 
Linux is well jus- 
tified in its 
claims of being a fully functional and 
flexible operating system for old 
computers with low performance. 


SALeNTOS 

SalentOS [7] is an Ubuntu derivative 
named after the city of Salento, 
Italy. It is also available in a version 
designed for older hardware. Be- 
cause this version uses Openbox [8] 
as the window manager, it can make 
do with significantly fewer resources 
than those required by the standard 
Ubuntu derivatives. Elements from 
Gnome and Xfce have been included 
in the operating system to spice up 
the desktop and round out the selec- 
tion of apps and system tools. 

The SalentOS developers want to 
position their operating system on 
the market as an option for older 
hardware. They also wanted to 
spruce up the appearance of the 
Ubuntu derivative to maintain a re- 
lationship to more contemporary 
desktops. 

As a result, you will find the panel 
bar Tint2 [9] at the upper edge of 
the display screen. This is rather un- 
usual for Openbox, but the presence 
of Tint2 does lend a professional 
look to the user interface and in- 
creases functionality (Figure 3). 

Additionally, SalentOS allows for a 
detailed configuration of Tint2. The 
developers have made the legendary 
configuration options from the 
Openbox window manager available. 
All of the relevant options are lo- 
cated in the menu group Openbox 
settings, which is found in the main 


menu. These include graphical tools 
and scripts that you can modify as 
desired in the terminal (Figure 4). 

When started, SalentOS offers a 
choice between live operation and 
static installation. This allows you to 
first look at the system without hav- 
ing to touch the hard drive. Potential 
language settings are handled di- 
rectly in the selection window. If the 
computer you are using has enough 
graphics hardware, SalentOS lets you 
use the composite manager Compton 
[10] to spruce up the appearance of 
the desktop. The Compton settings 
can be reached directly from the 
main menu. 

Because this distro sits on top of 
the package source for Ubuntu, 
users have the complete Ubuntu rep- 
ertoire at their fingertips. Also, the 
distribution already has many stan- 
dard applications both in live opera- 
tions as well as static installation on 
the hard drive. Additionally, the 
graphics package administration tool 
Synaptic is available in the main 
menu, letting you install new pro- 
grams on the system with just a few 
mouse clicks. 

Conclusion: Like AntiX Linux, 
which sits on Debian, SalentOS shines 
because it is very robust and has an 
enormous selection of software. The 
system is suitable as an all-around so- 
lution for daily tasks and should not 
present beginners or users switching 
from another system with too many 
learning hurdles. When comparing the 
two distributions, it becomes clear 
that SalentOS runs significantly more 
sedately. The system requires more re- 
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Figure 4: You will find the most important set- 
ings options in the control center. 
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Figure 5: At first glance, the SliTaz desktop is barely distinguishable from 
Xfce and LXDE. 


sources than AntiX Linux and is there- 
fore not suitable for application on 
computers with less than 100MB of 
working memory. 


SuTaz 

SliTaz [11] is a tiny operating system 
that, in its stable version, just barely 
manages to have an image size of 
35MB. Like our other candidates, Sli- 
Taz comes with a graphical interface 
and preinstalled software. 

The desktop is similar to SalentOS 
in that it is based on Openbox. Local- 
ization settings are found in the boot 
manager, which copies the entire op- 
erating system from the live CD to 
memory. This allows SliTaz to achieve 
an attractive operating speed even on 
old computers. 

Nonetheless, the memory should 
not be less than 256MB capacity. 
Systems with less RAM can be used 
with the so-called LORAM version 
that the developers have created. 
This version makes do with a 128MB 
memory. Furthermore, a Loram CD- 
ROM version is available that actu- 
ally needs only 24MB RAM. All of 
the versions can be installed on bulk 
storage. Once booted, the graphical 
desktop promptly appears. 

On the desktop, you will find a 
horizontal panel bar at the upper 
edge of the display screen. This bar 
has a start menu and a system tray. 
The desktop accepts icons and files 
and as a result may begin to resem- 
ble star performers such as Xfce and 
LXDE (Figure 5). 
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of the command line. 


SliTaz was developed in Switzer- 
land and has its own package admin- 
istrator and an accompanying graphi- 
cal package administration tool. Be- 
cause fast Internet connections are 
not available everywhere, the package 
sources - which number in the thou- 
sands - can be stored on a DVD and 
subsequently installed when it is con- 
venient. The entire size of the pack- 
age currently amounts to about 3GB. 

The TazPanel functions as the cen- 
tral administration tool in SliTaz. 
This tool lets you install new appli- 
cations and update existing soft- 
ware. It also makes it possible to ac- 
complish a wide variety of adminis- 
tration tasks. 

The breadth of SliTaz software 
packages is not as far reaching as 
that of other candidates with origins 
in Debian and Ubuntu. Nor does it 
include large applications such as 
LibreOffice, Gimp, Thunderbird, or 
Firefox. Still, it shows itself to be a 
slim and useful alternative for very 
old hardware (Figure 6). 

Conclusion: SliTaz makes the rec- 
ommended list due to its capabilities 
on very old hardware as far back as 
the Pentium II processor. However, 
your system should have at least 
256MB of RAM. The system makes 
no demands on bulk storage or 
graphics hardware. 

For everyday use, you would need 
to retrofit SliTaz with various appli- 
cations. Thanks to the graphical 
package manager, however, this does 
not present any problems. 
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Figure 6: SliTaz lets you install new programs without requiring the use 


OVERALL IMPRESSION 


The four Linux distributions tested here 
clearly show that it can be productive 
and practical to use old hardware. What 
you will need is a suitable operating 
system that can breathe new life into 
the machinery. 

The four candidates we tested are 
able to do this. They defied the persis- 
tent myth that functional shortcomings 
and operating diíficulties are inevitable 
with small Linux distributions. It makes 
sense to seriously consider these mod- 
ern and secure operating systems in- 
stead of older less secure versions of 
Windows that have not been main- 
tained for a very long time. ə 


INFO 


[1] Lightweight Linux distribution: 
https://en.wikipedia.org/wiki/ 
Lightweight_Linux_distribution 

[2] 4MLinux: http:/4mlinux.com 

[3] 4MLinux JWM: hitp:/joewing.net/ 
projects/jwm 

[4] Window Maker: http;/ 
windowmaker.org 

[5] AntiX Linux: http:/antix.mepis. 
org/index.php?title-German 

16] IceWM: http:/www.icewm.org 

[7] SalentOS: http;/salentos.it 

[8] Openbox: http:/openbox.org 


[9] Tint2: https;/gitlab.com/o9000/ 
tint2 


[10] Compton: https;/github.com/chjj/ 
compton 


[11] SliTaz: http;/wwwe.slitaz.org 
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ATURES 


MX LINUX. 


MX Linux is blooming largely in secret. This distribution is best suited for older hardware, but it is 
also accommodating to those who want many administration tools and scripts. 


MX Linux combines the strengths of AntiX and Mepis 


Two HEARTS 


BY FERDINAND THOMMES 


Л X Linux is based on AntiX, 
i ў | which was developed in 2007 
| from Mepis, which in turn is 
based on Debian. A circle 
closes at this point because MX Linux 
arose out of the cooperative efforts of 
Mepis and AntiX developers. 

Originally, AntiX replaced the KDE used 
with Mepis by window managers such as 
IceWM, Fluxbox, and JWM. MX Linux has 
now put on some weight and sits on Xfce. 
Debian Stable serves as the foundation, 
however, a package manager offers numer- 


ous backports which install more up-to- 
date packages. Additionally, MX Linux and 
AntiX both belong to the small group of 
distributions that are not yet based on Sys- 
temd but rather on SysVinit. 

With its Debian foundation and relatively 
small memory footprint, MX offers a reliable 
basis for both older and newer hardware. In 
November of 2015, the development team 
released MX 14 as Beta 2 [1]. The distribu- 
tion exists in two versions that are each 1GB 
in size for 32- and 64-bit computers [2]. 

The 32-bit version comes with two ker- 
nels - one has PAE and the other does not. 
PAE stands for Physical Address Extension, 
and it permits 32-bit hardware to address 
more than the nominal 4GB of memory. The 
non-PAE version uses a 486 kernel to do this 
while the PAE version uses a 686 kernel. 
The latter can therefore also support proces- 
sors with hyperthreading. The 32-bit version 
uses the kernel 3.16, and the 64-bit edition 
uses the Liquorix kernel 4.2.3 [3]. 


BASICS 
The MX developers release snapshot up- 

dates for the images on a monthly basis [4]. 
Minimal requirements for hardware include 
an i486 processor, 512MB of main memory, 
and 5GB of free disk space. The project pre- 
sented here worked well with an i686 CPU, 
1GB of working memory, and at least 10GB 
of free storage space on a disk or USB stick. 
The distribution comes with Unetbootin for 
creating a bootable USB stick. The develop- 
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INSTALLATION 
Help The installer for MX 


Risk-Free 


; 2 
FORE PROCEEDI 1a. choose disk for installation ; TEREA 
EPIS ON: CLOSE ALL OTHER. Linux originates { 
Use disk: sda  31GVEOXHARDDISK + 
Оп each page, please read the. i rt 
Instructions; make your selections, and with the efforts of © 
then click on Next when you are ready to 1b. Rearrange disk partitions (optional) 
proceed, You wil be prompted for. MX developers and 


Sonfrmaton before ny destructive 
actions are performe is absolutely 
straightforward to 


Modify partitions: Run partition tool. 


MX Linux requires about 3.5 GB of space, 1c. Select type of installation 
5 GB or more is preferred, You can use 


the entire disk or you can put MX Linux on Auto-install using entire disk 


existing partitions, 


If you are running Mac OS or Windows 0S 
(from Vista onwards), you may have to 
se that system's software to set up 
partitions and boot manager before 
Installing MX Linux. 


The ем2. ем. exta, уз, xfs, btrfs and 


reiserfs пух filesystems are supported 
and ела is recommended. 


Close 


‘© Custom install on existing partitions 


operate (Figure 1). 
In the interests of 
ease of operation, 
the installer does 
without advanced 
technologies such as 
LVM and RAID. 


<Back | Net> 


is easy to use even for beginners. 


ers recommend Rufus [5] when preparing 
memory sticks on Windows. 

The images are based on Debian 8.2 and 
Xfce 4.12, and they come with applications 
like LibreOffice 4.3.3.2, Firefox 42, Thunder- 
bird 38.3, Clementine 1.2.3 and VLC 2.2.1. 
For package management, MX Linux uses 
dpkg and its front end apt for installing soft- 
ware and updating the system. As is cus- 
tomary, these are operated via the console 
or graphically via Synaptic. 

The package sources contain repositories 
from Mepis, AntiX, and Debian. Additional 
package sources, such as those from AntiX 
Testing, Siduction, and Debian Multimedia, 
can be connected as needed. Likewise, 
sources for applications like VirtualBox, 
Opera, and Mozilla can be turned on in the 
system administration by checking one box. 

As soon as the live medium is started, 
you will be using function keys to set some 
basic settings options in the start screen. 
The system will accept these when it is 
subsequently installed. Of particular inter- 
est is the F2 key for selecting the desired 
system language. The ЕЗ and F5 keys also 
deserve immediate attention as they relate 
to the time zone and persistence settings 
or the live system, respectively. 


Figure 1: The installer that has been developed specifically for MX Linux 


йо 
77 Qo» 


However, it lets you 
fine-tune services 
that will be started 
and allows you to 
decide whether modifications made during 
the live session will also land in the system 
when it is installed. Otherwise, it runs qui- 
etly, completes tasks quickly, and after- 
wards asks for a system restart. 

The MX-Welcome assistant greets the user 
after the system is installed. It acquaints the 
user with support offerings such as a man- 
ual, a wiki, and the forum (Figure 2). Help- 
ful videos are available to explain various 
steps involved in the installation and opera- 
tion of MX Linux. 


SETTINGS 
One click on MX tools opens a menu that 
contains scripts categorized as either Basic 
or Advanced. These scripts are intended to 
make the system more straightforward (Fig- 
ure 3) in multiple ways. They include scripts 
for boot repairs, installation of Codecs, a 
user administrator, a manager for the widely 
used Broadcom WiFi driver, a practical de- 
sign for a package installer, and a multitude 
of other items. 

In the Advanced section, you will find 
scripts for persistent USB sticks, re-master- 
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Figure 2: The welcome screen summarizes the 
support offerings found in a manual, wiki, and 
forum. 


Figure 3: The MX tools prove to be a treasure 
rove of helpful scripts for administering the 
System. 
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о +. FEATURES 


MX LINUX 


ing of the ISO image, and saving the current 
system state as an image. If you are working 
in live mode, you should enter root when 
asked for the root password. 

The desktop created with Xfce 4.12 con- 
tains some modifications by the MX devel- 
opers. For instance, the operations bar is 
vertical and sits on the screen to the left. If 
necessary, the user can move the bar back 
to the place originally designated by Xfce 
via MX Tools | Panel Orientation. 

Another MX modification was to use an 
alternative widget, the Whisker Menu [6], 
as the start menu (Figure 4). The user will 
find many other helpful tools in the menu. 
Most of these have the letters MX in their 
name. The MX package installer stands out 
among these. The developers for MX Linux 
have added much that is useful to what is 
ordinarily a mundane installer. 


EXPANDING THE SYSTEM 

The package inventory consists of more 
than 20 categories, including Kernel, Graph- 
ics, and Office (Figure 5). Under Kernel, the 


system also offers preinstalled and updated 
kernels from older versions of Debian as 
well as current developer kernels from Li- 
quorix. The Browser category contains the 
usual top candidates and exotic alternatives 
such as Netsurf, plus useful tools like the 
Tor browser. 

A separate submenu intended for chil- 
dren has software for various ages available 
for installation. It also includes the Scratch 
programming environment. Localization 
tools for multiple languages are found under 
languages for Firefox, Thunderbird, and Li- 
breOffice. Windowmanager offers the cus- 
tomary desktop environments as alterna- 
tives to Xfce. 

The options for frugal [7] or persistent [8] 
installations and the possibility of putting a 
combination of these options on USB sticks 
or hard drives for remastering the system 
make for very interesting features. Addition- 
ally, you can create a snapshot of the current 
system state or save the system as a new ISO 
image. These techniques are explained in the 
very detailed manual, and a series of supple- 
mentary videos (Fig- 


Figure 4: The application menu provides a multitude of programs and tools. 


ure 6). The manual 
also goes into detail 
about the system 
administration 
script SMXI [9]. The 
same developer cre- 
ated Inxi [10], 
which serves to in- 
dicate multiple sys- 
tem parameters. 


CONCLUSION 
MX Linux proves it- 
self as a stable and 


lightweight distribution built on a reliable 
Debian foundation. The distribution wins 
lots of points for user friendliness and is 
therefore suitable for potential Linux begin- 
ners. The detailed manual captures every 
nuance of the system. 

You can see what the developers had in 
mind when examining features of MX 
Linux. It has been made easier to use but 
not overly complex. It also supports older 
hardware, which can be refreshing for 
users who want to avoid new purchases 
and for those who enjoy using their old 
computers. MX Linux should get more at- 
tention, because it is a thoughtful synthesis 
of AntiX and Mepis. e 


INFO 


[1] MX Linux: http://www. 


mepiscommunity.org/mx 
[2] Download images: http///ftp.cc. 
uoc.gr/mirrors/linux/mxlinux 
Liquorix kernel: http://www. 
liquorix.net 


[3] 


[4] Snapshots: http:/mxrepo.com/ 
snapshots 

Rufus: https:/rufus.akeo.ie/ 
Whisker menu: hittp:/gottcode. 
org/xfce4-whiskermenu-plugin 


[5] 
[6] 
[7] Frugal Install: http:/antix.mepis. 
org/index.php?title-Frugal install 
[8] Persistent Install: http;/antix. 
mepis.org/index.php?title-Using 
liveusb with persistence 

[9] SMXI: http:/smxi.org 


[10] Inxi: https:/code.google.com/ 
archive/p/inxi/ 
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Figure 3-17: Selecting display values in Settings Manager 


3.3.5 Power management 
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Figure 5: Once it's installed, you can expand the system with the MX 
package installer. 
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Figure 6: The integrated manual offers valuable information far beyond 
System operations. 
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BUNSENLABS 


BunsenLabs Linux is a community continuation of CrunchBang. Like its predecessor, BunsenLabs is 
based on the stable version of Debian, in this case, Debian Jessie. It is also appealing thanks to its 
radically modified Openbox window manager. 


BunsenLabs Hydrogen — CrunchBangs lightweight successor 


BUNSEN BURNER 


BY FERDINAND THOMMES 


he CrunchBang distribution [1] was 

originally based on Ubuntu and then 

subsequently on Debian. The mini- 

malist nature of this distribution was 
evident even from the way its name be- 
came abbreviated to #!. This no-frills distri- 
bution attracted a lot of fans before its de- 
veloper, Philip Newborough, dropped it in 
February 2015. 

At that point, the community made it 
known that they did not want this distribu- 
tion to disappear. Since then, BunsenLabs 
Linux has emerged as the legitimate succes- 
sor to CrunchBang, having won out over 
many candidates such as CrunchBang++ 


distribution. In contrast to the Debian deriv- 
ative MX, which was also tested for this 
issue, the start system for BunsenLabs con- 
sists of Systemd version 215. The Bunsen- 
Labs version on the DVD included with this 
magazine is a first release candidate code- 
named "Hydrogen" from the end of October 
2015. The image is approximately 850MB in 
size. The first complete version of Bunsen- 
Labs was due to appear in January 2016. 
BunsenLabs (BL) is well suited for older 
hardware. The developers have specified a 
minimal size of 256MB of RAM. They recom- 
mend 1GB. The 2.1GB installation space on 
the hard disk makes this distribution econom- 


and CrunchBang Monara. BunsenLabs has 
continued using the Openbox window man- 
ager for the distro, and the developers have 
preserved the modest design. Its gray-toned 
elegance does not distract from what is really 
important about the distribution, namely 
that it is well-functioning, stable, and popu- 
lar among users who favor minimalism. 
Debian 8.2 Jessie works in the back- 
ground providing a rock-solid base for the 


ы 


Darya Petrenko, 


ical. However, it is best to have a 10GB parti- 
tion available to ensure things run smoothly. 
BunsenLabs is available for both 32- and 64- 
bit PCs [2]. A 3.16.7 kernel is used in both 
cases. This is also the standard kernel for 
Debian 8.2. The 32-bit image of BL contains a 
PAE version of the kernel so users can utilize 
more than 4GB of main memory. 


THREE WAYS TO INSTALL 

To install BL, you have three options. Typi- 
cally, the user follows a classic installation 
routine - which for BL consists of using a 
modified Debian installer. This installer offers 
both a text-oriented and graphical interface, 


Figure 1: Once installed, BunsenLabs uses a 
script to help update the system. 


UBUNTU USER * WWW.UBUNTU-USER.COM 


and it can simultaneously be started in the 
desired interface with the live medium. In 
addition to the standard installation in one 
or more partitions, the routine also offers 
setup and encryption if desired, by means of 
a logical volume manager (LVM). 

The other two possibilities for installing 
BL require the presence of a preinstalled 
Debian system. Debian NetInstall suffices for 
the first alternative. BL is installed via a BL 
script [3] in the NetInstall terminal. The sec- 
ond alternative has the shortest completion 
time. All you need to do is enter the sources 
for BL into the source list of an installed ver- 
sion of Debian Stable. The list of scripts and 
packages available in the BL repository can 
be found on the project server [4]. 

Once installation is complete, a welcome 
screen greets the user after reboot (Figure 1). 
The program then offers the option of exe- 
cuting a script to update the system. The 
next set of options have to do with attaching 
the Debian multimedia repository, printer 
support, installing Java, and adding pack- 
ages for developers. Each of these options 
may be selected individually. 


THE INGREDIENTS 
The BunsenLabs desktop is sparse. There is 
a Tint2 [5] system/task bar at the top of the 
screen. On the left side, this bar contains 
four icons for starting the Iceweasel browser, 
the Thunar file manager, the Geany editor, 
and a terminal. On the right side, you will 
find indicators about network status, current 
time, speaker volume, and the clipboard. If 
desired, it is easy to modify the content of 
the Tint2 bar via your own graphical menu. 
Conky [6] sits on the right side of the 
screen and displays various pieces of infor- 
mation about the system as well as short- 
cuts. Conky also has numerous built in dis- 
play options to choose from. Openbox does 


not open until you right-click on the desk- 
top. Then, the window manager displays all 
programs that have been installed on the 
system as well as options for one-click in- 
stallation of a large variety of additional con- 
figuration options. (Figure 2). 

Most of the preinstalled software programs 
are based on the GTK toolkit. The list of these 
programs includes among others, Iceweasel, 
Thunar, Geany, the Mirage image viewer, the 
VLC videoplayer, and Xfburn for burning digital 
media. In terms of network solutions, you will 
find the FTP client Filezilla, the BitTorrent client 
Transmission, and Hexchat as the IRC client. Li- 
breOffice Writer is the only office software that 
comes preinstalled on BunsenLabs. However, 
the remainder of the suite is just a mouse click 
away. Synaptic serves as the graphical user in- 
terface for package management. 

When compared to other distributions, 
BunsenLabs has few preinstalled applications. 
Nonetheless, users should keep in mind that 
tens of thousands of packages in the Debian 
archive are just an aptget install away. 


CONCLUSION 
BunsenLabs shows itself to be a worthy suc- 
cessor to the earlier and very popular Crunch- 
Bang distribution, and it also works on older 
computers. Once started, BunsenLabs takes 
up about 200MB of main memory so for sys- 
tems having only 256MB of RAM, it is some- 
what large. On the other hand, computers 
with 512MB of main memory have no prob- 
lem handling this operating system. 
Raw beginners will struggle with BL unless 
they are enthusiastic about the prospect of 
learning Openbox. MX Linux is the better 
suited distribution for beginners. BL lacks a 
proper beginner’s manual (Figure 3), and it 
works much differently from Windows and 
Mac OS X. The KISS principle [7] runs like a 
thread through both the design and the fea- 


Figure 2: Right-clicking on the desktop provides direct access to numerous configuration files. 
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tures. Therefore, users with some Linux expe- 
rience who value function over frills should 
definitely look at BunsenLabs. 

The system is eminently configurable in 
terms of both appearance and the workings 
that go on under the hood. Debian Jessie pro- 
vides a solid base for the version of the distri- 
bution presented here, and it is easy to run BL 
on top of the Testing or Unstable versions of 
Debian if updated software packages are 
needed. BL is very stable and its lean appear- 
ance guarantees speedy operation, free of vi- 
sual distractions. The one-click installation 
saves time, although MX Linux is still a step 
ahead with this particular feature in terms of 
user friendliness. With the latter, a user can 
click once and install things like voice pack- 
ages for browsers, Office, and Codecs. 

Time will tell whether a well-functioning 
community can develop around BL, or 
whether divisions among numerous Crunch- 
Bang successors will prohibit this. It is clear 
that the community will comprise the deter- 
mining factor in whether BL finds long-term 
success as a niche system. e 


Figure 3: There is sufficient reading material 
including tutorials. 


INFO 


[1] CrunchBang: https:/en.wikipedia. 
org/wiki/CrunchBang Linux 


[2] Download: https;//www.bunsenlabs. 
org/installation.htmi# 
live-cddvdusb-key-method 


[3] Netlnstall: https;/github.com/ 
BunsenLabs/bunsen-netinstall 

[4] Sources: http;//pkg.bunsenlabs.org/ 

[5] Tint2: https;/wiki.ubuntuusers.de/ 
tint2 

[6] Conky: https/wiki.ubuntuusers.de/ 
Conky 


[7] KISS: https:/en.wikipedia.org/wiki/ 
KISS principle 
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PCLinuxOS MINIME 


No two Linux distributions are alike. But, if you can't find a Linux distribution suited to your needs 
in spite of the large selection available, then you can put one together yourself. 


Put together your own distribution with PCLinuxOS 


DIY DISTRO 


BY ERIK BARWALDT 
inux distributions for older ments like Gnome and KDE on the 
hardware often come with other hand are not suitable for 
frugal software and modified, older hardware. Their numerous 


lean desktops. Work environ- additional programs and visual ef- 


PCLinuxOS Control Center 


* Manage your hardware 
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== =| unique distribu- 

tion based on 

PCLinuxOS. 
The MiniMe 

|| version comes 

as an ISO image 

|| of just under 

|| 570MB for 32- 

bit hardware. 

There is also a 

650MB image 

for 64-bit archi- 

tectures. Both 

| images are 

У available on the 


Figure 1: Oldie but goodie. The control center bundles all of the settings 


options together. 


fects add too much of a burden for 
older machines, and makes work- 

ing with these interfaces impossi- 

bly slow. 

Therefore, the developers of the 
PCLinuxOS have radically down- 
sized the software and interface of 
the popular KDE desktop to adapt it 
for older hardware. The results of 
this downsizing have been pack- 
aged into a lean version of the dis- 
tribution with which users can click 
together a Linux derivative. 

PCLinuxOS [1] has continuously 
been maintained and evolved for 
the past twelve years. It is a popu- 
lar distribution in the United States 
and has a large developer commu- 
nity. Originally based on Mandrake, 
the operating system has been going 
its own way for years now and is 
now available in various versions 
for 32- and 64-bit architectures. 

KDE has emerged as the primary 
desktop. The developers for 
PCLinuxOS have focused their ef- 
forts on easy operability and all- 
around use. To comply with the 
wishes of many users, PCLinuxOS 
also comes as an ISO image with 
the alternative work environments 
MATE and LXDE. 

The MiniMe version of PCLinuxOS 
is one particularly interesting in- 
novation. It represents a signifi- 
cantly trimmed-down edition that 
includes the KDE desktop. 

It can be quickly adapted by the 
user, once it is installed on bulk 
storage. You can use its own 
graphical tools to put together a 


homepage for 
the distribution 
[2]. 


UNIQUE CHARACTERISTICS 

One of the unique characteristics 
of the PCLinuxOS is its highly sim- 
plified system management. Begin- 
ners and newcomers to Linux have 
no problem administering the op- 
erating system even without previ- 
ous experience. 

The centerpiece of the system 
management is the PCLinuxOS 
Control Center, which was origi- 
nally developed by Mandrake. For 
10 years, it has had continuous 
maintenance and development and 
still counts as an innovative tool 
for system administration. 

As with Yast from openSUSE, the 
control center bundles all of the 


Figure 2: The desktop looks spartan and tidy. 
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important settings options into a 
unified interface with various cate- 
gories. Because the dialogs all 
have the same graphical user inter- 
face, there is no need for a begin- 
ner to invest time in learning how 
to operate the system (Figure 1). 


READY TO START 

The operating system offers various 
options when it starts for the first 
time in the GRUB boot manager. For 
example, the user can boot in live 
mode and simultaneously install the 
system on bulk storage. We used 
live mode for performing the first 
test. 

This test was carried out ona 
10-year-old HP Compaq Notebook 
equipped with Dothan, a second- 
generation 2GHz Pentium M proces- 
sor, which has only 512MB working 
memory. The operating system 
booted from a USB stick into a no- 
frills KDE desktop on this outdated 
computer with surprising speed 
after a localization query. The desk- 
top contains only a few icons anda 
starter for installation on bulk stor- 
age (Figure 2). 

One look at the menu for the 
MiniMe version reveals a radically 
slimmed-down system. Although 
there are many menu entries, these 
contain little software. Only the 
More Applications | Configuration 
menu includes numerous entries. 
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Downloading package files. 


Figure 3: You can update the system with just three mouse clicks. 


Typical application menus such as 
Office, Entertainment, and Graph- 
ics do not exist. 

The system has a well-known 
graphical assistant from Mandriva. 
It helps the user generate a locally 
installed system via one click on 
the Install PCLinuxOS button on 
the desktop. 

This installation process does 
not include set up of user ac- 
counts. It is only after finishing 
the installation and executing a 
warm start that the automatically 
called routine asks for the access 
data for a root and user account. 
Then, it is on to the KDE desktop 
where the system shows how mod- 
est it is. 

The system load on the single 
core processor is very small, and 
an empty desktop without any ap- 
plications installed requires just 


$ . Downloading package пез = 5 


[eu addiocale 4.3 o 58 
| Please select the new KDEA-locale or press Cancel to quit 
| [Select New locale (country settings) —— j 
* English (US) [Select to restore default] 
Arabic (Egypt) 
Basque 
Belarusian 
Bengali (India) | 
| Bosnian | 
| Bulgarian 
Catalan 
Chhattisgarhi 
Chinese (simplified) | 
Chinese (traditional) | 


Croatian 


Figure 4: You can install packages for addi- 
ional languages with just a few clicks. 
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220MB of work- 
ing memory. 


ROLLING 

At first glance, 
the current ver- 
sion of 
PCLinuxOS 
12.2014 looks 
dated. In fact, 
the installation 
assistant with 
the 3.18.1 kernel 
and KDE SC 
4.14.3 installs 
somewhat dated 
software. 

However, be- 
cause the PCLinuxOS distribution 
has been functioning for years ac- 
cording to the rolling release mech- 
anism, you can update the system 
easily after the initial installation. 
Classic update cycles like those 
found in customary Linux distribu- 
tions such as Ubuntu, Debian, and 
openSUSE are not required for 
PCLinuxOS. 

The U.S. Mandriva derivative 
uses APT RPM together with Syn- 
aptic, for package administration. 
Synaptic is a graphics attachment 
found in the Software Center menu. 
Updating the installation is accom- 
plished in three mouse clicks. 

First, you need to click on the 
Reload button that sits at the top 
left in the Synaptic window in 
order to read in the package 
sources. Second, mark all of the 
packages that need updating by 
clicking on the Mark All Upgrades 
button. And, third, you can start 
the update by clicking on Apply 
(Figure 3). 

The system will also automatically 
supplement the kernel firmware 
files needed for the operation of 
proprietary hardware components. 


Install reinstall, upgrade, or add Ubreotice locale 
Completely remove Libreotfice 


[ro 


Figure 5: Programs such as LibreOffice and 
Calibre are administered by an installation 
Manager. 


PEOPLE SPEAK More THAN ONE 
LANGUAGE 

Outside the United States, 
PCLinuxOS was a wallflower for a 
long time because the lack of sup- 
port for local languages. Now, 
there is nothing to complain about 
with the localization feature. 

To operate the derivative in a dif- 
ferent language, you should install 
the addlocale package via Synaptic 
in PCLinuxOS MiniMe. Then, click 
in the start menu on the Software 
Center group and use root rights to 
activate the Localization Manager. 
You can then select the country set- 
tings you would like to install from 
the list of countries (Figure 4). 

Now the routine will download 
the necessary language files from 
the Internet and install them. The 
next step involves the assistant ask- 
ing for the accompanying keyboard 
layout, which is available in various 
versions. In the last step, the assis- 
tant will ask for the time zone and 
then execute a warm start. After re- 
questing modification of the folder 
name, the system begins to work 
entirely in the new language. 


SUPPLEMENTARY SOFTWARE 

The MiniMe version of PCLinuxOS 
has few sizable applications. All of 
the larger programs like Gimp, Li- 
breOffice, Firefox, and Thunderbird 
are lacking. Even surfing the Inter- 
net has to be done with Konqueror. 
Nonetheless, the Synaptic package 
manager lists just under 14,000 
packages. You can select, modify, 
and install packages from this list 
as desired. 

So-called installation managers 
are a unique feature of PCLinuxOS. 
The managers serve to simplify the 
process of downloading and install- 
ing certain software packages. The 
managers are actually scripts that 
take care of the work of searching 
for various packages when install- 
ing larger applications. 

For example, LibreOffice and the 
ebook administrator Calibre can be 
integrated into the operating system 
with the help of an installation 
manager. The localization manager 
in turn simplifies the process of 
dealing with multiple language sys- 
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tems. For LibreOffice, it is neces- 
sary to also install the lomanager 
package from Synaptic. For Calibre, 
you will need the calibre-manager. 
These corresponding managers are 
found in the Software Center sub- 
menu. 

A click on the manager down- 
loads the assistant for the current 
version from the Internet and in- 
stalls it. LibreOffice offers the op- 
tion of selecting a language. The in- 
stallation manager remains in the- 
Software Center menu after success- 
ful integration of the program, and 
can later be used via a few clicks to 
update or de-install the correspond- 
ing program (Figure 5). 


GENERATING AN IMAGE 

After installing all the desired apps 
and completing the configuration 
work, the system can be converted 
to an ISO image and then used for 
other installations. PCLinuxOS uses 
the command-line tool mylivecd to 
do this. 

The MiniMe version comes with 
the tool included. It is a good idea 
to install the graphics front end 
mylivegtk from the package sources 
to make this work easier and to 
avoid having to learn about the re- 
quired parameters. 

The front end is located in the 
submenu Archiving under the entry 
MyLiveGTK. At first, it may look 
somewhat complicated, but because 
the most important settings are 
made automatically, the ISO image 


can be generated with one click on 
the Execute button to the lower left 
in the program window. Clicking on 
the ISO Options button opens a dia- 
log for adding personal information 
to the ISO image (Figure 6). 

One click on the Execute button 
and the program will generate the 
image and at the same time provide 
progress reports at the bottom of 
the program window. Note that 
writing the ISO image requires con- 
siderable computing work and also 
significant compute time even on 
up-to-date, high-performance ma- 
chines with multicore processors. 

The process can take several 
hours on older, single-core ma- 
chines depending on the size of the 
software packages that have been 
added. After the process is com- 
plete, you can transfer the image as 
usual onto an optical data storage 
device and then install the precon- 
figured system from there onto 
other machines. 


USB Srick 

You can put the modified PCLinuxOS 
system on a USB stick by using the 
PCLinuxOS Live USB Creator tool. 
This tool comes integrated into the 
system and is located in the Addi- 
tional Applications | Configuration 
menu. 

Before you start out, you should 
prepare the memory stick to receive 
the operating system by formatting 
the stick with the filesystem ext2/3/ 
4. The formatting is easy with graph- 
ical tools like 


MyldveGTE 


GParted and 


cfdisk. Then, you 
should remove 
the stick from 
the system and 
start Creator. 
Creator re- 

quires that the 
stick be rein- 
serted into the 
computer so that 


the tool can find 
the stick. Then, 
the tool asks 


ЕТЕТ 


whether you 


would like to 


ally simple and functional. 


Figure 6: Although seemingly complicated, the image generator is actu- 


write one or 
more distribu- 
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tions to the medium. In the next 
step, you specify whether the flash 
stick should be generated from an 
existing ISO image or from a live 
CD. After selecting the desired ISO 
image, you need to give the installa- 
tion a name. Then the assistant will 
transfer the data to the memory 
Stick. 

In the following step, the tool 
presents a number of boot options 
for the new distribution on the USB 
stick. Selections are made by setting 
a checkmark in the corresponding 
check box. 

Provided the USB stick will be 
used for storing personal data, you 
should activate Persistent boot 
(write access to the data storage de- 
vice). Otherwise, only read access 
will be granted to the memory stick. 

In this last step, it's a good idea 
to specify where the setup should 
write the boot manager GRUB. In 
order for the computer to start from 
a USB stick, the setup must be in 
the master boot record (MBR) of 
the stick. Now you have a com- 
pletely individualized operating 
system that is installable on a new 
computer just like a standard Linux 
distribution. 


CONCLUSION 

You can quickly create a customized 
operating system using MiniMe 
from PCLinuxOS. Such a system 
will run well on older hardware be- 
cause of the trimmed-down KDE 
desktop. Because the developers 
have been maintaining this system 
for more than 10 years, there should 
be no unpleasant surprises or de- 
fects in terms of stability or hard- 
ware incompatibilities. 

A customized system like this is 
especially well suited for older hard- 
ware and heterogeneous compo- 
nents, such as computers for a 
school district, where modern hard- 
ware is typically the exception. • 


INFO 


[1] PCLinuxOS: http://www. 
pclinuxos.com 


[2] Downloading: http://www. 
pclinuxos.com/get-pclinuxos/kde 
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MOKSHA 


Bodhi Linux 3.1 combines the advantages of Ubuntu with the advantages of the brand new fork of 
Enlightenment E17, the Moksha desktop. It is also an excellent system for older hardware. 


Bodhi Linux and the Moksha desktop 


ENLIGHTENE 


BY ERIK BARWALDT 


or a long time now, Bodhi 

Linux has been the only 

Ubuntu-based distribution 

making use of the lean and vi- 
sually pleasing Enlightenment desk- 
top, which functions as the standard 
work interface. 

The project team now presents an 
overhauled system with the 3.1.0 re- 
lease. It is based on Ubuntu 14.04 
with LTS support and for the first 
time also on Enlightenment fork 


Moksha. Moksha is the Sanskrit word 
for enlightenment or liberation. It 
draws on the positive characteristics 
of Enlightenment E17, including 
speed, limited resource consumption, 
and stability. Moreover, it has been 
freed of any unnecessary ballast. 


PREPARATIONS 

Moksha shines in spite of the low ver- 
sion number 0.1.0 because of its con- 
figurability and elegant appearance. 


i Е 


In light of its moderate hardware re- 
quirements, Moksha makes older 
computer systems productive again 
with its pleasing and contemporary 
graphical interface. This is true even 
for very outdated machines where 
the original Ubuntu wouldn't begin 
to start but Bodhi Linux works 
smoothly. 

The operating system comes as an 
ISO image from the project website 
[1]. In addition to a 32- and a 64-bit 
version, an image for legacy systems 
is also available. The latter is espe- 
cially suitable for first-generation 
Pentium systems. It also supports 
processors without PAE extensions 
on the hardware side. 

As minimum requirements for the 
system, the developers specify that 
the computer have a CPU with at 
least 500 MHz clock speed, 128MB 
working memory and 3GB of avail- 
able storage on the hard drive. This 
means that computer systems that 
are more than 10 years old and no 
longer used can be reanimated. 

The images for Bodhi Linux are all 
significantly smaller than 600MB. 
They can be easily used on older 
USB sticks of limited capacity and 
also on CD R storage devices. To 
transfer the image to a USB stick, in- 
sert the device with administrator 
rights and enter the following com- 
mand in the terminal. 


# dd if=/path-to-ISO/image of=/dev/sdX bs=512k 


You should also change the device 
name /dev/ < sdX > with the actual 
name for the stick. Many systems 
address a USB stick as a second stor- 
age device, or /dev/sdb. 

You should take into consideration 
that the installation process will 
take several minutes because the 
write speed for typical USB sticks is 
relatively low. Instead of installing 
via the terminal, you can use a 
graphical tool like Unetbootin [2]. 


FIRST START 

When first starting from a USB stick 
or an optical data storage device, the 
GRUB boot loader permits only live 
operation of the system. It is not 
possible to use GRUB for installing 
the system on bulk storage that is at- 


Bodhi Linux 
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Figure 1: The nimble, inconspicuous Moksha desktop сап be thoroughly modified by the user. 


tached to the computer. If the typical 
live version of the operating system 
does not start, the menu offers an 
additional mode for loading Bodhi 
Linux with a VESA-compatible 
graphics driver. 

After selecting one of the two start 
modes, Bodhi Linux appears quickly 
with a Moksha desktop that is sur- 
prisingly inconspicuous in appear- 
ance (Figure 1). Aside from a hori- 
zontal bar at the bottom of the work 
interface, there are no elements on 
the desktop. 

The panel itself features only a 
button at the left for the start 
menu, two applications starters 
that sit next to the button, and a 
quite small system area. There you 
will find displays for time, date, 
virtual desktops, and network con- 
nections. 

The individual submenus are in 
English and reveal a limited soft- 
ware portfolio. Thus, you will not 
find an office suite or image editing 
program. The developers have even 
done without a mail client. 

The lean Midori system from the 
Xfce desktop functions as the 
browser. The available programs 
consist almost entirely of native ap- 
plications for the Enlightenment 
desktop. These programs include 
ePhoto, which serves as an image 
viewer, and ePad, which functions 
as a simple text editor. The fast file 
manager PcmanFM rounds out this 
basic offering. 
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Figure 2: Updating the system takes place 
quickly thanks to eepDater. 


However, the development philos- 
ophy of the Moksha programmers 
impressively reveals itself in the Set- 
tings sub menu. There you will find 
any number of entries for individual 
modifications of the work interface. 
In contrast to the current trend fol- 
lowed by Gnome, Unity, and others, 
which are systems that offer the few- 
est possible configuration options, 
Moksha takes a different route just 
like KDE does. With Moksha, it is 
possible to individualize the appear- 
ance of the desktop down to the 
smallest detail so that it becomes al- 
most one of a kind. 

Static setup of the system is initi- 
ated from the live desktop via the In- 
stall Bodhi option. You can call the 
option either from the lower left of 
the panel or via the menu entry Ap- 
plications | Preferences. 

Then, in just a few steps, the 
graphical installer will open and 
quickly install a fully functioning, 
usable operating system on the hard 
drive. The tool also allows installa- 
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deficiencies in 
recognizing 
hardware. For ex- 
ample, it did not 
recognize the 
WiFi Bluetooth 
Combo card inte- 
grated into a 
notebook. The 
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after an external 
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Figure 4: The module dialog lets you put small 
applets on the Moksha desktop. 


tion on encrypted data storage de- 
vices and directories as well as the 
setup of an LVM system. 

In contrast to other installation 
routines, it is not possible to create 
a root account. There are also other 
options lacking, such as the selec- 
tion of a boot loader and its configu- 
ration. In our tests, we noticed a bug 
in the routine in the 64-bit version. 

The installer does not fully accom- 
modate the foreign language local- 
ization that we selected. Bodhi 
Linux continued to load in English. 
Only the keyboard functioned as a 
German language keyboard. 


FROM THE DRIVE 
As with live operation, Bodhi Linux 
loads the Midori web browser from 
the hard drive and also a local web 
page that provides instructions for 
the installation and use of the sys- 
tem. Because the operating system 
performs updates automatically, an 
Internet connection is required. 
The Network Connections entry in 
the Applications | Preferences sub- 
menu is used to create access to a 
WiFi network. In testing, Bodhi 
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WiFi dongle was 
used. 

In the panel, 
Bodhi Linux indicates how the net- 
work access is functioning after a 
short wait time. The eepDater tool 
for updating the system is found in 
the Applications | System Tools 
menu. 

The tool has an intuitive program 
window, which appears once it is 
called via a left mouse click. A list 
containing every package for which 
an update is available will appear 
once a request is made to the update 
server (Figure 2). In the first column 
- named Upgrade - you should select 
each package that you would like to 
upgrade by setting a check mark. 
Then, with a click on Apply at the 
upper right of the window, eepDater 
installs the latest updates for the se- 
lected package. 


THE DESKTOP 

After the migration from Enlighten- 
ment E18 to E19 for the Bodhi Linux 
3.0.0 desktop, the developers did a 
turnabout with the introduction of 
the Moksha work interface for the 
new version 3.1.0. According to Jeff 
Hoogland, who is the thought leader 
behind Bodhi Linux, the Enlighten- 
ment E19 desktop proved to be quite 
plodding and resource hungry, espe- 
cially for older computers. 

Moreover, the development philos- 
ophy of the E19 project began to 
clash with the philosophy of the dis- 
tribution. The Bodhi developers 
wanted to give the users freedom for 
configuration. 

The Enlightenment project cur- 
tailed such freedom in favor of what 
they thought was more ease of use. 
Additionally, cooperation between 
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the operating system developers and 
the desktop programmers grew ever 
more difficult. Delays occurred in 
fixing bugs in the E19 desktop be- 
cause the Enlightenment team had 
devoted all of its energies to the suc- 
cessor version E20. 

These unfortunate difficulties 
quickly led to the forking of the 
Moksha project from Enlightenment 
[3]. The underlying Enlightenment 
E17 work interface for the Moksha 
desktop is extremely stable and also 
almost entirely bug free due to years 
of maintenance. 


A MATTER OF SETTINGS 

Bodhi Linux offers a central Settings 
Panel tool for configuring the system 
and the desktop, which is found in 
the submenu Settings. Using this 
tool, you can do things like select a 
foreign language for the operating 
system. 

At the top of the central menu, 
you will find a horizontal row of op- 
tions for system configuration. To 
set the keyboard for a foreign lan- 
guage, first select the Extensions 
menu. To the left, you should select 
the group Modules, which in turn 
contains a horizontal listing of Utili- 
ties. There you will find the Key- 
board entry to the left. 

For activating the country-specific 
keyboard layout, click on the Load 
button, which sits at the bottom of 
the window and then select the de- 
sired layout. Desktop localization 
proceeds in the same fashion once 
you go to the Settings Panel | Exten- 
sions | Modules | Settings | Language 
menu (Figure 3). 

Additionally, the Settings Panel of- 
fers options for the Moksha desktop 
including background, themes, win- 
dow look and feel, menu configura- 
tion, as well as power management 
and cache settings for the hardware. 
This means you can use one tool 
with a unified interface to easily 
complete configuration. 


Moputes, GADGETS, AND SHELVES 
Long-time Linux users may find it 
somewhat confusing that in the 
Moksha setup the modules for con- 
trolling hardware consist of small 
applications rather than Linux driv- 
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ers, and that the applications are in- 
tegrated into the panel bar with a 
quick starter. 

From a list that you will find via 
the menu option Extensions | Mod- 
ules, you should select from a list 
which Moksha should show in the 
panel. The module selection has 
been divided into subgroups accord- 
ing to functionality. Some of the mini 
programs can also be individually 
placed on the desktop (Figure 4). 

Given the high modularity of the 
Moksha desktop, users can modify 
and customize the desktop in great 
detail. This is done using the so- 
called gadgets, which consist mostly 
of various displays that provide in- 
formation about things like the state 
of charge for the battery, the CPU 
load, and date and time. You can 
also select these gadgets in the Set- 
tings Panel but only once you have 
already installed the accompanying 
module. 

Moksha collects the gadgets on 
so-called shelves. These shelves can 
be placed on each edge of the dis- 
play screen no matter the number 
of gadgets and starters you have 
chosen. You will find the settings 
dialog for the shelves via Settings | 
Shelves. 


INSTALLING SOFTWARE 

Because relatively little software 
comes preinstalled on Bodhi Linux, 
it can fairly quickly become a prior- 
ity for the user to install additional 
applications. Similar to other appli- 
cations, Bodhi Linux has an appli- 
cation center to assist with this pro- 
cess (Figure 5). It is available on- 
line and starts automatically as 
soon as you call the standard web 
browser Midori. 

The visual interface of the app 
center is simple and straightfor- 
ward. The center itself comprises 
diverse software categories that 
open with a mouse click so you can 
search through them. If you already 
know which application you need, 
you can enter its name in the search 
field and the app center will pro- 
vide a short description if one is 
available. One more click, this time 
on the name of the program, takes 
you to the installation page where 
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you should again click on the Install 
button. At that point, the system 
makes a security check and then 
downloads the application, installs 
it, and automatically resolves any 
dependencies. 

The app center is noteworthy for 
the uniqueness of some of its soft- 
ware selections. For example, the of- 
fice application category offers Li- 
breOffice, Apache OpenOffice, and 
WPS Kingsoft-Office from China. If 
the software you are looking for is 
not among this generous collection 
of offerings, then you can simply get 
out Synaptic and use it to select 
from the multitude of Ubuntu repos- 
itories that address practically any- 
thing a user might need. 

Bodhi Linux has various pieces of 
multimedia software in its app cen- 
ter. As with most distributions, you 
will need to have suitable audio and 
video codecs installed. One excep- 
tion here is the videoplayer VLC. It 
has its own codec and therefore 
comes equipped to play back most 
multimedia formats. 

If you need to get codecs, then you 
can do this via Synaptic. There you 


INFO 


Figure 5: The user can install additional software via the app center. 


should select corresponding plugins 
for applications that make use of 
Gstreamer. If you want to use appli- 
cations on the system that require 
Xine, for example Amarok, it's a 
good idea to use Synaptic to install 
the Xine plugins on bulk storage. 


CONCLUSION 

Bodhi Linux is a solid all-around 
desktop for users wanting to work 
on older computers. It has a large 
selection of software and provides a 
good alternative to the usual distri- 
butions. There is no need to forego 
an elegant visual appearance, and 
the new Moksha desktop can tease 
excellent visual effects out of old 
graphics cards. Additionally, it runs 
smoothly and can be configured 
with an eye to detail. 

The Moksha developers have suc- 
cessfully managed to keep the highly 
robust characteristics of the E17 
desktop so it comes across as very 
mature in spite of its low version 
number. The only problem is that lo- 
calization for the desktop and key- 
board layouts can be somewhat in- 
convenient. • 


[1] Download: http;//www.bodhilinux.com/download/ 


[2] Directions: http:/www.bodhilinux.com/w/installation-instructions/ 


[3] Moksha: http:/www.bodhilinux.com/2015/04/28/ 


introducing-the-moksha-desktop/ 
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GitHub advertises the Atom text editor as a combination of the best features from vi, Emacs, 
Sublime, and Textmate with none of the inconveniences. GitHub hopes to attract new users with 


an editor that is nicely integrated with its own VCS. 


Adding new functions to the Atom text editor 


EASY DOES IT 


BY KRISTIAN KISSLING 


any developers were rather 
incredulous when GitHub 
announced Atom [1] in 
June of 2014. They were 


asking whether the world really needed 
yet another editor. The GitHub makers 
believed that the answer to this ques- 
tion was a definite yes. Although Sub- 
lime Text [2] and Textmate [3] are con- 
venient to use, the programs don't leave 
much room for modification. 

Emacs and Vi let the user make many 
modifications, but they are not so con- 
venient for the beginner. Although not 
expressly mentioned by the makers, the 
Atom text editor also has the potential 
for bringing new users to GitHub, 
thanks to the good integration with 
GitHub. 

The GitHub makers are acutely aware 
of how the open source world works. 
Up to now, they have not taken a wrong 
turn. Atom has become part of this suc- 
cessful track record. The Vi and Emacs 
projects work well primarily because 
they are open source and have a large 
community. The makers have let it be 
known that they are in it for the long 
run with the Atom text editor, which 
has an MIT license. This does not mean 
that GitHub won't fork the text editor at 
some point in order to offer an enter- 
prise version; however, this was not yet 
the case with Version 1.0, which ap- 
peared in June of 2015. 


Tue Атом Море 
The Atom text editor is intended to en- 
able the development of cross-plat- 
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-*»] Electron [4], for- 
merly called 
Atom Shell. This 
environment 
takes care of au- 
tomatic updates, 
has a Windows 
installer, prepares 
crash reports, and 
also delivers noti- 
fications. These 
functions are ac- 
cessible via Ja- 
vascript APIs. 

In the interest 
of simplicity, de- 


Figure 1: The Atom editor consists of various areas that allow for flexible 
arrangements. These areas are known as panes. 


form desktop and web applications. 
The software includes grammars for 
various programming languages rang- 
ing from JavaScript, Perl, and Python 
to C/C++ and Java. In effect, this soft- 
ware is a specialized version of the 
Chromium browser. The windows are 
essentially web pages that have been 
locally rendered. The content dis- 
played in the windows is allowed to 
access the Node.js API. 

The editor consists of a straightfor- 
ward core, called the Atom Core. Most 
of the other components are available 
as packages administered by the inte- 
grated Atom Package Manager (APM). 
The core and the packages run in an 
environment that goes by the name of 


hello-world.colfee - /home/firefox/github/hello-worid- Atom | 
Packages Help 


Figure 2: The hello-world package for the edi- 
tor offers a singularly simple window, which 
just displays the greeting. 


LISTING 1: INSTALLING Атом EDITOR 


$ sudo apt-get install build-essential git 
libgnome-keyring-dey fakeroot gconf-service 
libnss3 

$ curl -sL https://deb.nodesource.com/setup 
| sudo bash 

$ sudo apt-get install -y nodejs 

$ sudo update-alternatives --install /usr/ 
bin/node node /usr/bin/nodejs 10 

$ git clone https://github.com/atom/atom 
$ cd atom 

$ git fetch -p 

$ git checkout $(git describe --tags "git 


rev-list --tags --max-count-l) 
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velopers recom- 
mend using Cof- 
feeScript and Less 
as replacements for JavaScript and 
CSS, respectively, when working with 
Atom. However, it is also possible to 
use JavaScript and CSS to expand the 
editor. 


CONTROL PANEL 

After installation, which could have 
been made more straightforward (see 
the "Installing Atom" box), you will 
land on a graphical interface (Figure 
1). The interface consists of various 
areas, which are designated as panes. 
These can be enlarged and minimized 
or rearranged as desired. In Atom jar- 
gon, the individual file that is cur- 
rently being edited is referred to as a 
Buffer. 


INSTALLING ATOM 


You will see the directory tree for 
the current project in the left area of 
the main window. The code is in the 
large field in the middle. The F11 key 
gets you into full-screen mode. Atom 
opens the settings options as an addi- 
tional tab once you call them either by 
pressing the Ctrl+, keys or via Edit | 
Preferences. 

If you are not sure what to do next, 
you can look at the list of all com- 
mands found in the editor by pressing 
the Ctrl+Shift+P keys. A helpful Flight 
Manual [5] is available online, but 
only in English. 


IN THE REACTOR 

When compared with veteran projects 
ike Vim, this new editor includes sev- 
eral helpful features. It is possible to in- 
dent one or multiple lines of code to the 
right by highlighting and using the Tab 
ey. Pressing the Shift-- Tab keys moves 
a block of text to the left. The develop- 
ers have also implemented an auto- 
complete feature. You can extend this 
eature with the Autocomplete-plus 
package. The package also makes it 
possible to change the key combination 
required for utilizing the function. 

If you call up the settings via Ctrl+, 
and select the Soft Wrap feature, the 
editor will wrap lines at the edge of 
the display screen. An additional 
checkmark to select Soft Wrap At Pre- 
ferred Line Length wraps the code ac- 
cording to the corresponding number 


During the test on Ubuntu 14.04 with an LXDE desktop, installation required a little 
effort. This is primarily due to the Node.js environment that Atom needs. Installa- 
tion packages do exist. For users who want to compile the software by themselves, 
it will be necessary to install suitable files (Listing 1, line 1). The next step is to get 
the most recent version of Node.js from Nodesource.com [6] (line 2). 

Basically, the series of commands in Listing 1 pulls in a setup script for the current 
version of Node and executes it with root rights. The more cautious users add a 
more command after the pipe symbol for taking a quick look at the script before ex- 
ecution. After the script has run, the command from line 3 will install the most cur- 
rent version of the Framework. 

If the which node command does not display a result, then this is probably because 
the binary is called nodejs but the Atom text editor is looking for /usr/bin/node. The 
command from line 4 corrects this problem. The next series of commands clones 
the Atom repository on GitHub and then checks out the last release of Atom in the 
atom directory. (Listing 1, lines 5 to 8). 

Lastly, the routine will execute the build script and then start the JavaScript task 
runner Grunt [7] for installing the executable atom file and the apm package man- 
ager to /usr/local/bin. This process requires that you have root rights. You can gen- 
erate a Debian package via script/grunt mkdeb if necessary. 
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Figure 3: The left side view shows the struc- 
ure of the automatically generated package. 
On the right, you will find the code that takes 
care of the program logic. 


of characters. A visible line will indi- 
cate the edge of the wrap which is pre- 
set for 80 characters. You can change 
the number of characters as needed in 
the Preferred Line Length line. 

If the Soft Tabs option is activated, 
then the software will automatically 
change tabs into empty spaces. You 
can determine the number of empty 
spaces per tab via Tab Length. The 
folding feature lets the user simplify 
the structure of the code. The text edi- 
tor collapses the code under a method, 
instruction, or function. This function- 
ality is not really implemented well. 


LISTING 2: Restore Most RECENT 
VERSION OF A FILE 


The small triangles are difficult to se- 
lect, and the editor jumps suddenly 
into another passage in the code. 


STRENGTHS AND WEAKNESSES 

This new tool also has a few deficien- 
cies. The most noticeable of these is 
that Atom currently stutters when con- 
fronted with files that are greater than 
2MB in size. The developers are work- 
ing on a solution for this shortcoming. 
They are also constantly working on 
improving the startup speed for the edi- 
tor and the reaction time of the graphi- 
cal interface. 

It was rather slow in testing, but this 
could be because of the surrounding 
virtual machine. On the other hand, it 
should be no surprise that the inte- 
grated code administration works bet- 
ter. For example, you can press the 
Ctrl+Alt+Z keys to restore the most re- 
cent version of a file. This command 
corresponds to the lines in Listing 2. 

If you would like to know which of 
your files Git does not administer, 
press the Ctrl+Shift+B keys. This key 
combination is equivalent to git status. 
The language-git package emphasizes 
the messages for the commit, merge, 
and rebase actions. Via git-diff, the ed- 


LISTING 4: INVISIBLE CODE 


$ git checkout HEAD -- path 


$ git reset HEAD -- path 


LISTING 3: HELLO-WORLD-VIEW. 
COFFEE 


01 module.exports = 

02 class HelloWorldView 

03 constructor: (serializedState) -> 

04 4 generate root element 

05 @element = document. 
createElement('div') 

06 Gelement.classList.add('hello-world') 

07 dH generate message element 

08 message = document. 
createElement('div') 

09 message.textContent = "Hello World!* 

10  message.classList.add('message') 

11  Gelement.appendChild(message) 

12 # Returns an object when the user 
activates the package 

13 serialize: - 

14 # Remove element 

15 destroy: -> 

16 @element.remove() 

17 getElement: -> 

18 @element 
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л 

02 activate: (state) 

03 GhelloWorldView = new 
HelloWorldView(state.helloWorldViewState) 

04 @modalPanel = atom.workspace. 
addModalPanel(item: GhelloWorldView. 
getElement(), visible: false) 

05 # It is easy to remove Atom-Events via 
CompositeDi sposable 

06 Gsubscriptions = new 
CompositeDisposable 

07 # @toggle()-Connect method 
with'hello-world:toggle' 

08 Gsubscriptions.add atom.commands.add 
'atom-workspace' , 
=> @toggle() 


'hello-world:toggle': 


09 deactivate: -> 

10 @modalPane).destroy() 

11 — @subscriptions.dispose() 

12  helloWorldView.destroyO) 

13 serialize: -> 

14  helloWorldViewState: GhelloWorldView. 
serialize() 

15 toggle: -> 

16 console.log 'HelloWorld was toggled!" 

17 if @modalPanel.isVisible() 


18 &modalPanel.hide() 
19 else 
20 @modalPanel.show() 


itor can graphically highlight lines that 
have been changed. If you look on 
GitHub for information about a file 
that you are currently editing, you will 
find a series of shortcuts that can help. 
See Table 1. 


FLEXIBLE DOWN TO THE CORE 

Another point in favor of the Atom text 
editor is its suitability for extensive mod- 
ification. A package generator makes it 
possible to generate a framework for a 
package. In testing, this was the classic 
hello-world, or a small window, which 
displays this greeting (Figure 2). 

You should start the search for com- 
mands via Ctrl+Shift+P and invoke 
Package Generator: Generate Package. 
The boilerplate code that is then gener- 
ated lands in the github/ « Project » di- 
rectory. In the Project example, this is 
called hello-world. The directory tree that 
gets generated appears simultaneously 
in the left side view. 

Figure 3 displays the basic framework 
of the hello-world package. You can see 
that the next to last file from the bottom 
is named package.json. This file con- 
tains various pieces of metadata for the 
package (Figure 4) including the ver- 
sion number as well as the path to the 
executable files in the subdirectory lib. 

The above is also illustrated in Figure 
3. The subdirectory contains two files, 
hello-world.coffee and hello-world-view. 
coffee. The latter arranges the elements 
for the graphical interface (Listing 3). 
Figure 3 also shows the code for the 


LISTING 5: HELLO-WORLD.CSON 


01 'context-menu': 

02  'atom-text-editor': [ 

03 I 

04 'label': ‘Toggle hello-world' 
05 ‘command’: 'hello-world:toggle' 


07 ] 

08 'nenu': [ 

09 | 

10 'label': 'Packages' 

11 "submenu': Г 

12 "Таре": 'hello-world' 

13 'submenu': [ 

14 [ 

15 ‘label’: 'Toggle' 

16 ‘command’: 'hello-world:toggle* 
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can easily be repli- 
tuu ===] cated. It is in the 


packagejion x 


sion number. 


TABLE 1: GITHUB SHORTCUTS 


SEIA 


Alt+G+O Open a file on GitHub 

Alt+G+B Display GitHub informa- 
tion about most recent 
modifications to the file 


=- 
Alt+G+H View the GitHub history 
for a file 
Alt+G+C Copy the GitHub URL for 
the current file 
Alt-G«R Compare branch with 
GitHub 


ackage logic. The activate, deactivate, 
serialize and toggle methods have been 
abbreviated by folding in order to illus- 
trate the structure. Listing 4 shows the 
invisible code. 

The code in Listing 3 first generates 
the root element, element, and then 
assigns the message element message as 
a child in line 12. The code farther down 
determines how the element reacts to 
the calls getElement() and destroy(). The 
first three of the four methods in Listing 
4 typically belong to every package. The 
activate() method generates a modal ele- 
ment (ModalPanel) and assigns it to the 
Atom desktop (line 4). 

The subscriptions() method, on the 
other hand, assigns the menu entry de- 
fined in Listing 5 to the @toggle() 
method (line 11). The optional @tog- 
gle() method (Line 22) is there to make 
sure than an entry for hello-world ap- 
pears under the Packages menu entry. If 
you click in its submenu on Toggle or 
press the Alt--Ctrl--O keys, you will see 
the window shown in Figure 2 appear 
or disappear. 

The details in the menu can also be 
adapted. Listing 5 shows a model that 


menus folder in 
the hello-world. 
cson file and gen- 
erates an entry for 
the context menu 
and for the Atom 
menu. 
Additionally, 

he possibility ex- 
ists for changing 


Figure 4: The file package.json is found in the root directory of a package ће style via a 
and contains metadata like the path to the executable file and the ver- 


"less" file under 
styles, to set up a 
keyboard shortcut 

via keymaps and to create specifica- 

tions for tests via spec. You can use the 
specs for performing regression testing 

[8]. The creators of Atom rely on the 

JavaScript framework Jasmine [9] for 

that purpose. 


CONCLUSION 

The Atom editor makes a good impres- 
sion even though it includes a simple 
way to modify a lot of the software. 
Many of the elements should be familiar 
to users of the Sublime text editor. Ap- 
parently, the developers have taken a 
close look at the concepts behind the 
proprietary Python software. 

The community for the project is con- 
stantly growing. The number of exten- 
sions has grown from 1861 packages to 
around 3300 since version 1.0. It ap- 
pears that the editor does indeed fill an 
existing gap. « 


INFO 


1] Atom: https;/atom.io 

[2] Sublime Text: http://www. 
sublimetext.com 

3] Textmate: https:/macromates. 
com 

4] Electron: http:/electron.atom.io 

[5] Atom Flight Manual: https:/atom. 
io/docs/v0. 198.0/ 

6] Nodesource Node.js installation 


instructions: https:/github.com/ 
nodesource/distributions 


[7] Grunt: http;/gruntjs.com 


[8] Writing specs for Atom: https:/ 
atom.io/docs/v0. 186.0/ 
writing-specs 

[9] Jasmine: http:/jasmine.github.io 
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UTEXT. 


The Markdown mark up language provides an easy and fast way to format wikis and HTML pages. 
ulext helps users of Ubuntu and its derivatives to create and edit these types of texts. 


EASY AS ABC 


BY KARSTEN GÜNTHER 


eople can make sense of text by 
reading, but a machine needs 
extra instructions regarding 
meaning and structure to get the 


job done. Formatting elements provide 
this assistance, and they take many 
forms, including highlighting important 
content passages via italics or indicating 
that text consists of headings and code 
fragments so that the structure becomes 
apparent. 

The term applied to this process is 
known as markup. When books are 
printed professionally, this separate step 
may be performed by specialists. In to- 
day’s world of self-publishing, many au- 
thors do this work, often with the help 
of a template. 

(X)HTML is the best known of these 
markup languages. However, it offers 
only a restricted amount of formatting 
that leads to complicated workarounds. 
These texts are then difficult for people 
to read. It became clear that a meta lan- 
guage was needed to make the appear- 
ance of the text more straightforward 
and to make the direct generation of 
HTML via a converter simpler. An entire 
series of programs now exist for these 
purposes, including AsciiDoc [1], Pan- 
doc [2], and the previously mentioned 
Markdown [3]. 

The current Markdown version 1.0.1 
was designed to be easily readable for 
humans. It therefore has a simple syn- 
tax. The developers achieved this in two 
ways. First is the support that Mark- 
down provides for just part of the HTML 
structures. The second is that the devel- 
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Figure 1: uText looks straightforward, tidy, and practical. 


opers are strict about having an easy to 
understand markdown syntax. This is 
used in many ways for designing an 
HTML page - with wikis, for example. 
These do not always consist of pure 
Markdown, but rather a derivative that 
often includes additional functions. 

One peculiarity of Markdown is that it 
is possible to write HTML structures di- 
rectly into the code without having to 
designate it as such. This is called inline 
HTML and makes it possible to create 
complex structures, although it also 
adds to the burden of the reader. Tables 
not supported by Markdown are a typi- 
cal example of this trade-off. 

Markdown uses syntax similar to that 
of AsciiDoc for headings having different 
evels. Headings are made with underlin- 
ing or are preceded by equal signs or 
hash tags. The software supports up to 
three levels for this. Listing 1 shows an 
example. Closing characters can also ap- 
pear in the example shown. 
Markdown's approach is also bare- 
bones for simple lists. An asterisk (*) at 
the beginning of a line introduces a list 
item. You can place plus and minus 
signs next to the asterisk using the same 
unction. You can highlight sub-items by 
inserting at least four blank spaces at 
the beginning of a line followed by a 
character for a list item. You can also in- 
clude various characters in one level. 
The position in the source text, rather 
than the character used, determines the 
definition and how the entry appears 
(Listing 2). 

You can create numbered lists or enu- 
merations with an arbitrary number di- 
rectly at the beginning of a line, which is 


followed by a period (Listing 3). Here 
again you can generate nested lists by 
starting a line with at least four blank 
spaces. 

The best approach is to start the enu- 
meration with 1. in case the software 
you are using supports start values. Note 
that if you want to combine a digit or a 
number with a period without beginning 
a list, you can mask the period with a 
backslash (\.). 

Hard breaks can be created in lines by 
adding two blank spaces to the end of 
the line. Markdown editors such as 
uText recognize these invisible struc- 
tures and show them as highlighted. 
The manner of dealing with characters 
such as less than (<) and ampersand 
(&) in this context is interesting. It may 
be necessary to mask them depending 
on whether they are included in URLs. 
Markdown permits these characters to 
be included in the text without any spe- 
cial masking. 

Markdown has a particularly notewor- 
thy capability: It permits the insertion of 
citations in email style. All you need to 
do is to prefix a line with a greater than 
sign (>), to signify that the line is a cita- 
tion. There’s no need to add an empty 
space after this initial character. 

For longer paragraphs, you can also 
use one greater than sign at the begin- 
ning to designate the entire paragraph 
as a citation. This is likewise true for 
paragraphs that have hard breaks. 
Nested citations are made by adding 
several of these greater than signs (List- 
ing 4). 

Horizontal lines separate particular 
parts in the document and originate in 
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Figure 2: You should enter the relevant HTML elements in a separate 
dialog when inserting the images. 


LisriNG 1: HEADINGS 


A Heading 
# Heading 
# Heading # 


LISTING 2: Lists 


* List entry 1 

+ List entry 2 (same list and level) 
- one sub item... 
* ... and another 


LISTING 3: NUMBERED LISTS 


1. first item in the enumeration 

1. second item in the enumeration 
l. first sub item for item 2 
l. second sub item for item 2 

1. third item in the enumeration 


LISTING 4: QUOTING 


>It bears mentioning that it is possible to 
insert 
citations in the style of an email. It is 
sufficient 
to preface a line with a 
>> greater than sign (>). The line will 
then be 

recognized as a citation and no blank 
space needs to follow. 


LISTING 5: LINKS 


01 [clickable textY(URL "Link title") 
02 [clickable Text]L 10] 

03 [10]: URL "Link Title" 

04 [clickable Text)[] 
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хая о аада BHA SES saxa аљ аааъ FORK «= у 
19 > iney can span multiple paragraphs, п you like. 19 > (hey cen span muLtiple paragrapns, (f you like 
20 > if you Like. 20 > if you like, 
21 Use 3 dashes for an em-dash. Use 2 dashes for 21 Use 3 dashes for an em-dash. Use 2 dashes for 
22 Use 3 dashes for an en-dash. Use 2 dashes xu 22 Use 3 dashes for an en-dash, Use 2 dashes At 
for ranges (ex., "it's all ranges (ex., "ifs all for ranges (ex., "it's aU ranges (ex., “it's ail 
23 tn chapters E MM dots ... will in chapters 12-14"). Three dots ... will be 23 in chapters 12-- я dots ... will in chapters 12-14"). Three dots _ will be 
be converted to an ellipsis. converted to an ellipsis. be converted to an el ipsis. converted to an ellipsis. 
4 Unicode is supported. © Unicode is. Le 2 Unicode is supported. © Unk өе Ue 
26 26 
27 27 
28  t[Tux, The Penguin] (bttos:// 28  ![Tux, The Penguin] (Attps:// 
upload. wikinedia. org/wikipedia/connons/a/ m org/wikipedia/conmons/a/ 
af/ux.png "Tux") af/Tux.png “Т 
29 29 
30 30 
31 Ал h2 header 31 А header 
32 e 32 ---. esce 
33 3 
34 Here's a numbered list: 34 Here's а number 
35 35 
36 1. first iten 36 1. first iten 
37 2. second item 37 2. second its 
38 3. third iten 38 3. third item 
39 39 
40 Note again how the actual text starts at 40 Note again how 
4 columns in (4 characters. 4 columns in (4 characters 
41 fron the left side). Here's a code sample: — An h2 header 41 fron the left side). Here's a code sample: An h2 header 
Lines: 160, Words: 02, Characters: 3486 Lines: 160, Words: St2 Characters: 3486 
Figure 3: The preview shows the image and the title when you pass ће Figure 4: The option for changing the language specification for the text 
cursor over it. is somewhat hidden in the context menu. 
HTML via the <hr/> element. Three are sufficient in Markdown to create this should enter the source text. Results will 


stars, items or minus signs placed in 
what would otherwise be a blank line 


TABLE 1: USEFUL KEYBOARD 


SHORTCUTS 


Shortcut Function 
FORMATTING 
Heading level 1 
through 6 
Ctrl+- Raise 


Ctrl++ 
Ctrl+B 


Ctrl+H 


Boldface 
Cross out 
Horizontal line 


| 
Ctrl+I Italics 
Ctrl+Shift+! Insert image 
Ctrl- T. Timestamp 
Ctrl+U Underline 
Ctrl+Return+U Insert URL 
Ctrl+Return+V | HTML + 


Copy AND SEARCH 


structure. Empty spaces in between are 
allowed. The examples from Listing 6 all 
generate the same result. 


UsiNc UTEXT 
The idea behind Markdown, that is, text 
with frugal markup, actually made it 
hardly necessary to use special editors 
for creating such text documents. None- 
theless, the language has some advan- 
tages as shown by uText [4]. 

The editor consists primarily of two 
windows (Figure 1). To the left, you 


LisriNG 6: HORIZONTAL LINES 


LISTING 7: INTEGRATING IMAGES 


appear on the right, even with respect to 
embedded HTML code. This is where 
the software stands out. It is suitable for 
entering and editing Markdown source 
texts and also as a learning program for 
the markup language. 

The Markdown format is simple and 
so is working with uText. The text edi- 
tor has all of the standard functions but 
not much more, making the program 
straightforward in use. The tool bar 
contains nothing that would surprise. 
Consequently, it pays to take a look at 
the menu. 

A unique feature under File offers the 
possibility of loading files directly from 
Dropbox or writing them to Dropbox. 
However, Dropbox is the only such 
cloud option. 

The Html function is found in the 
View menu. This function explicitly 
switches the preview window found to 
the right into HTML code mode. You 
should use this function if the preview 


Ctrl-A ME Select all 01 ![AlternativeTextY(/path/to/ image. jpg) does not show the expected result. In 
Ctrl+C Copy 02 ![AlternativeText](/path/to/ image. ipa) this way, you can determine whether 
Ctrl+F Search “Optional title" the corresponding code has errors or 
Ctrl+R Replace = the preview simply does not work. 
Ctrl+V Paste 
Ctrl+X Cut EE СЛС 
Сүн Reda E eee RID ee [mM тант 
Ctrl+Z Undo pne - 
FiLES EE — 
Ctrl+N New Document ЖЫ — 
Ctrl-O Open document POTE оси СИН | 
Ctrl+S Save = — 
Ctrl+Shift+S Save as Figure 5: The configuration of the Markdown editor is done with three dialogs. 
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The Preferences can be found in the 
Edit menu. These are the settings. The 
Search and Format entries lead to the 
corresponding functions. The latter per- 
mits direct insertion of the most impor- 
tant Markdown structures into the 
source text. You will find functions for 
integrating some additional structures 
in the Insert menu. These include 
things like horizontal lines, images and 
URLs. 

When attaching images, a dialog will 
open for entering relevant HTML ele- 
ments (Figure 2). The image will show 
up in the preview. When you pass the 
cursor over the image, the title will show 
up (Figure 3). It is often faster to manu- 
ally attach images directly. The syntax 
for this is simple (Listing 7, line 1). At 
this point, it is possible to add an image 
title (line 2). 

A spell-check feature can be activated 
via the menu option Tools. uText auto- 
matically chooses the language that you 
have specified for the system. If you 
need to change the language, you can do 
so in the context menu under languages 
(Figure 4). 


You can call many functions directly 
via the keyboard shortcuts. This usu- 
ally works faster than searching for 
them in the menu. Table 1 summarizes 
the major combinations. 

The configuration of the software is 
fairly easy. Figure 5 shows the three 
configuration dialogs. Advanced set- 
tings, such as the possibility for using 
customized keyboard shortcuts, how- 
ever, are not currently supported by 
the program. 


INSTALLING UTEXT 


The simplest approach is to install 
uText under Ubuntu and its deriva- 
tives from the corresponding PPA of 
the developer. Listing 8 shows the 
commands used for this. 


LISTING 8: INSTALLING THE LATEST 
UTEXT 


$ sudo add-apt-repository ppa:atareao/utext 
$ sudo apt-get update 


$ sudo apt-get install utext 


Implementing Markdown syntax with 
uText does not yet work perfectly, which 
becomes clear in testing [5]. Problems 
occur with implementing the cursive 
boldface font with three underlines and 
the horizontal line. However, because 
most things work very well, uText can be 
of great benefit to users dealing with 
Markdown. The side-by-side display of 
source text and formatted output appears 
to be useful and well implemented. 


INFO 


= 


"Single Source" by Karsten Gün- 
ther, Linux Magazine, Issue 171, 
2015: http/www.linux-magazine. 
com/Issues/2015/17 1/AsciiDoc 

2] Pandoc: hitp:/pandoc.org/ 

3] Markdown syntax: http;/ 
daringfireball.net/projects/ 
markdown/syntax 

uText: https:/launchpad.net/utext 
TestSuite download: http:/ 
daringfireball.net/projects/ 
downloads/MarkdownTest_1.0.zip 


A Webzine for.High-Performance. 
Computing Specialists 


If you work with Nos rmrance clusters, ` 
or if you're ready to expand your skill set 
with how-to articles, news, and technical . 
reports on HPC technology, 


M 
Í QWS 


inux users have a large repertoire of 
tools at their fingertips for figuring 
out the current workload on system 
resources. You may already have 
used tools such.as iostat and netstat. These 
and other tools are either intended only for 
professionals or solely for the purpose of 
displaying parts of the desired parameters. 
The dstat tool, on the other hand, can be 
used by both novice and experienced ad- 
ministrators, because it offers well-struc- 
tured and colorful information output. 
Therefore, with only a little practice, a less 
experienced user can detect processes caus- 
ing significant loads on the system. 
Dag Johan Maarten Wieers from Belgium 
was the primary developer for dstat, which 


Dstat helps identify bottlenecks that hide in the complex interplay of CPU, hard drive and network. 
Thanks to an extensive number of parameters, the program is also suitable for monitoring a server. 


Dstat helps you figure out why your computer is running slow 


DIAGNOSTICS 


BY VALENTIN HOBEL 


is written in Python. Originally, he intended 
for the program to bring the functions of 
the well-known tools ifstat, iostat, netstat, 
and vmstat together in one place to give the 
user a comprehensive view of network disk 
and memory status. 

The tool also includes numerous exten- 
sions that display metrics for many different 
applications. Although the kernel provides 
the standard measurement values in the 
usual way via a virtual proc filesystem, the 
software has its own modules to read the 
measurement values for applications. 

The program is available for installation 
as a binary package for all current distribu- 
tions. If necessary, you can tie in additional 
sources from the community when the 
package is not in the repositories of the dis- 
tribution you are using. 


SiMPLE Yer POWERFUL 

On Debian-based systems that don't 
come with the package already installed, 
just use the sudo apt-get install dstat com- 
mand for adding the dstat package. It is 
usually known by the same name on 
other distributions as well. The package 
manager for the distribution easily takes 
care of installation. 

Typically, the Debian package deposits 
the program in /usr/bin/. The modules that 
deliver actual functionality are found 
chiefly in /usr/share/dstat/. When called, 
the software relies on modules from this di- 
rectory. If you want to write your own ex- 
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tension for the program, this directory 
contains many helpful examples. 

Dstat has numerous options for reading 
out only that information which is relevant 
for the moment. If you call the tool without 
further specification, then it will behave as 
if you had combined the -c, -d, -n, -g, and -y 
options (Figure 1). You can get additional 
information about the use of various op- 
tions by calling the manpage via man 
dstat. See also Table 1. 

The program displays the desired values 
in the form of a table and preserves con- 
stant widths for the columns. The choice of 
colors is optimized for dark backgrounds. 
An option exists to switch via -bw to а de- 
sign for light backgrounds or via -nocolor 
to a monochromatic display. 

The first lines of output echo the implic- 
itly activated switch. The following line 
names the five large areas behind which the 
individual options are found. Accordingly, 
in the example from Figure 1, the program 
shows the metrics for the condition of the 
CPU, hard drive, network, and memory. 

During testing, the system was basically 
running in idle. Therefore, the use of the 
color red, as seen in the last column in Fig- 
ure 1, merely serves to provide a better 
overview rather than an indication of any 
problem. However, dstat utilizes color 
changes inside a single column to indicate 
altered conditions such as the switch from 
idle mode into full load. The color green is 
therefore not necessarily indicative of a 
healthy condition, because the program 
sometimes uses colors randomly. 

To end the program, you only need to 
press the Ctrl-- C keys. If you know from 
the beginning how long you want the pro- 
gram to run, you can specify this when you 
call it. For example, the program will run 
for 5 seconds with the call dstat 1 5 and 
update the output in intervals of 1 second. 


When reviewing the system to figure out 
why it is running more slowly than usual, 
it makes sense to look at the CPU metrics. 
To do this, call dstat as follows: 


-proc-count --topscpu 


Figure 2 once again shows the areas CPU 
and System with -c and -y, respectively. Ad- 
ditionally, dstat displays the development 
of the Load, or -l, as well as those 
processes,-top-cpu, which use the most 
CPU resources. For a system with multiple 


not select any stats, using -cdngy by default. 
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Figure 2: In addition to standard CPU metrics, the example indicates which process eats up the 


largest share of computing time. 


processors and cores, the tool summarizes 
the workload of all of the CPUs. If you 
would like to have a detailed report, you 
can use the -C option together with a 
comma-separated list of the cores that 
should be monitored. 

The first column of the output for the 
CPU describes typical values measured by 
the tools. These include usr and sys, which 
indicate what percentage of the used CPU 
time was spent in user and kernel space 
mode. The idl column contains the per- 
centage of unused CPU capacity. 

This last value is especially important for 
purposes of determining whether there are 
potential issues. If it is high, than the sys- 
tem is idle. The values designated by the 
abbreviation wai indicate whether pro- 
grams are waiting to execute. If these val- 
ues are high, then it is possible that a bot- 
tleneck has formed. 
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The columns labeled hiq and siq show 
the number of interrupts caused either by 
hardware or software. A high number of 
interrupts indicates heavy use of the sys- 
tem but it would not necessarily mean that 
a problem had occurred. 

The system field is divided into the int 
column for the total number of all inter- 
rupts and csw for context switches. The lat- 
ter deals with all processes that due to mul- 
titasking have been paused because an- 
other process has CPU priority for execu- 
tion. If the number of paused processes is 
higher than normal, this can indicate that 
the CPU cannot keep up with executing 
with the tasks at hand. However, this holds 
true only if the idle time value referred to 
above is close to zero. 

The third large field load-avg shows the 
system load for the last 60 seconds, the last 
5 minutes and the last 15 minutes as re- 
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$ dstat -g -m -s --top-mem 
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you locate memory hogs quickly. 


-C Displays CPU metrics 

| -d | Outputs bandwidth for disk иѕе 
-g Activates paging statistics : 
-l Load average according to Linux kernel К 
-т Displays values for the RAM 
n Outputs bandwidth of the network throughput 
-5 А Activates swapping statistics 
-y | Output of important system values 
--disk-tps | Number of disk operations per second 

| --net-packets Number of packages running via the network interfaces 
--thermal Reads out temperature sensors 
--top-cpu Displays the process causing the largest CPU load 
--top-io Displays application with the highest disc through put 
--top-mem Displays application with the largest memory use 
--bw Activates a different color profile 

| -nocolor Deactivates all colors 


ported by the kernel. In a Linux system, the 
load value serves as the standard indicator 

of whether the system is overloaded or idle. 
The software determines the load values by 
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checking how many processes are waiting 
for execution on a particular CPU. The next 
column proc indicates the current number 
of processes that are running. 


The last column most-expensive shows 
which process is currently using the most 
CPU resources. As long as the load remains 
smaller than the available processing cores, 
the computer will be half asleep. When the 
load reaches a size that is more than twice 
that of the available cores, problems will 
arise. This means the CPU can no longer 
handle the tasks at hand. Each value in a 
row represents a snapshot for the most re- 
cent second. If the CPU measurements are 
unexpectedly high, then it is a good idea to 
take a closer look at the memory usage. 


The memory capacity for older systems is 
very limited. If such a system does not react 
as expected and if the results of the CPU 
metrics are inconclusive, then it could be 
that a memory hungry process is the cul- 
prit. To figure out whether this is true, you 
should call dstat with the parameters -g -m 
-s -top-mem and take a look at the pertinent 
values (Figure 3). 

The relevant fields Paging (-g), Memory 
usage (-m), Swap (-s), and Most expensive 
(-top-mem) have to do with the virtual sys- 
tem memory as well as the real main mem- 
ory available to applications for completing 
their tasks. 

Normally idle processes do not perma- 
nently require memory because the kernel 
will page out some or all of the memory for 
an idle process to the hard disk. See the sec- 
ond column in Figure 3 with the heading 
Page Out. Once this has taken place, addi- 
tional main memory will become available 
for other processes. The reverse happens 
when the system reads the memory back 
into RAM as soon as the memory is required 
by the application. See the first column in 
Figure 3 with the heading Page In. 

The Memory Usage area on the other 
hand indicates the metrics for the real 
memory. The area tells you how much 
RAM is currently being used (used), how 
much data is in the system queue waiting 
to be written onto the hard disk (buff), how 
much data is in the queue waiting to be 
read from storage media into RAM (cach), 
and how much RAM is still available (free). 

In general, the greater the value in the 
used column and the smaller the measure- 
ment under free, then the greater the sys- 
tem load caused by the programs. If the un- 
used RAM capacity is tending toward zero, 
then the kernel will begin swapping. This 
means that it will write memory reserved 
by the processes onto the hard disk. Since 
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this works considerably more slowly than 
main memory, the speed of the entire sys- 
tem will slow down. The third area in the 
output shown in Figure 3 also indicates 
how much data the kernel has swapped out 
(used), and how much capacity is left for 
swapping (free). 

The -top-mem option, which shows the 
largest consumer of resources, also gives 
you information quickly. The benchmark- 
ing tool Mbw [6] was used for Figure 3 to 
determine the amount of memory taken up 
by the application Compiz. Dstat shows 
how the kernel increasingly uses paging 
and moves more and more data into the 
swap area. This explains why the system 
reacted slowly when dstat was called. 

When looking at memory load, you will 
find the following relationship. The more 
actively the swapping and paging is taking 
place, the slower the system will work. 
Swapping particularly diminishes the I/O 
bandwidth available on the hard disk. 


DATA THROUGHPUT 

Just as with CPU and RAM work loads, 
data storage devices containing the operat- 
ing system and applications will have an 
impact on the performance of a system. 
Dstat has options that permit measure- 
ments of disk access and data throughput 
per second. These are usually labeled “Disk 
1/0” (Figure 4). 

The dstat -d -disk-util -disk-tps command 
helps to create an overview of all data perti- 
nent to these actions. The Dsk/total (-d) 
field shows the throughput for reading and 
writing for all data storage devices. It also 


S dstat -d --disk-util --disk-tps 


d wri til|reads w ts 


Figure 4: Dstat shows a change to green when 
writing occurs to indicate that there has been 
a change. 


shows the current workload in percentage 
points for each known storage device. In 
Figure 4, this is the column sda produced 
by the option -disk-util. The third area dsk/ 
total indicates the read and write opera- 
tions per time interval. 

It is disconcerting when something like 
the hard disk work load rises significantly. 
Once it reaches 100 percent, the system 
grinds to a halt. At this point, the number of 
processes queueing for disk I/O (CPU statis- 
tics, column wait) dramatically increases. 


DATA STREAMS 

It is often a good idea to take a look at the 
network when you want to know about the 
current resource consumption on a system. 
Depending on the data volume flow, the 
kernel and the application can lay claim to 
computing time. The option combination -n 
-net-packets lets you see how things are 
going with the current load (Figure 5). 

The net/total area summarizes all of the 
network interfaces and indicates the band- 
width for the incoming(recv) and outgoing 
send) data traffic in increments of bytes or 
kbytes per time interval. On the other 
hand, the pkt/total category refers to the 
number of data packets received (#recv) 
and sent (#send) on all network interfaces. 

The information found under net/total 
may provide insight into bottlenecks. In the 
test, for example, the bandwidth for receiv- 
ing data amounted to about 1.2 Mbit/s 
with a 16-Mbit DSL connection with 2 
Mbit/s downstream. This was an indica- 
tion that not much more breathing space 
was available. 


COMBINATIONS 

Each option lets you keep an eye on spe- 
cific individual resources. If necessary, you 
can combine various options for example 
to observe both disk I/O and the network 
load simultaneously. 

It also makes sense to take a look at the 
dstat manpage, which shows numerous 
additional options for gathering useful in- 
formation. You could try combining -n 
-net-packets with the —top-io option to see 
what happens. Some of the dstat options 
prove useful in monitoring servers. For ex- 
ample, there are specific options useful for 
Postfix and MySQL. 


CONCLUSION 

The all-around tool dstat offers many op- 
tions for taking a look into all areas of a sys- 
tem. As soon as a computer slows down, 
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$ dstat -n --net-packets 


Figure 5: Data streaming over the network also 
affects the condition of the system. 


you can easily identify where the resources 
are being consumed via a quick invocation 
of dstat. The numerous modules also offer 
the possibility for gathering metrics on vari- 
ous applications, which can be especially 
interesting for server administrators. 

Because dstat is implemented in Python, 
many measurements are susceptible to a 
minimal deviation. After all, dstat itself 
consumes resources. The dstat manpage 
has good instructions for how to determine 
the resource usage of dstat itself. « 


INFO 


[1] Dstat: http:/dag.wiee.rs/ 
home-made/dstat/ 

[2] Ifstat: http//gael.roualland.free.fr/ 
ifstat/ 

[3] lostat manpage: http;/linux.die. 
net/man/‘/iostat 

[4] Netstat manpage (Debian): http:/ 
manpages.debian.org/cgi-bin/ 
man.cgi?query=netstat& 
apropos=0&sektion=8& 
manpath=Debian+8+jessie& 
format-html&locale-de 

[5] Vmstat manpage: hitp://linux.die. 
net/man/8/vmstat 

16] Mbw: https:/github.com/raas/ 
mbw/ 
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Managing multiple computers can often be accomplished just by using SSH, etc. You don't 
necessarily need to have a big, complex solution like Puppet or Cfengine. 


Managing servers with built-in tools 


REMOTE CO 


BY WOLFGANG DAUTERMANN 


requently, administrators need to take 

care of several servers and clients that 

have a similar configuration, such as 

in a company, an Internet café, or the 
IT laboratory for a school. Although tools 
such as Puppet and Cfengine make the 
Work easy, they also have steep learning 
curves. Therefore, it can be easier to rely on 
built-in tools when dealing with smaller in- 
stallations. 

SSH is a standard tool for administering 
remote computers. The secure shell makes 
secure login over a network possible so that 
necessary modifications can be done on the 
remote server followed by restarts for the af- 
fected services. This works well with just 
one remote computer, but when several are 
involved, the process becomes tedious. 

Entering a password is the first issue to ad- 
dress in the multiple computer scenario. If 
you have to log in on multiple computers to 
make modifications, then is there a way to 
do this without typing in the password for 
each computer? Regular and automatic 


Tatiana Popova, 123RF 


NTROL 


backups also have to run even though the 
administrator has taken a vacation or has 
gone to bed for the night. What are the pos- 
sible solutions for these and other concerns? 


SSH Login WirHOUT A Password 
SSH normally expects password entry via a 
keyboard. There is no command-line option 
for this action. Actually, this is a positive state 
of affairs. Otherwise, any user could look at 
all current processes including the command- 
line parameters via ps ax. This would in turn 
allow a user to read the password belonging 
to other users in plain text. 

SSH offers the public key encryption 
method for logins without a password. The 
user then needs to know the login name 
along with the corresponding password, plus 
have a private key that matches the public 
key on the server. 

Listing 1 shows how to create a key pair. 
The -N "" option lets you indicate that you do 
not want to use a passphrase. This will save a 
keyboard entry. SSH keygen creates two files. 
These include the private key, which should 
remain secret, in the mysshkey file, and the 
public key in the mysshkey.pub file. The latter 
has to be on the server(s) where you will log 
on with your private key (see the “Password 
Tips” box for more). 

The ssh-copy-id (line 20) command per- 
forms the key transfer once you log in one 
more time using a password. For the first log 
in, you will also need to respond when the 
system asks whether the fingerprint for the re- 
mote computer is trusted (see the “Identity 
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PASSWORD TIPS 


On the one hand, you want to avoid 
having to enter a password. On the 
other hand, this can be used together 
with key entry for making the log in 
more secure. To set this up, you 
should not enter the -N ""option when 
calling the ssh-keygen command. The 
tool will then ask for a passphrase to 
use as additional protection for the 
key. This means you will need your 
user name, a key, and also the pass- 
phrase for added level of security. It is 
possible to save the passphrase via 
the ssh-agent program to avoid typing 
in the password each time. This may 
be more convenient, but it still does 
not automate the tasks completely. 


Check" box). The login will work from then 
on without a password when the following 
command is issued: 


$ ssh -i ~/.ssh/mysshkey user@myserver 


What is the best way to automate tasks? The 
easiest option is to use a simple for loop in 
the shell as shown in Listing 3. In this listing, 
the COMMAND variable, when executed, in- 
stalls the pssh package on computers rang- 


LisriNG 1: CREATE A KEY PAIR 


$ cd ~/.ssh 
$ ssh-keygen -N "" 
Generating public/private rsa key pair. 


-f mysshkey 


Your identification has been saved in 
mysshkey. 

Your public Key has been saved in mysshkey. 
pub. 

The key fingerprint is: 
à6:d2:c5:e9:5b:80:10:20:a6:ef:d5:62:3d:03:d 
7:90 user@hostname 

The key's randomart image is: 

*--[ RSA 2048]----+ 


$ ssh-copy-id -i mysshkey.pub user@myserver 
Password: 

Now try logging into the machine. with "ssh 
"useremyserver'", and check in: 
-ssh/authorized: keys 

to make sure we haven't added extra keys 


that you weren't expecting. 
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Хө 
$ cat hostfile 
localhost 

uuu .google.at 
uuu . linuxuser .de 


[1] 21:02:24 [SUCCESS] localhost 


Dateisystem 


/dev/sda6 1606 1546 5,06 


established. 


Host key verification failed. 


dauti@laptop.home. dautermann, at/tmp/pssh-2.3.1 


$ pssh -i -x "-i mysshkey” -t 10 -h hostfile df -h / 
Größe Benutzt Verf. Verw% Eingehüngt auf 


[2] 21:02:25 [FAILURE] uuw.linuxuser.de Exited with error code 255 
Stderr: The authenticity of host 'www.linuxuser.de (195.122.146.141)' can't! 


RSA key fingerprint is a3:a4:06:64:82:7d:39:10:f0:73:30:72:b6:c6:01:32. 
fire you sure you want to continue connecting (yes/no)? 


[3] 21:02:34 [FAILURE] uuu.google.at Timed out. Killed by signal 9 


k 


97% / 


ing from host1 to host4 by using the Debian/ 
Ubuntu apt tool. In the process, the apt op- 
tion -y avoids queries. 

SSH itself interrupts the unproductive con- 
nection attempts after 10 seconds (-o Con- 
nectTimeout = 10), when it cannot reach an 
opposite computer. It then continues on to 
connecting with the next computer. In the 
absence of this precautionary measure, the 
forloop would get hung up and not proceed 
to work on the other computers. This type of 
loop offers a very practical solution, but 
there are more sophisticated methods avail- 
able. One of these is hidden inside the pssh 
package that was installed in the example. 


PARALLEL SSH 
The pssh program makes it possible to exe- 
cute ssh commands on several computers in 


IDENTITY CHECK 


Figure 1: Parallel SSH sessions can be started via pssh. 


parallel [1]. To do this, you will need to have 
arunning SSH server on the clients, and 
pssh needs to be installed on the control 
server. In effect, the example above, in which 
pssh was installed on all servers, was unnec- 
essarily complicated. 

Figure 1 shows a parallel ssh session initi- 
ated by pssh. First, you need to create a file, 
which contains a list of computers to be used. 
I have called this file hostfile in the example. It 
contains a host name on each line, optionally 
with accompanying user name and port in 
the form of < User > @ < Host >: < Port >. 

Then, you start the parallel login on the in- 
dicated host computers via the following 
command: 


$ pssh -i -x "-i -/.ssh/mysshkey" 2 
-t 10 -h hostfile command 


If you have already used SSH, you will recognize the request for authenticity of the 
client computer during the first log in (Listing 2). Typically, you would simply an- 
swer yes and then log in with user name and password. But, why do you have to do 


this at all? 


The connection between your computer and the server is built by applying SSH in 
conjunction with various WiFi networks, routers, and providers. As a result, it could 
be the case that there is an unknown server at the other end of the connection 
which reads and saves your login data. Therefore, SSH checks the fingerprint of the 
opposite device when the connection is created. This involves a hash using the pri- 
vate key for the SSH server that was created during installation. This is a quasi ID 
forthe server. 


To be sure that the connection is made with the correct machine, you should first 
check the fingerprint for the machine. As soon as you confirm that the machine is 
the one you want by answering yes, SSH will save this ID and use it in the future to 
automatically compare attempts to connect. If the comparison fails, the program is- 
sues a warning. 

If you receive a warning of this type, you should proceed carefully. Maybe what has 
happened is that the server has been reinstalled and the key therefore changed. Po- 
tentially, there could be a server lurking at the other end ofthe line just waiting to 
attack and grab your access data. Thus, it is important to figure out why you got the 
warning message. 
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The -i option indicates that output should be 
sent to the terminal. Alternatively, you could 
pipe output into files, one per target com- 
puter. The -t 10 option indicates a timeout of 
10 seconds. The -x parameter in turn has as 
its value an option that will be forwarded to 
ssh. In the example, this is "-i ~ /.ssh/myssh- 
key", which indicates usage of the ssh key. 

The login on localhost worked fine in Fig- 
ure 1. In this example, I did not accept the 
SSH hostkey nor an account for www.linuxu- 
ser.de. Therefore, the login there won't work. 
The timeout interrupts the login to www. 
google.at. As expected, there is not publicly 
available SSH server there. 

The pssh package includes pscp and 
prsync in addition to the pssh tool, which is 
used to execute SSH commands on multiple 
computers simultaneously. All of these tools 
are used to copy files onto multiple comput- 
ers with scp and rsync. 


CLusrER SSH 

Cluster SSH [2] also offers the possibility of 
working on multiple computers simultane- 
ously. The invocation is made via cssh 
<hostl > <host2 > .... A small text entry 
window then opens (Figure 2) where you 
can enter the desired command. A terminal 
window will also open for each computer. 


LisriNG 2: FIRST LOGIN 


$ ssh www.example.com 

The authenticity of host 'www.example.com 
(192.0.2.1)' can't be established. 

ECDSA key fingerprint is ad:57:60:2b:53:c5:0. 
8:07:8b:b3:26:87:1d:20:5a:b5. 

Are you sure you want to continue connecting 
(yes/no)? yes 


Warning: Permanently added 'www.example.com' 
(ECDSA) to the list of known hosts. 
Password: 

Last login; Sat Sep 12 14:41:29 2015 from 
otherhost.example.com 

Have a lot of fun... 


TABLE 1: TURNING OFF SSH FUNCTIONS 


Option Function 


no-pty 
no-port-forwarding 


no-x11-forwarding 


puters 


Cssh will transfer the entry character by 
character from the entry window to the indi- 
vidual devices, even when you have mi- 
styped and then used the backspace to cor- 
rect the error. You will be able to see how 
this works on the individual terminals. 
Then, you can follow the output of the com- 
mands on the individual hosts once the re- 
turn key is pressed. 

To execute a separate command on one of 
the computers, you should shift the focus to 
its terminal. There you should modify the 
command as necessary before you press the 
return key in the Cssh window to execute the 
command on all computers. 

If desired, you can define the computers in 
the cluster in a configuration file (/etc/clusters 
or ~/.clusterssh/clusters). This is similar to 
what you can do in Pssh. The definition here 
proceeds by assigning a name and then lists 
the computers that belong to this class. The 
computer name assigned in Listing 4 is web- 
server. When you call cssh, you can call this 
class instead of the names of the individual 
computers [3]. The Cluster SSH package in- 
cludes both cssh and crsh for RSH and also 
ctel for Telnet. Neither protocol offers encryp- 
tion, and they are therefore considered irrele- 
vant nowadays. 


LIMITATIONS 

When logins are made without a password, 
you should figure out for security reasons 
how to restrict command execution to only 
those tasks which are the most important. 
This would include things like triggering 


LisriNG 3: For Loop AUTOMATION 


HOSTS="hostl host2 host3 host4" 
COMMAND="apt-get -y install pssh" 

for i in $HOSTS ; do 

ssh -0 ConnectTimeout"l0 -i ~/.ssh/mysshkey 
$i -c "SCOMMAND" 

done 


Prevents the creation of pseudoterminals* 


Prevents port forwarding via SSH 


Prevents the redirect of graphics programs from remote com- 


no-agent-forwarding | Prevents the redirect of information of the SSH agent 


*Pseudoterminals are interactive programs, such as an editor, request a pseudoter- 
minal (pty) for establishing communication with the user. Nowadays, this is con- 


nected to a device file under /dev/pts/and the terminal is being simulated. This has 
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given rise to the use of the prefix pseudo. Previously, an actual text terminal was in- 
volved, such as a VT100 or VT220. These connected via serial ports (RS-232) to the 
Unix hosts, and communicated with them via /dev/ttySO or /dev/ttyS 1. 
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File Hosts Send Help 


Figure 2: The text entry window for Cluster 
SSH. 


backups, indicating currently running pro- 
cesses, or restarting the server, SSH makes 
these types of restrictions possible via so- 
called forced commands. It then always exe- 
cutes a particular command at login. 

When the key gets copied onto the server, it 
lands in the ~ /.ssh/authorized_keys file. The 
corresponding line begins with ssh-rsa. RSA 
stands for encryption method being used. 
Next comes a jumble of characters that form 
your public key, and an optional comment. If 
you do not specify anything else, then this 
comment consists of the < User > @ < Host > 
for the computer on which you have created 
the key. You can enter a forced command as 
needed at the beginning of the line. 


commande"ps -ef" ssh-rsa AAB3NzaClyc.. 


In this example, the ps -ef command for indi- 
cating running processes always starts after 
login with the key. This is true even if you 
have given a different command to ssh. This 
could be changed to something like initiating 
à backup, restarting a service, or rebooting 
the server. Because you can create arbitrarily 


LISTING 4: WEBSERVER 


webserver root@wwwl.example.com root@www2. 


example.com root@www3. example, сот 


LisTING 5: WHITELISTING 


#!/bin/sh 

case $SSH ORIGINAL COMMAND in 
Мағ") 

df -h 

"ps") 

ps -ef 

"free" 

free 

*) 

echo "Illegal command." 
exit 1 


esac 
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Browse our shop for single issues of ADMIN, 
Linux Pro, Linux Magazine, Ubuntu User, and 
Raspberry Pi Geek - delivered right to your door. 


Œ shop.linuxnewmedia.com/single 


Better yet, subscribe, and you 
won't need a bookstore. 
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many keys, it is possible to use a different 
key for each task together with the accompa- 
nying forced command. 

All of this can be simplified. SSH assigns 
to the variable $555 ORIGINAL COM- 
MAND the command that you indicated. 
This is called whitelisting a command. It is 
done by applying the shell script in Listing 5, 
which you save on the server for use as a 
forced command. Then, the available disk 
memory can be determined via ssh -i ^ /. 
sshymysshkey server.example.com df. In the 
same vein, the currently executing processes 
can be determined via ... ps, and the avail- 
able main memory via ... free. 

Although this is a good idea, it can be 
abused. (See the "Tricky Aspects of Forced 
Commands" box.) It is possible to restrict 
the list of computers for which the key can 
be used as a login via the from = "..." option. 


from="*.example.org, !chef. 2 


example.org" ssh-rsa ... 


This key can be used to log into each com- 
puter under exarnple.org, but not from the 
chef computer thanks to the negation indi- 
cated by the exclamation mark. 

One final step may be to turn off various 
capabilities of ssh. The protocol offers excit- 
ing options such as X11 and port forwarding. 
You should deactivate these curiosities if they 
are not absolutely necessary. Otherwise, an 
interloper can gain access to certain services 
via port forwarding. The corresponding op- 
tions are summarized in Table 1. More de- 
tailed information is available on the man- 
page of the ssh daemon (тап sshd). 


FURTHER AUTOMATION 

A login without password is typically appro- 
priate for routine tasks which do not require 
the assistance of an administrator. In the case 
of night-time backups, for example, you 
would create a cronjob [4] that executes the 
backup when the computer is not being used. 
The simplest case involves the use of scp to 
back up data from the home directory (Listing 
6, line 1). The -p option ensures that access 
rights and times are preserved, although this 
does not hold true for file owners. 

A further possibility and one that is rela- 
tively unknown consists of transferring the 
data directly via ssh. This can be done for ex- 
ample by creating a tar backup and writing it 
to STDOUT, which is indicated by (-. The 
data is then transferred via the ssh connection 
and is then locally copied via the redirect op- 
erator > to the backup file (Listing 6, line 2). 
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Rsync offers yet another possibility for 
making backups. It only transfers data that 
has changed. In the example, the command 
from the last line of Listing 6 writes the data 
of the home directory on the myserver server 
into the local myserverbackup/ directory. 

The -е "ssh -i ~/.ssh/mysshkey" option en- 
sures that the call to the remote shell ssh is 
given the -i ~ /.ssh/mysshkey option. This is 
the mechanism for logging in with the pri- 
vate key. To secure Rsync with a forced com- 
mand, you should enter the -v (“verbose”) 
option twice (Listing 7). Rsync then indicates 
which command should be executed on the 
remote server. 

You can then record "rsync -server -sender 
-vulogDtprze.iLs . /home" without the ver- 
bose options as a forced command on the re- 
mote server. This makes the key usable only 
for the Rsync backups from /home. The op- 
tions -server -sender are rsync internal, 
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which under normal circumstances you 
would never set. 

The remaining options in the example 
allow features such as symlinks, owners, 
groups, device files, time stamps, etc. to con- 
tinue to be available. Via the -v option, scp 
can also issue a command, including internal 
options, for remote execution(sending com- 
mand: ...). You can use this as a forced com- 
mand provided you only use the accompany- 
ing key for copies via scp. 


CONCLUSION 

You don't always need a big, full-blown solu- 
tion to manage servers. Administrators of 
multiple computers can also make their work 
easier by using simpler programs. SSH offers 
all of the basic requirements in this regard. 
With some shell scripting and small addi- 
tional tools, you can definitely make your ad- 
ministration tasks go more smoothly. « 


LisriNG 6: LoceiNG IN WITHOUT PASSWORD 


$ scp -r -p -į ~/.ssh/mysshkey root@myserver:/home backupdirectory 


$ ssh -i ~/.ssh/mysshkey root@myserver "tar cvzf 


попе" »myserverbackup.tar.gz 


$ rsync -az -e "ssh -i —/.ssh/mysshkey" myserver:/home myserverbackup 


LisriNG 7: Rsync FORCED COMMAND 


$ rsync -avvz -e "ssh -i -/.ssh/mysshkey" myserver:/home myserverbackup 


opening connection using: ssh -i "-/.ssh/mysshkey" myserver rsync 


vvlogDtprze.ils . /home (10 args) 


--server --sender 


Tricky AsPECTS ОЕ FORCED COMMANDS 


You will need to make absolutely sure that a forced command actually does only 
what you intend it to. If, for example, you permit a hypothetical FTP administrator 
to modify the vsftpd server (command="vi /etc/vsftpd.conf") with the vi editor, then 
you will have opened the floodgates. This capability would let the FTP administra- 
tor randomly read in other files (:r/etc/passwd) and, depending on the rights, also 
write them. Even worse, vi makes it possible to start other commands via the 
i!<command> capability. Thus, it would have been better to avoid the forced com- 
mand altogether. 


INFO 


[1] Parallel SSH (read only): http:/code.google.com/p/parallel-ssh/ 
[2] RSA Encryption: https;/en.wikipedia.org/wiki/RSA encryption 
[3] “Spontaneously Simultaneous" by Charly Kühnast, Linux Magazine, Issue 123, 


2011: http;/www.linux-magazine.com/Issues/201 1/123/ 
Charly-s-Column-Cluster-SSH/%28language%29/eng-US 


[4] "On The Dot" by Heike Jurzik, Linux Magazine, Issue 65, 2006: http://www. 
linux-magazine.com/Issues/2006/65/Command-Line-at-and-cron/ 
%28language%29/eng-US 
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The pst-barcode package in LaTeX lets you generate a wide variety of professional-quality 
barcodes and OR codes for many different purposes. 


Generating barcodes and OR codes with LaTeX 


EASY CODES 


BY DANIEL TIBI 


arcodes and 2D codes are a daily The pst-barcode package in LaTeX 
part of life. For a long time now, [1] is a powerful tool that lets you eas- 
they have been responsible for ily and conveniently generate many 
shorter wait times in checkout different types of codes. Listing 1 


lanes, because they make it possible to shows a basic example of a LaTeX file 
scan product prices instead of manually with pst-barcode. 


entering a price into a cash register. Or- Once you have indicated the docu- 
dering a book online is also much ment class (line 1), you next enter the 
easier because the purchaser package in the preamble of the LaTeX 
can simply scan in a bar- document (line 2). Pst-barcode uses 
code containing the PSTricks [2]. This loads automatically, 


ISBN. Such 2D codes making all of its features available. 
have also begun to You should use the pspicture envi- 
replace stamps and ronment in the main part of the LaTeX 
appear on travel file (lines 4 to 6 ). The two numbers 
tickets and movie inside the parentheses in line 4 are the 
tickets, for exam- coordinates for the upper right corner 
ple. Information of the barcode or the 2D code. PST 
about tourist at- barcodes provides a macro (line 5), 
tractions can with which you can generate any 
now bereadinto number of bar and 2D codes. 


a smartphone or The value that the bar or 2D code 
tablet as a ОК should represent sits inside the first 
code. WiFi con- set of curly braces. The second set of 
nections also curly braces includes additional op- 
become easier tions. In the example here, you can see 
when the ac- the specification that it should also be 
cess code readable. In the last set of curly 
comes in the braces, you should determine the type 
form of a QR of code to be generated. 
code. Profes- Depending on the bar or 2D code 


sional contact уои want to generate, you may need to 
information modify Listing 1 by only changing the 


can be coordinates for the right upper corner 
shared via a (line 4) and the values for the code 
QR code. (line 5). Note that in the interest of 
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ISBN 978-3-88309-455-7 | 


| 
| 00700 
| o 17838831094557 | 


Figure 1: Barcodes with ISBN and book price 
can be conveniently generated using LaTeX. 


saving space, the listings shown here 
are limited to portions of LaTeX Code 
pertinent to the example. The full list- 
ings can be downloaded from the 
Ubuntu User website [3]. 

Because PostScript is being used, it 
is not possible to simply have PDFLa- 
TeX generate a PDF document from 
the LaTeX file. Instead, you should use 
Xe(La)Tex [4], which will automati- 
cally recognize the PostScript code 
and process it accordingly. 

Alternatively, you could generate a 
DVI file from the LaTeX file via the 
command pslatex « file ». Then, you 
would convert the DVI file into a 
PostScript file via dvips < file >. De- 
pending on how you would like to 
process the barcode or 2D code, you 
can generate a PDF document via 
ps2pdf « file» . 

For an image file in a format such 
as SVG or PNG, you should use Im- 
ageMagick [5] and issue the following 
command: 


$ convert Postscript-file graphics-file 


LISTING 1: PST-BARCODE 
01 \documentclasstarticle} 
02 Nusepackagelpst-barcodel 
03 \begin{document} 

04 \begin{pspicture}(3.5,3) 


05 \psbarcode {4196067008502} | includetext] 


(еап131 
06 Yendipspicturel 


07 \end{document) 


LisriNG 2: BARCODES FOR Books 

01 \begin(pspicture!(3.5,3) 

02 \psbarcode(3-88309-455} {includetext) 
{isbn} 


0 


\end{pspicture) 
04 \begin{pspicture}(1.5,3) 
0 


\psbarcode{00700}{}{ean5) 
0 


Vendipspicture] 
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WLAN-Zugengsdaten 


Figure 2: Here are QR codes with a variety of content. From left to right, you see text, a URL, WiFi 


access data, and contact information. LaTeX makes it quick and easy to generate these codes. 


If you would rather use PDFLaTeX, 
you would also need to load the auto- 
pst-pdf package [6] in the LaTeX docu- 
ment and then generate the desired 
PDF file via: 

$ pdflatex --shell-escape file 
PST barcode offers many possibilities 
for generating barcodes. In this article, 
we will focus on two types of codes. 
These are ISBN barcodes and QR 
codes because these are typically used 
most frequently. 


COMMERCIAL PRACTICE 
The Universal Product Code (UPC) is 
commonly used in the United States to 
uniquely identify a commercially 
available product. The UPC appears as 
a barcode on product packaging so 
that it can be scanned by a cashier. 
The UPC may also allow you to re- 
trieve product information online, for 
example, via upcdatabase.org. 

In Europe, products are identified with 
a European Article Number (EAN). This 
number is likewise used at the point of 
payment and also for finding product in- 


LisriNG 3: GENERATING QR Copes 


\psbarcode[rotate=45] {Hello World! 1(} 


{grcode} 


LisriNG 4: URL ro QR Cope 


\psbarcodeLlinecolor=blueJ{http://www. 


linuxuser.de}{)}{qrcode) 


LisriNG 5: Connect To WIFI 
\psbarcode(WIFI:T:WPA;S:MyWLAN;P:MyPassw 
ord; ;}(tiqrcode} 
\uput{Opt}[90J190}(2.25.0){\textsfl\ 


tinylWLAN-Zugangsdatenl) | 


formation online, for example, via the 
OpenEANDB [7]. 

The International Standard Book 
Number (ISBN) is a special form of 
the EAN and the UPC numbers. If the 
first three digits of a code consist of 
978 or 979, then an ISBN is involved. 
Next come digits for the registration 
group element designating the lan- 
guage sharing group for the book, fol- 
lowed by the publication element, the 
title, and a check digit. In addition to 
the ISBN barcode, you will often see a 
code that designates the suggested re- 
tail price for the book. 

Listing 2 contains the LaTeX code 
that generates a barcode for an ISBN 
(line 2), as well as an additional bar- 
code with the book price (line 5). In 
the command on line 2, you will see 
the ISBN itself in the first set of curly 
braces. You can leave out the 978 at 
the beginning and also the check digit 
at the end. LaTeX adds these numbers 
automatically. 

The command in the second set of 
curly braces specifies that the ISBN is 
to also be rendered in digits. LaTeX 
concludes from the third set of curly 
braces that it should generate an 
ISBN. 

The suggested retail price for the 
book is found in line 5 as a five-digit 
number with leading zeros in the first 
set of curly braces. Likewise, you will 
find the type of code that LaTeX 
should generate in the last set of 
curly braces. Figure 1 shows the re- 
sult that gets generated. 


CONVENIENCE SQUARED 

QR codes are found all over the world 
and are used for many different pur- 
poses. The simplest example is when 
you receive a text that gets displayed 
on your smartphone or tablet. These 


UBUNTU USER * WWW.UBUNTU-USER.COM 


types of codes are also used for infor- 
mational content about tourist attrac- 
tions. In LinuxUser magazine, for ex- 
ample, a QR code at the end of each 
article contains the links for the article 
that otherwise would take consider- 
able space to print due to the modern 
custom of using long English-language 
URLs. 

Listing 3 contains an example with a 
short text. The command psbarcode re- 
ferred to above is issued. Just as with 
barcodes, the first set of curly braces 
contains the value to be coded, which 
in this case would be text. 

The last set of curly braces specifies 
the type of code to be generated. I also 
have added an instruction in square 
brackets to rotate the QR code by 45 
degrees. You can see the results in Fig- 
ure 2 at the far left. 


Easy TO CALL 

The process of including references to 
links in a print publication can be dif- 
ficult because the references must be 
typed in. However, if they are printed 
as a QR code, then it is easy to scan 
the code and use it to quickly call up 
the website. 

Listing 4 shows an example for con- 
verting a URL into a QR code that in 
principle, functions exactly like text. 
The scanner app can figure out that it 
is dealing with a link from the prefix 
http://. In this example, I colored the 
OR code with blue using the command 
in the square brackets. 

Figure 2 shows the result in the sec- 
ond position from the left. Although 
black QR codes offer the greatest 


LisriNG 6: QR Business CARD 


01 \obeylines 

02 \рѕБагсоде{ 

03 BEGIN: VCARD^^J 

04 VERSION:4.0^^J 

05 N:Mustermann;Max;;^^J 
06 FN:Max Mustermann^^J 


07 ADR;TYPE-home:;;Hauptstr. 42;Musterstadt 
1112345: Germany^^d 


08 TEL;TYPE*home:*49123456789^^J 

09 ТЕГ ;ТҮРЕ=се11:+49170123456789^^] 

10 EMAIL:max.mustermann@example.com**J 
11 URL:http://wWw.example.com^^J 

12 END: VCARD^^J] () [qrcode] 


\rput(2.15,2.2){\ 
includegraphics{postkarte. eps} | 


amount of contrast and therefore also 
readability, scanner apps can typically 
deal with colored QR codes. 

The color does need to be dark 
enough to stand out against the back- 
ground color. Light-colored QR codes 
on a dark background present prob- 
lems. The scanner app must first in- 
vert the colors in order to read the 
code. Not all apps are up to the task of 
inverting colors. 


Quick CONNECTION 

WiFi access data can be just as prob- 
lematic as links when they have to be 
typed in by hand. However, when ac- 
cess data is represented as a QR code, 
it becomes easy to quickly create a 
connection. Listing 5 contains an ex- 
ample for the creation of a corre- 
sponding OR code. 

Once again, you will see the well- 
known command for the QR code in 
the first line - except that here the 
value represents WiFi access data. 
The scanner app recognizes this from 
the WIFI: prefix and then typically 
generates the WiFi connection after a 
button push. Next comes the type of 
encryption, the SSID, and the pass- 
word. 

This example includes a command 
from the PSTricks package in line 2. 
The command inside the third set of 
braces is responsible for making the 
text WiFi access data also appear in 
the smallest possible san serif font 
size. It appears at a distance of zero 
points (value in the first set of curly 
braces) from the lower left corner 
(value in square brackets) at an 
angle of 90 degrees and rotated by 
90 degrees (second set of curly 
braces). You will find the result in 
Figure 2 in the position second from 
the right. 


Easy To CONTACT 

QR codes are increasing found on 
business cards. This makes it easy to 
read and save contact information in 
an address book. You will find an ex- 
ample of the relevant LaTeX code in 
Listing 6. 

This time the psbarcode command 
contains the value for the contents of 
a VCard file in the first set of curly 
braces (lines 2 to 12). Here you must 
ensure that every entry in the VCard 
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occurs on its own line. For LaTeX to 
make line breaks correctly, the com- 
mand has to include obeylines (line 
1). Additionally, you will have to 
specify the ends of the lines with the 
sequence “AJ. 

QR codes have built-in error correc- 
tion. Even when the scanner is un- 
able to read a larger or smaller part of. 
the QR code, the code can still be de- 
crypted. This property can be used to 
insert a picture into the QR code. 
Therefore, you can add things like a 
photo, a logo or even an icon with a 
postcard as shown to the far right in 
the example in Figure 2. 

The command from the PSTricks 
package in line 13 places the con- 
tents of the image file given in the set 
of curly braces at the coordinates 
specified in the parentheses. For this 
command to function, you will also 
need to add the package graphicx 
[7] > > 8 in the preamble. Although 
the image now covers up a portion of 
the QR code, the contact information 
is still readable provided the photo is 
not too large. 


CONCLUSION 

Bar and QR codes are all around us 
and they provide many opportunities 
to quickly and conveniently read and 
process all different kinds of informa- 
tion using a smartphone or a tablet. 
Pst-barcode lets you create high-qual- 
ity barcodes and QR codes on your 
own. • 


INFO 


[1] Pst-barcode Package: http:/ctan. 
org/pkg/pst-barcode 

[2] PSTricks Package: http://www. 
ctan.org/pkg/pstricks-base 

[3] Article listings: ftp:/ftp. 
linux-magazine.com/pub/listings/ 
ubuntu-user.com/28/LaTeX/ 

[4] XeTeX Project Page: http;/tug. 
org/xetex/ 

[5] ImageMagick: http:/ 
imagemagick.org 

[6] auto-pst-pdf package: http;/ctan. 
org/pkg/auto-pst-pdf 

[7] OpenEANDB: http:/opengtindb. 
org 

[8] Graphicx package: http:/ctan.org/ 
pkg/graphicx 
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Launchpad is a great way to get bleeding-edge and niche software for your Ubuntu, but it also 
provides a complete API, which allows you to write scripts to automate your access. We look into 


the Python 3 bindings for the Launchpad API. 


Scripting around your Launchpad project 


ЕТ OFF! 


BY LUKASZ 'SIL2100' ZEMCZAK 


aunchpad (LP) is well known to 
most people involved with Ubuntu 
development, because it's the 
main place for almost all Ubuntu 
core involvement. It's a very popular 
web service for driving and maintaining 
software projects - both open and closed 
source. It offers bug-tracking functional- 
ity, version control through Bazaar (bzr) 
or Git, translations, Debian package 
builders, private package archives, and 
many other features useful when work- 


ing in a distributed environment. But, 
it's not just a useful tool for web users; 
Launchpad also offers a very rich API al- 
lowing scripts to access the same func- 
tionality available for humans through 
the web browser: the Launchpad API. In 
this article, I will concentrate on the 
most popular and convenient bindings: 
the Python launchpadlib. 


Quick Setup 

Ubuntu currently ships two separate Py- 
thon bindings for Launchpad: one for 
Python 2.x and one for Python 3.x. In all 
the examples here, I will use the latter, 
as there is no real reason not to switch to 
3.x whenever it’s possible. To get all the 
required bits in place, you need to install 
the python3-launchpadlib (or python- 
launchpadlib for 2.x) package along 
with all its dependencies [1]. 


sudo apt-get install python3-launchpadlib 


No additional steps are needed, as all 
the required packages are in the main ar- 
chives. The same can be achieved by 
using the pip installer. 


pip3 install launchpadlib 
for non-Ubuntu distributions. 


FiRST APPLICATION 

I'll start with a very simple Python 3 ex- 
ample. Listing 1 shows a small script 
whose purpose is to write out the main 
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lsil21000amatsu:/tmp$ ./bug details.py 
sage: bug details.py BUG NUMBER 


sil2190gamatsu:-$ lp-shell production devel -a 
Jusr/lib/python2.7/dist-packages/IPython/frontend.p 


: The top-level ‘frontend package has been deprecated. All its subg 
lackages have been moved to the top “IPython™ vel. 

warn("The top-level 'frontend' package has been deprecated. " 
Python 2.7.9 (default, Apr 2 2015, 15 1) 


Type "copyright", "credits" or "license" for more information. 


isil2100@amatsu:/tmp$ ./bug details.py 1520206 


Remove camlp4-extra binaries from the xenial archive 
il2100Qamatsu:/tmp$ M 


Figure 1: Output and usage of the Launchpad bug script. 


An enhanced Interactive Python. 


2 tukasz Zemcrak (12100) « од 


IPython 2.3.0 -- 
[4 


faz Introduction and overview of IPython's features. 


A kquickref -> Quick referenc 

pEi Launchpad.net help Python's own help systen. 

A | object? Details about 'object', use 'objec ' for extra detail] 
E code o Bugs Blueprints Translations Answers s. 


Authorize application to access Launchpad on your behal 


Confirm Computer Access 
The Ubuntu computer caled amatsu wants acces о your Launchpad account f you allow this, 
| every application running on amatsu will have read-wite access to your Launchpad account, 

| including to your private data 


If you're using a public computer, if amatsu is not the computer you're using right now, or it 
something just doesn't feel right about this situation, you should choose "Do Not Allow 'amatsu to. 
Access my Launchpad Account", or close this window now. You can always try again ater. 


Evenif you decide to give amatsu access to your Launchpad account, you can change your mind 
ater 


‘Allow amatsu to access my Launchpad account: 


| Unt Disable | For One Hour | For One Day || For One Week 


Do Not All 


'asatsu' to Access my Launchpad Account. 


Figure 2: Launchpad prompt for authorization access. 


title of a selected bug number. In 
Launchpad, each bug is assigned an 
unique bug number that identifies the 
bug in a global scope. 

I'll look at the example in detail - you 
can skip the first argument check bits as 
those are unrelated to launchpadlib 
usage. First, obviously, you need to es- 
tablish a connection to Launchpad itself. 
This can be done in two ways - anony- 
mously or with selected credentials. The 
latter is required if your scripts need 
write privileges to modify something on 
Launchpad, like adding bugs, requesting 
package rebuilds, etc. Anonymous users 
only get read access, which is sufficient 
for the example case here. 

To log in and get a Launchpad object 
to work, the login. anonymously() 
method is used. It generally takes three 
arguments: consumer name, which can 
be any string defining our purpose (only 
used for statistics, can be anything); ser- 
vice root, defining which LP instance 
should be used - the production one or 
staging; and, finally, version, which is 
the version of the API to be used. Here, I 
use the devel version, as the last stable 
version (which was 1.0 at this writing) is 
heavily outdated and not recommended. 

The login method returns a Launch- 
pad object that you can use for commu- 
nication with the Launchpad API. The 
number of calls it provides is massive, 
but for now I only want to use it for 
fetching Launchpad bug information. 
The LP object I created has a property 
called *bugs," which is a collection stor- 


Note: 
bug = 


bug. title 


Connected anonymously to LP service "htt 
| h API version "devel": 

LP can be acces 
lp.bugs[1] 


ed through the "lp" 


//api.launchpad.net/" wit 


object. 


| u'Microsoft has a majority market share' 


bug.date created 


datetime.datetime(2004, 8, 20, 0, 0, 


tzinfo-TineZone(0)) 


Figure 3: Interactive Launchpad shell. 


ES — ing all registered 
bug reports accessi- 
ble through their 

unique numbers. Next, I try to access 

the “bug” object for the selected bug 
number from the bugs collection. If such 

a bug does not exist, Launchpadlib will 

throw a KeyError. A bug object has mul- 

tiple interesting properties, one of which 
is “title,” which I print out to the user 
before exit. Figure 2 shows a sample 
usage of the first script. 
The good part about the Launchpad 

API is also the documentation, which is 

always kept up to date [2]. All the prop- 

erties and calls listed there are available 
both in the Python bindings as in the 
raw HTTP API. 


Waite ACCESS 

As mentioned earlier, you can also ac- 
quire Launchpad read-write access in 
your Python scripts. The only difference 
in the connection setup is how you get 
the Launchpad connection object. 


1р = Launchpad. login_with( 
consumer_name='test’, 
service. root-'production', 


version='devel") 


When using login_with() instead of 
login, anonymously(), the provided argu- 
ments are almost exactly the same as be- 
fore. The difference is that once the script 
is run by the user in an interactive envi- 
ronment, Launchpad will first try to au- 
thorize the connection by using your 
login credentials. This usually results in a 
new web browser tab opening up with an 
authorization request (Figure 2). The user 
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can then choose to allow the computer 
and its script to access Launchpad for a 
selected period of time (or indefinitely). 


LISTING 1: BUG_DETAILS.PY 


01 #!/usr/bin/python3 


03 import sys 


04 from launchpadlib. launchpad import 
Launchpad 


06 def main(): 


07 if len(sys.argv) < 2: 

08 print('Usage: bug. details. 
py BUG NUMBER') 

09 exit(1) 

10 

1 number = sys.argv[1] 

12 if not number. isdigit(): 

13 print('BUG NUMBER needs to 
be an integer.') 

14 exit(1) 

15 

16 їр = Launchpad. Togin. anonymously( 

17 consumer. 


name-'bug-details-test', service. 
root-'production', 


18 version-'devel') 

19 

20 number = int(sys.argvt1]) 

21 try: 

22 print(1p.bugstnumber]. 
title) 

23 except KeyError: 

24 print('Bug #{} does not 


exist.'.format(number)) 


26 if _name_ == ' main ': 


27 main() 
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If the script is to be run remotely, the 
login with() method must be executed 
once on an interactive system with the 
credentials file keyword argument filled 
to generate an authorization token to the 
selected file. That file is then your gate- 
way to Launchpad login, so keep it safe 
from unauthorized access. Afterward, all 
operations on this script will be executed 
with your Launchpad user credentials. 

Once launchpadlib is authorized, your 
scripts have now basically the same pow- 
ers as you would have when accessing 
Launchpad through a web browser, allow- 
ing you to, for example, write bug com- 
ments, modify their contents, copy pack- 
ages between PPAs, create merge propos- 
als, and more. As an example, ГЇЇ slightly 
modify the bug printing script to a bug 
commenting application. After adding an 
additional command-line argument and 
using login. with() instead of login, anony- 
mously, I just need to modify the part be- 
tween the try-except statement like this: 


bug = Ip.bugstnumber] 
bug.newMessage(content=text) 


After running the script with arguments 
- bug number and message - launch- 
padlib will create a new comment using 
the authorized user identity. As men- 
tioned earlier, you're not limited to bug 
operations only, but this was the easiest 
thing to show as an example. 


More THAN Bucs 

Almost anything that can be done manu- 
ally on the Launchpad web site also can 
be realized through the API. My earlier 
examples concentrated on bug manipu- 
lation, but other tasks can be done as 
easily. A very convenient feature is the 
fact that most LP URLs from the web 
browser - such as bugs, PPAs, builds, 
users, teams, branches - can be easily 
loaded and used in your Python launch- 
padlib script with only a slight modifica- 
tion. The Launchpad object offers a 
load() method for this purpose. 

This method takes a web service API 
URL and loads it, returning its corre- 
sponding Python object. For instance, if 
you're interested in the details of the 
unity8 package in the Ubuntu archives, 
the standard web URL for that is: https:// 
launchpad.net/ubuntu/ + source/unity8. 
To get the API URL for the same object, 
you prepend the URL with "api" and add 
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the API version string right after the 
main domain part. You can then load it 
with the following code: 


source = 2 
Tp. load('https://api. launchpad. net/2 
devel /ubuntu/+source/unity8" ) 


The source object is now available for 
further usage, allowing you to search all 
bugs assigned to this source package or 
manage package bug subscriptions. 
When trying to open the URL in a web 
browser, an XML file from the web API 
will be shown - this is the raw represen- 
tation that can be used when creating 
any other language bindings. 

Another useful example from the 
Launchpad АРІ is getting information 
about published source packages. Suppose 
you want to see all the unity8 versions 
published in the Xenial (16.04) series: 


distro = lp.distributions['ubuntu'] 
xenial = distro.getSeries(name or 2 
version-'xenial') 
srcs = distro.main 2 
archive.getPubl ishedSources( 
source. name-'unityB', distro series-2 
xenial, order by date-True, 2 
exact match-True) 
for src in srcs: 


print(src.source package version) 


First, you fetch the Ubuntu distribution 
object, using it to get a series object for 
Xenial and then accessing its main ar- 
chive member for archive-related queries. 
The getPublishedSources call lists all 
source package publishing history ob- 
jects for source packages that fit the se- 
lected query. Here, you ask for all unity8 
packages from the Xenial series, ordered 
by date (descending), and requesting an 
exact match - without this, LP API will 
also return all similarly named results. 
You then iterate over the returned collec- 
tion and print out the version number for 
each package published in the archive. 


THE LAUNCHPAD SHELL 

Sometimes a convenient way to access 
the Launchpad API without having to 
write a complete script is needed. Think 
of it this way: You want to quickly gather 
data about several packages in a PPA. 
Doing it manually through the web 
browser would be tedious, whereas writ- 
ing a separate script would be pointless 
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if you only plan on doing that once. The 
good news is that a convenient tool lets 
you perform LP API calls from a Python 
interpreter: the [p-shell. Ubuntu users 
can easily get this tool through the lp- 
tools package available in universe. 


sudo apt-get install Iptools 


The lp-shell script is easy to use - just 
run it from a terminal and a Python in- 
terpreter ready for LP API usage is now 
available for work. Just use the pre- 
defined lp variable, which has the 
Launchpad object initialized (Figure 3). 

By default Ip-shell uses login. with(), 
so whenever you use the LP object, a 
login request will be initialized in your 
browser. If you want to use anonymous 
access instead, just run /p-shell with the 
-a command-line argument. 

The interactive shell also supports 
some additional parameters. By default, 
the 1.0 LP API is used, so to get the latest 
API changes, you need to specify the API 
version in the command line instead. 


lp-shell production devel 


The first argument is always the Launch- 
pad service to be used - it can be either 
production or staging. The second one is 
the API level to use. In most cases, devel 
is preferred because, as mentioned previ- 
ously, the stable APIs are currently out- 
dated, missing out on many of the inter- 
esting features and fixes. 


FiNAL Worps 

The LP API is vast and very useful for 
any advanced Launchpad user with 
basic Python knowledge. All this was 
made possible by the great Launchpad 
team working tirelessly on bug fixes and 
feature improvements. Big thanks to 
them for all their awesome work! Be- 
cause Launchpad now supports both Ba- 
zaar and Git for code hosting, why not 
give it a try for your own project? « 


INFO 


[1] Launchpadlib setup and basic tu- 
torial: https;/help.launchpad.net/ 
APi/launchpadlib 

[2] Launchpad API documentation 
for the devel API version: https:// 
api.launchpad.net/devel 
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Normal checksums are used to identify "identical" files. The ssdeep tool is used for finding files 
that are similar in terms of content. 


Find binary-like files with ssdeep 


PRETTY SIMILAR 


BY KARSTEN GÜNTHER 


hecksums аге a fine thing: Once similarity. Think, for example, about 
created and saved, they make it the different versions of a document, 


possible to quickly detect the an image, source code, a compiled 
slightest changes to “hashed” program, etc. In these cases, most 
files. They are often used with system parts of the files will be identical, and 
checks and when installing new pack- differences will only exist in a few 
ages. The contents of a file to be places. 
checked are examined for correctness Here, similarity is the measure of 
by comparing the checksum currently the changes made to the files. Differ- 
. calculated from the file with the saved ent versions of a file often differ only 
version. by a few bytes. With plain text docu- 
However, in everyday life, there are ments, you could still find this out to a 
several cases where it isn't a mat- certain extent using household reme- 


dies such as wc, uniq, sort, and tr by 
separating the text into the words con- 
tained (tr ',.: ' '\n') and then sorting 
them (| sort|) to display the frequen- 


precise equality, but rather of 


LisTING 1: APPLICATION OF SSDEEP 

# ssdeep mypackage9.4.2015 
ssdeep,1.1--blocksize:hash:hash, filename 
96:edryStcu92HHU/1sVKr6HTbToA63YCvsFFnm9Ux / 


cKCLyOLke2Dv : GryrKsVKrBHTQAGImsXmeNcPng. 
eqv," /root/mypackage9.4. 2015" 


LisriNG 2: COMPARING FILES 

$ ssdeep -dl *.timeline 
2015.timeline matches l.timeline (90) 
2.timeline matches l.timeline (85) 
2.timeline matches 2015.timeline (79) 


3.timeline matches l.timeline (82) 


Paul Cowan, 123RF.com 
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cies of individual words using uniq. 
This works, for example, as follows: 


tr «Plain text document? ',.: ' 2 


"An^ | sort] unig -c| sort -n 


Here, tr converts the input file into in- 
dividual words, sort sorts them, uniq 
-c (for count) counts them, and sort -n 
generates an ascending list. The 
words, lines, and letters in a document 
can be counted using wc. You will nor- 
mally use this instead of the second 
sort command. 

Of course, this doesn't work with 
images or formatted documents - such 
as PDFs. Thankfully, however, a rather 
smart IT developer named Jesse Korn- 
blum [2] has addressed this problem. 
Building on an algorithm developed 
for spam detection - spamsum by An- 
drew Tridgell - Kornblum first devel- 
oped mdSdeep and later ssdeep. The 
mdSdeep tool [3] generates “normal” 
checksums, in keeping with mdSsum, 
with some additional features. This 
piecewise hashing is the most impor- 
tant change. The feature makes it pos- 
sible to evaluate identical parts of files 
separately from the changed parts – 
which is an essential feature of ssdeep. 

Until now, ssdeep had only been 
available as a command-line program 
in the repositories of major distribu- 
tions. Several options (see the “Impor- 
tant Options” box) control the exact 
behavior. 

The primary application of ssdeep is 
quite simple, as shown in Listing 1. In 
the example, the plaintext file mypack- 
age9.4.2015 is edited. As a result, ss- 
deep generates a line of text with four 
details separated by colons: the block 
size, the first and second hash and - 
separated by a comma - the (absolute) 


LISTING 3: OUTPUT IN CLUSTERS 


** Cluster size 2 
a/248_1000.png 


a/f19036816.png 


path to the edited file. 

The reason why ssdeep needs two 
hash values is discussed online [5]. 
You will find a description about the 
ssdeep algorithm online also [4]. The 
principle of the context-triggered 
piecewise checksums is also discussed 
here. 

ssdeep was originally designed as a 
forensic tool for editing large numbers 
of files. Checksums are calculated as 
rarely as possible - ideally only once - 
and then saved in a database in order 
to use (computing) time effectively. 

They are created by the application 
of ssdeep and by saving checksums in 
checksum file (hash file). You can 
then test any other file for these estab- 
lished checksums and determine how 
similar the existing files are to the es- 
tablished ones. Through the intrinsic 


IMPORTANT OPTIONS 


зь 107. (51, 1.721 M ————— 


error-friendliness of this method - be- 
cause this is exactly what "fuzzy 
hashes" give you - you will see state- 
ments such as: File \emph{A corre- 
sponds to 7896 of the xyz files and to 
98% of the acd file.) 

You won't normally need these fea- 
tures - represented by the -т and -k 
options - because it is usually possible 
to calculate the checksums on the fly 
with small file collections. However, 
ssdeep also suffers from a problem 
that all checksum tools have in com- 
mon: The computing time increases 
proportionally to the growing file size. 


SIMPLE APPLICATIONS 

It is also possible to use ssdeep with- 
out using hash files when experiment- 
ing or when just checking a few files. 
It is, for example, sufficient to directly 


The basic syntax of ssdeep looks like this: ssdeep <Options> <Files> 


Here, Options refers to the options described below, and Files refers to the files to 


be edited. 


* -m <HashFile> (matching) loads the specified checksum file and compares the 
currently edited file with the checksums there. These files are created by saving 
the hashes created with ssdeep, by simply redirecting (<hashfile>). ssdeep takes 
into account the specified threshold (-t) with this option. The option can be used 
multiple times with different hash files to use multiple checksum databases at the 
same time. 


* -k <Hashfile> (known hashes) acts like -m but causes ssdeep to interpret the 
files specified on the command line as further hash files. 


+ -d (display, diff) calculates the hashes and compares them with established 
ones (from the hash files, or from other files that have just been processed); con- 
siders -t <threshold>. 


* -p(print) acts like -d, formats the outputs but in a bit more of a structured way; 
all comparisons are done. 


* -r(recursive) edits the files contained in the specified directory recursively. 
+ -| (relative) uses (short,) relative paths with files rather than absolute ones. 
* -g (grouped) groups the output of identical files, see Listing 4. 


+ -à (all) takes into account a// comparisons with outputs — even those that didn't 
have any similarities (0). 


* -x(x=matching) compares hash files, cannot be used together with -m, -d, or -p. 


* -t «threshold» (threshold) defines the minimum similarity from which ssdeep 
outputs results. 


* -s (silent) suppresses output of error messages, warnings, etc. 
* -v(verbose) outputs more messages. 


LisriNG 4: COMPARING RAW IMAGES 


$ ssdeep -gl Pictures/raw/ 114013* 


** Cluster size 3 


mnie O00 prig ssdeep,1.1--blocksize:hash:hash, filename 


а/1706.рпо 393216: 13MV510TkmVuTcaNeMaxkKtV22061RGi CrQ0UZyA4nEz] zxPKRzE : i34510TgtoXKNIRGi C6NnOCE, "Pi ctures/ 


a/f148203488.png raw/_1140131.dng" 


393216: OPdRgHY uDRqObkyj9cq5BBv40xVcrwSTOUP: 2Sf Lj SVOXWIP., "Pictures/raw/_1140135.dng" 
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compare .timeline files with each 
other to determine the similarities or 
differences between several versions 
of them (Listing 2). 

This example illustrates how ssdeep 
proceeds: First, 1.timeline is compared 
with the other files, then 2.timeline 
etc. ssdeep shows the similarity at the 
end of the line between the round 
brackets: 1.timeline and 2.timeline are 
8596 identical. That makes sense be- 
cause 2.timeline is an edited version of 
the 1.timeline file... 

By the way, ssdeep doesn't sort the 
results by similarity - you need to do 
that yourself. However, -l shows the 
file name output with the relative 
paths and thus improves the overview. 
The program ignores similarities 
below the threshold set by -t < thresh- 
old » . 

When comparing multiple files, it is 
often better to group the output with 
-p (print grouped) rather than with -d . 
In this case, ssdeep always displays all 
the comparisons but separates them 
with blank lines. 

The output with the -g option 
(grouped) is even more structured. 
The allocations are done in two steps 
here. For each file, identical versions 
are determined first and then similar 
versions. The output is in "clusters" 
(see Listing 3). "Cluster size" states 
how many elements the cluster con- 
tains. 

Incidentally, ssdeep always writes 
error messages and warnings to the 
stderr channel: 


\$2>errors.ssdeep ssdeep ... 


This makes it easy to redirect warn- 
ings related to short and missing files 
from the output without losing them. 


Limits 

Anyone hoping to be able to quickly 
sort their images or MP3 files recov- 
ered during data recovery using this 
method will soon reach the method’s 
limits. Even if the images come from 
the same camera, are created in the 
same way, and are all JPEGs, the 
chances of finding the related files are 
not that good. In this case, you are 
better off using the method based on 
pHash [6] that digiKam implemented 
(Figure 1). 
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search. 


It looks a lot worse if, for example, 
RAW photos or MP3 files need to be 
compared. The compressions used 
internally play a crucial role here 
and this unfortunately all too quickly 
results in the similarity being zero. 
The example in Listing 4 illustrates 
this. 

Although the two files, whose 
names are very similar, come from the 
same camera (i.e., they are coded 
identically) and have the same block 
size, the internal differences are so 
great that ssdeep evaluates the similar- 
ity as zero. 

It's even more difficult to compare 
MP3 files. The bit rates and other cod- 
ing details are too different. Even files 
of equal size with identical contents 
are not usually recognized as similar. 


CONCLUSIONS 
The ssdeep tool fills a gap. In the way 
that agrep makes it possible to per- 
form fuzzy searches in text files, ss- 
deep lets you find connections and 
similarities between any - even binary 
- files and to reliably evaluate them. 
The implemented method also lets you 
effectively examine large collections of 
files; however, its particular strengths 
are with text-based files. 

ressdeep is a Java-based alternative 
to ssdeep [8] that even offers a graphi- 
cal interface (Figure 2). You can start 
the program using 


java -jar ressdeep.exe 


R 


i 


‘Scan for changed or non-cataloged tems (faster) 


| + B ¥ Find Duplicates items. 


Figure 1: DigiKam implements a high-performance image comparison search with the fuzzy 
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Figure 2: The Java version of ssdeep has a 
GUI. 


There are other options available as 
well, usually based on pHash, which 
often have better results specifically in 
regard to searching for similar images. « 


INFO 


[1] ssdeep homepage: ssdeep. 


sourceforge.net 
Jesse Kornblum: http:/ 
jessekornblum.com/ 


Mdbdeep: http:/md5deep. 
sourceforge.net/ 


[2] 


[3] 


[4] ssdeep principle: http:/dx.doi. 
org/10.1016/j.diin.2006.06.015 
Spamsum: https:/www.samba. 
org/ftp/unpacked/junkcode/ 
spamsum/README 

pHash: phash.org 

FSlint: http//www.pixelbeat.org/ 
fslint/ 

ressdeep: http://reboot.pro/files/ 
file/220-ressdeep/ 


[5] 


[6] 
[7] 


[8] 
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— DESKTOP  Fxmaa lran BROWSERS — 
Linux offers a surprisingly large number of lean web browsers that can substitute resource-hungry 


options like Mozilla Firefox and Google Chrome. Although austere in appearance, these Linux 
browsers are nonetheless remarkably convenient to use. 


Lean Linux web browsers 


No BLOAT 


BY AXEL BECKERT 


eb browsers like Firefox 

and Chrome gobble up 

working memory by the gi- 

gabyte. In PCs that have 
seen better days, there is often not 
enough space for the extra RAM re- 
quired to accommodate browsers like 
these, Luckily, most Linux distributions 
have a lean web browser application in 
their package list. 

The newer applications such as Qute- 
browser [1] are built on the Webkit ren- 
dering engine. The same goes for Apple 
Safari and more recently, Opera. How- 
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ever, even the Webkit engine is not ex- 
actly frugal. 

Thus, it makes sense to take a look at 
web browsers that have been in exis- 
tence for a long time and are less outra- 
geous in their resource demands. These 
browsers can generally be divided be- 
tween those having a graphical inter- 
face under X and those that are text 
based. The latter of the two types of 
browsers run on the console, in a termi- 
nal emulator or remotely via SSH. There 
are exceptions here. Some text-based 
browsers use Framebuffer to also offer a 
graphical interface on the console. One 
such browser can actually handle all 
three methods. 

In preparing this article, we looked at 
seven extra lean web browsers. All can 
be found in the repositories of Debian 8 
Jessie and the current Debian deriva- 
tives like Ubuntu and Linux Mint. A 
Thinkpad 760XD from 1997 with 80MB 
RAM running Debian 8 served as the 
test platform. 


NETSURF 

NetSurf [2] is the largest among the 
small and is continuously being further 
developed. The newest version 3.3 ap- 
peared at the beginning of 2015. The 
Ubuntu package for version 3.2 has a 
GTK interface and takes approximately 
4MB of space on the disk. When run- 
ning, the browser can require 104MB 


LISTING 1: INSTALL BROWSERS 


$ sudo apt-get install netsurf dillo 2 


links2 elinks lynx w3m w3m-img netrik 
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just to open a web page. When there 
are lots of open tabs, this browser can 
cause serious slow-downs for comput- 
ers that don’t have much RAM. This is 
because the system is forced to swap 
out part of the browser. 

Even so, NetSurf offers the most func- 
tionality. In addition to the best CSS sup- 
port (CSS 2.1) of the bunch, plus the 
most visually appealing display of to- 
day’s typical web pages, Netsurf is one 
of the few browsers to offer JavaScript 
support. However, this support option 
needs to be explicitly activated in the 
settings. An older Mozilla JavaScript li- 
brary is used, which can sometimes lead 
to difficulty with web pages that make 
heavy use of JavaScript. 

Gmail in this browser will complain 
about an unknown browser and only 
display an HTML version. Google Maps 
appears as a white page. NetSurf 
crashes when OpenStreetMap is in- 
voked. NetSurf renders GitHub without 
a problem when JavaScript is disabled. 
With JavaScript enabled, the view takes 
forever to load a project page even on a 
computer that has a 2GHz CPU and 
4GB of RAM. 

Otherwise, Netsurf shines with its nu- 
merous settings, built in ad and pop-up 
blockers that need to be manually acti- 
vated, and an indicator for the load 
time (Figure 1). Netsurf is the only lean 
browser that supports the well-known 
key combinations Ctrl++ and Ctrl+- for 
changing font size. These have been ad- 
opted from the major browsers. 

In addition to the GTK version, Net- 
Surf is also available as a Framebuffer 
version, netsurf-fb, for a graphical inter- 


Figure 1: Netsurf with multiple open tabs. Tabs can be arranged at the 


Figure 2: Dillo with multiple open tabs. The bug symbol to the lower 
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right shows the number of HTML errors that have been found on the 


page. 
face on the Linux 
console. It is, however, usually the case 
that you will need to explicitly load the 
Framebuffer kernel driver and adapt the 
access rights. 

On the test computer, we used mod- 
probe tridentfb to load the driver. If nec- 
essary, you can permanently activate 
the driver via making an entry in the / 
etc/modules file. During testing, how- 
ever, NetSurf showed a black screen on 
the console and then it crashed. 


DiLLO 

Dillo is a web browser for X that is also 
under active development. It is not 
based on GTK, but instead on the leaner 
Fast Light Toolkit (FLTK). As a result, 
many elements of the user interface 
(Figure 2) appear to be atypical. Cur- 
rently, Version 3.0.5 is available. Devel- 
opers are working on version 3.1. 

Dillo provides limited support for 
CSS 2, which permits the browser to 
render modern web pages in a more 
appealing fashion than most of the 


other browsers discussed here. How- 
ever, it cannot compete with the qual- 
ity found using NetSurf. Still, Dillo 
needs only about a fourth of the re- 
sources used by NetSurf under similar 
conditions. It is also leaner and takes 
up only 1.3MB of space on the disk. 
Just as with NetSurf, the user has 
many settings options. These include 
everything from the size of the naviga- 
tion buttons to the detailed settings of 
the renderer and more. Therefore, it 
makes sense to work on the configura- 
tion file dillorc 

Dillo displays the number of embed- 
ded images it is loading during a page 
build. It also shows the size of the page 
that has been downloaded and how 
many HTML errors it contains. There is 
a small issue, however. With default 
settings, Dillo issues numerous debug- 
ging messages in the terminal where it 
has been invoked. When called via a 
menu in the operating system, you 
won't notice this. 


FEATURES AND BROWSERS THAT WERE Nor TESTED 


Links2 and Lynx have had support for SSL client certificates only since recent re- 
leases of Ubuntu. The versions used on the test platforms could not handle these. 


It is probably a good idea to avoid Flash [8], as a matter of principle. This is espe- 
cially true when old computers are confronted with such a resource hog. 


The author also wanted to test Arachne [9]. This web browser was originally written 
for DOS and runs on Linux with the help of SVGAlib [10], something which is no 
longer delivered with Ubuntu. Suitably compiled, Links2 can also use this library. 
Unfortunately, the only things we got from Arachne were crashes. 


There are other browsers that are not available in Ubuntu. All of the browsers in 
this category are related to Links2. You can find the entire list by reading the history 


of ELinks [11]. 
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LINKS2 


Links 2.8 [4] works like a genuine hy- 
brid. It can be used as a text browser on 
the console (Figure 3) and also under X 
as a graphical application (Figure 4). If 
you only call links2, then the text ver- 
sion starts. Via links2 -g or the shell 
script xlinks2, you launch the graphical 
version. Additionally, links2 -g func- 
tions on the console as a graphical 
browser, but it requires Framebuffer. In 
contrast to NetSurf, this works without 
any problem. 

Links2 needs less than 20MB work- 
ing memory even in graphics mode. It 
occupies around 3MB of space on the 
disk. This is mostly because it has its 
own fonts and numerous localization 
capabilities, including Swiss German, 
for example. The menu at the upper 
edge appears only when you either 
click on the bar located there or press 
the F10 key. Otherwise, the only thing 
you see is a left arrow that functions as 
the back button. 
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igure 5: W3m in the Terminal window with images that have been loaded. 
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Links2 cannot handle browser tabs, 
but it can open multiple X windows. To 
do this, the browser opens additional 
windows from the terminal window. 

The Links2 rendering engine takes 
some getting used to. Because it is uti- 
lized for both text and graphics modes, 
the graphical version looks very much 
like a text mode with proportional in- 
stead of equidistant fonts. The menus 
and dialogs are also reminiscent of the 
text mode. Links2 displays images only 
in graphics mode whether under X or 
using Framebuffer. It uses external 
image viewers when operating in text 
mode (Figure 4). 


W3m 

W3m [5] almost constitutes a departure 
from the graphics environment. In text 
mode, it renders all text in the font used 
by the terminal. It does use different 
colors as well as bold face. If the Inline 
Image Support, (in Ubuntu, look for 
package w3m-img) gets installed, then 
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Figure 6: Lynx in the beginner mode with help in the lower lines. 
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the browser overlays images via Frame- 
buffer or under X on the text terminal. 
This gives the impression that the im- 
ages are part of the window (Figure 5). 

Note that this won't work in your reg- 
ular Unity/Gnome console. You'll have 
to use a classic X console like rxvt (sudo 
apt-get install rxvt). 

Version 0.5.3 of W3m takes up a good 
2.1MB of space on the disk. It needs 
around 10MB of working memory to 
display the Ubuntu User web page. 
There is a big difference between W3m 
and other text-mode browsers in that 
W3m moves the cursor through web 
pages just like a text editor. The details 
for cursor behavior can be specified in 
settings. Competitors make the user 
jump via the arrow keys from link to 
link or among the fields in a form. 


LYNX 

The text browser Lynx [6] has been 
around since 1992. This means it was 
created before the WWW. At the begin- 
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ning, it used a proprietary hypertext 
protocol, which was similar to the later 
WWW competitor Gopher. The devel- 
opers are still actively working on Lynx 
and release a development version 
every few months. The current version 
needs about 11MB RAM to display the 
LinuxUser website (Figure 6). 

This browser is stuffed with settings 
options, which you can reach by 
pressing O. You will need to select ac- 
cept changes at the beginning of the 
options page before modifications can 
take effect. If the settings still exist at 
the next start, you will need to save 
them permanently. This only works 
for those settings that have a name 
that does not end with an (!). 

The User-Mode option lets you spec- 
ify how experienced you are in operat- 
ing Lynx. The standard setting is Nov- 
ice (Figure 6). In this setting, Lynx 
shows two extra lines of help at the 
bottom of the screen. In the Advanced 
setting, only the URL for the high- 
lighted link is shown on the status line 
(Figure 7). 

Lynx is currently the oldest web 
browser still in use. Many of its key 
commands can be found in other text 
based browsers. For example, G opens a 
dialog for entering a URL, Shift+G lets 
you edit the URL indicated, R performs 
a reload, the back arrow key brings up 
the previous web site, the up and down 
arrow keys jump from link to link, and 
Q closes the browser. 

One of the special characteristics of 
Lynx is that in the standard setting, it 
always displays web pages with a 
black background, even in a terminal 


Figure 7: Lynx in advanced mode with the link target in the last line. 


with a light background. This is not 
what Links2, ELinks, and W3m do. To 
change the background, you will need 
to write a different Lynx stylesheet 
(LSS) in a language similar to CSS. 


NETRIK 

Netrik [7] was by far the most frugal 
text browser among those tested (Fig- 
ure 8). It makes do with 4.3MB of 
working memory and 655KB in disk 
space. It also offers the fewest features 
and is the only browser among the 
ones discussed here which does not 
offer HTTPS. The last release dates 
from mid-2009. It is therefore doubtful 
that the browser will ever have HTTPS 
support. 


How THEY COMPARE IN SPEED 
Comparing the speeds of the graphical 
web browsers discussed here is difficult. 
It is easier to draw a comparison among 
those four text browsers that have a 
-dump command-line option. This op- 
tion serves to download the parameters 
of a web page and render it as a STD- 
OUT file. 

The following times for this process 
were recorded for the download of the 
Ubuntu User homepage on a 1997 Pen- 
tium MMX with a 166 MHz clock rate: 
* Links2: 1.66 Seconds 
e W3m: 2.21 Seconds 
* Lynx: 2.43 Seconds 
Although Netrik also has dump mode, 
it shows potential HTML errors before 
displaying a web page. It was neces- 
sary to acknowledge these first via 
Enter, which prevented accurate mea- 
surement. 
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Figure 8: Netrik displays many colors and special characters, however, 
always on a black background. 


CONCLUSION 


Almost all of the lean web browsers 
have developed a niche for themselves 
that justifies their existence. The cur- 
rent trend favoring the use of HTTPS 
will probably be the downfall of Netrik. 
Using this browser purely for viewing 
documents in local HTML files is still a 
possibility. 

It is a good idea to figure out which 
of the browsers presented here is suit- 
able for your own purposes by trying 
them out on live objects. To do this, 
you can install the entire set via the 
command in Listing 1. 

The author prefers to use the classic 
Lynx in pure text mode. He relies on 
Dillo for a Nokia N900. When speed 
and graphics with minimal resource 
consumption are the priority, then 
Links2 under X is his favorite. » 


INFO 


[1] Qutebrowser: http://qutebrowser. 

org 

NetSurf: http://netsurf-browser.org 

3] Dillo: http://dillo.org 

[4] Links2: http://links.twibirght.org 

[5] W3m: http://w3m.sf.net 

6] Lynx: http://lynx.invisible-island.net 

7] Netrik: http;//netrik.sf.net 

[8] Occupy Flash: http://occupyflash. 
org 

9] Arachne for DOS: http://glennmcc. 
org 

10] SVGAlib: http://svgalib.org 

[11] The History of Links and its Deriv- 

atives: http://elinks.cz/history.html 
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Although sometimes awkward to use, tiling window managers are effective. X Tile can be used to 
expand a standard window manager with tiling functions, combining the best of both worlds. 


X Tile systematically arranges windows on the desktop 


LAYING TILES 


BY KARSTEN GÜNTHER 


indow managers are re- 
sponsible for doing just 
what their name sug- 
gests: They administer 
windows on a desktop. Among 
many other tasks, this involves po- 
sitioning windows on a virtual 
desktop 
Window managers come mainly 
in two varieties. The majority only 
permit arbitrary positioning, or 
moving, of windows, which can 
easily lead to overlapping windows. 


A tiling window manager works 
differently. It arranges windows so 
that, if possible, they do not sit on 
top of one another. The tiling man- 
ager does this by automatically 
adapting the size and the position- 
ing, which results in better use of 
the desktop. 

Typically, special window man- 
agers such as Blue Tile [1], 
Xmonad, and i3 [2] are used for 
this task. There are, however, 
other candidates such as X Tile, 
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Figure 1: Controlling X Tile is done with a small 
a small window that appears when needed. 
The icon is in the top right of the image, 
embedded in the Unity status bar. 


which expands the functionality of 
major window managers by adding 
the most important features of a 
tiling window manager. 

The easiest approach is to com- 
bine X Tile with Xfce and Gnome. 
It cooperates with KDE, LXDE, and 
other desktops. The software 
works at the request of the user to 
rearrange the windows the user 
has selected. This involves use of 
standard, predefined layouts or 
new, custom layouts. 


INSTALLATION 

X Tile is a Python program. Nor- 
mally, there are relatively few prob- 
lems with this type of program, ex- 
cept perhaps for errors because of 
missing Python modules. However, 


TABLE 1: COMMAND-LINE PARAMETERS 
Command Description 


x-tile w Display main window 


although on Ubuntu, X Tile seemed 
to install correctly with 


sudo apt-get install x-tile 


we discovered that it failed to run 
because it required another Python 
package. Installing it with 


sudo apt-get install python-appindicator 


sorted everything out. 

If you want to install from 
source, you can find the files for X 
Tile is in a Git repository. An up- 
dated version is available for 
download at any time. To get 
started, you should first clone the 
repository (Listing 1, line 1). 
Then, switch into the newly 
formed directory git x-tile and exe- 
cute the ./x-tile command. 

If you have activated the mini- 
mal start in the System Tray option 
under the settings, then the soft- 
ware will automatically mount on 
the Xfce 4.12 desktop environment 
as an application. It will start to- 
gether with the desktop. 

If the applica- 
tion does not au- 
tomatically start 
on other, differ- 
ent environ- 


Shortcut 


Close program 


Alt+Ctrl+P 


ments, then you can easily do a 
manual start. 

To carry out a manual start, you 
will need to have a ~/.config/au- 
tostart/ directory. If necessary, you 
can create one yourself. Then, all 
you need to do is add a link to the 
directory so that X Tile starts auto- 
matically (Listing 1, line 2). 


TILING IN PRACTICE 
When it starts, X Tile puts an icon 
in the status bar (at the top of the 
screen in Unity) and opens the 
main program window (Figure 1). 
This window is used for control- 
ling the software. The relevant 
functions are found in the menu 
and the tool list. The program also 
provides an overview of all of the 


LISTING 1: INSTALL FROM THE біт 
REPO 


01 git clone https://github.com/giuspen/ 
x-tile.git git_x-tile 

02 1n -s /usr/share/applications/x-tile. 
desktop ~/.config/autostart/x-tile. 
desktop 


TABLE 2: KEYBOARD SHORTCUTS 


Description 


Configure program 


Ctrl+F 


Call configuration filter 


Eb 


Reload window list 


Ctrl+D 


Always select window 


Shift+Ctrl+O 


Leave program 


Undo 
Invert Tiling sequence 


x-tile z 
x-tile i 


Ctrl+A 


Select all windows 


Select none of the windows 


x-tile y 


Rotate Tiling sequence 


Tile all open windows vertically 


Tile all open windows horizontally 


Shift+Ctrl+A 
[EUNT arrow 


Move window up in the list 


Ctrl+Down arrow Move window down in the list 
Ctrl-Z Undo Tiling (Undo) 


x-tilegZS 
Scolumns 


Tile all open windows in a grid with Zlines and 


Сїгї+! 


Invert Tiling 
Cycle Tiling order 


x-tile 2 
x-tile u 


Custom tile <1> all open windows 
Custom tile <2> all open windows 
Tile all open windows using Layout u 


Ctrl+H 
Ctrl+G 


Tile vertically 
Tile horizontally 
Grid Tiling (Grid) 


x-tile d 


Quad tile all open windows 


Minimize all open windows 
Close all open windows 


x-tile c 


Tile all open windows using Layout d 


Tile all open windows using Layout / 
Tile all open windows using Layout r 


Maximize all open windows 


Alt+ 1 


Alt+ 2 


Define pattern 1 


Call pattern 1 
Define pattern 2 


Ctrl+ 2 


Call pattern 2 


Ctrl+M 


Maximize checked window 


Ctrl+U 
Ctrl-Y 
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Minimize checked window 
Close checked window 
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Figure 3: . 


currently open programs on the 
desktop, taking into account the 
settings that have been selected. 

You will also see a line at the 
lower edge next to the menu, tool 
list, and window list. This is 
where you should specify two 
basic characteristics of the appli- 
cation. The close after tiling op- 
tion serves to automatically close 
the main window of X Tile after an 
action. 

The set destination user inter- 
face option makes it possible for 
the software to work on virtual in- 
terfaces other than the one cur- 
rently displayed. This option is in- 
tended for experienced users who 
are already very familiar with the 
concept. 
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.. hit the Update button, and save it for later use. 


You should deactivate this option 
for the first tests. By default, the 
actions will use the actual desk- 
top. You can select the appropriate 
file for an action from the list by 
using the associated checkbox. If 
you are using more than one moni- 
tor, you will see more than one 
checkbox for use. Setting a check 
specifies the screens in which the 
windows appear. 

Via the tiling area monitor ... 
overwrite area displayed on the 
right side, you should specify how 
the desktop areas should look with 
the windows. By default, X Tile 
uses the entire desktop. However, 
this does not necessarily make 
sense if you want to continue to 
see special messages in the root 


window or find particular places in 
special windows, such as addi- 
tional panels. 

Buttons for the most important 
functions and actions can be 
found in the tool list (Figure 1). 
The very first button selects all of 
the windows in the list, which can 
save time and effort. 

When two monitors are in- 
volved, then a click on the left 
checkmark is for the first monitor, 
and the checkmark to the right is 
for the second monitor. 

The second button prompts the 
software to re-analyze the current 
situation and display the corre- 
sponding list of windows. This 
button is typically not needed, but 
situations do come up in which it 
can be helpful. The program saves 
the most recent modification made 
to the X Tile layout. The third but- 
ton lets you restore the previous 
layout. However, undo only in- 
cludes one step. 

The following two buttons 
change the order of windows dis- 
played with Tiling. Once the win- 
dows assume a new position in the 
window list, their place on the 
desktop is affected accordingly. 
This function works without the 
need for explicitly selecting the 
window. The first time through, 
however, the process can seem a 
bit confusing. 

Next come three buttons with 
special, default layouts. These 
buttons let you arrange the win- 
dows in either a horizontal or a 
vertical layout. The windows can 
also be arranged in the shape of a 
grid. 

The next two buttons provide 
quick access to customized layouts. 
These layouts would need to first be 
defined of course. This is done 
using the set custom (...) pattern 
function from the Tile menu (Figure 
2). The last three buttons are re- 
served for frequently used actions. 
These can be used for maximizing, 
minimizing, and closing previously 
selected windows. 

To set a custom layout, X Tile will 
first save the position of the previ- 
ously selected window and display 
this symbolically. This happens as 
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Figure 4: The configuration is straightforward 
but does include important options. 


soon as a user presses the Update 
button. Via OK, the layout is then 
accepted and saved. 


CONFIGURATION 
The configuration for X Tile is sim- 
ple, but it does include some very 
important settings. As shown in 
Figure 4, most settings are rela- 
tively obvious. The current work 
space only option is particularly im- 
portant for preserving the overview 
on multiple virtual desktops. 

The dock in system tray option 
lodges the main window in a panel, 
which is typical and practical. As 


Shop the Shop 


an alternative, you can control X 
Tile via options when calling the 
program from the command line. 
Table 1 summarizes these options. 
Most of these are used without a 
leading minus character. The excep- 
tion to this rule of thumb is -h. 

The J, г, u, and d layout options 
are used to arrange the windows 
into a triangle, where each edge is 
assigned a larger window. 

In addition to mouse functions, X 
Tile also supports a series of key- 
board shortcuts. Table 2 summa- 
rizes the most important functions. 
Once learned, these shortcuts can 
speed up work significantly. 

Still more possibilities exist for 
influencing the behavior of the soft- 
ware. For example, in the File 
menu, you can use Filter together 
with the title of a window to ex- 
clude a particular window. The 
View option lets you change the dis- 
play for the tool list. If necessary, 
you can change the sequence in the 
window list with the mouse via 
drag and drop. This can be impor- 


tant when you want to be effective 
in using the triangle layout and the 
tile cycle function. 


CONCLUSION 

X Tile enriches the modern desktop. 
Even users who are not big fans of 
tiling will quickly understand that it 
has many advantages - especially 
the customized layout feature. 

This program also has a lot of ap- 
plications, because it can be used 
both interactively and via the com- 
mand line. X Tile is not in itself a 
window manager, but instead ex- 
pands what is available by adding 
functionality. As a result, it has a 
very smooth learning curve. ғ 


INFO 


[1] BlueTile: https:/bluetile.org/ 

[2] Tiling Window Managers: https:/ 
en.wikipedia.org/wiki/Tiling win- 
dow_manager#List_of_tiling_win- 
dow_managers_for_X 

[3] X Tile: http:/www.giuspen.com/ 
x-tile/ 
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/NCTHING 


The open source software Syncthing synchronizes files among a wide variety of devices. It 
accomplishes this task with significantly more flexibility than popular online services such as 
Dropbox. 


Sync files between devices with Syncthing 


TRANSFERS 


BY FERDINAND THOMMES 


any tools and services are avail- 
able for synchronizing data 
among various devices. Users 
who want to trust their data to 
the cloud can use services such as Google 
Drive, Dropbox, and Copy.com. An alterna- 
tive here is BitTorrent Sync [1], which is a 
distributed peer-to-peer system based on the 


BitTorrent Sync protocol. This software, 
however, is not open source, just freeware. 
Thus, it is never clear what the program 
does. Syncthing, on the other hand, offers a 
secure alternative; it is open source and 
comes with a Mozilla Public license. 

Syncthing uses the open source Block Ex- 
change Protocol (BEP) [3] for synchroniza- 
tion. The data exchange among the individ- 
ual nodes is typically TLS encrypted includ- 
ing Perfect Forward Secrecy (PFS). The 
nodes identify themselves to each other with 
cryptographic certificates, which Syncthing 
creates when it is installed on a platform. En- 
cryption can be turned off for synchroniza- 
tion on a local network. This option speeds 
up the data throughput. In the basic setting, 
the program restricts encryption to metadata 
only. Written in the Go programming lan- 
guage, Syncthing has all of the required fea- 
tures for keeping your data secure. 


PREPARATIONS 

This relatively new software runs on Linux, 
Mac OS X, Windows, Solaris, various BSD 
versions, and also on the Raspberry Pi. A 
Sync app is available for Android, and the 
developers are working on a version for iOS. 
Listing 1 contains commands for adding the 
repository to Ubuntu and installing Syncth- 


LisriNG 1: INSTALLING ON UBUNTU 


$ sudo add-apt-repository ppa:ytvwld/ 
syncthing 

$ sudo apt-get update && sudo apt-get 
install syncthing 
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ing. For testing, we also installed Syncthing 
on an openSUSE box to have something to 
sync with. For the curious, Syncthing is a 
default package in openSUSE Tumbleweed, 
and all you need to do is: 


# zypper install syncthing 


Syncthing can synchronize data on the 
local network and on remote computers. 
Like BitTorrent Sync, the software is based 
on UPNP. This design feature helps make 
synchronization easy even outside of the 
local network. It may be necessary to en- 
able UPNP on your router, but routers 
come with UPNP already enabled. If your 
router does not have this set of protocols 
available, then it is a good idea to manually 
install port forwarding. 

You will need to forward port 22 000/ 
TCP to the desired target host. If the com- 
puter is located behind a fire wall, then you 
should activate ports 22 000/TCP and 
21 025/UDP. 


FIRST STEPS 
Once it’s installed, you can start the soft- 
ware from the command line with 


syncthing & 


Figure 1 shows the output you should get. 
This also opens a web interface in your 
browser. You should make sure that the soft- 
ware has been installed and is started on all 
of the devices you want to synchronize. The 
software will create a key and certificate 
when it first starts on a device. This step can 
take several minutes, but it will guarantee se- 
cure exchanges. 

The settings for language are found in the 
bar that sits above on the interface. Next to 
this bar, you will find a fold-out menu, Ac- 
tions, where you can configure additional 
settings (Figure 2). For example, you can 
choose to restrict synchronization to the 
local network, or you can indicate that de- 
vices should be accessible for synchroniza- 
tion via the Internet. If you decide to limit 
data synchronization to the LAN, then you 
should remove the checkmark next to the 
option Global device search (Figure 3). The 
same goes for a router that does not support 
UPNP. To be able to identify the devices, 
you can use the device names option to as- 
sign them unique names. 

The limit data rate option gives you the 
possibility of setting a maximum data 
throughput rate if this is necessary or de- 
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Figure 1: The software automatically opens the web interface for configuration when started via 


the command line. 
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Figure 2: The Actions option sits near the language settings. This option contains tools for setting 
and controlling all of the important parameters for the software. 


sired. Modern hardware should make such a 
limit unnecessary. You may need users to 
provide a user name and secure password 
for access to the user interface. This is done 
by setting a checkmark at the entry Use 
HTTPS for GUI, which ensures a secure con- 
nection. When activated, the anonymous 
utilization report causes information to be 
sent anonymously to the project. This tool 
provides the developers with insights about 
user behavior, which they can then use in 
making modifications to the software. Addi- 
tional information about this feature is avail- 
able via the link following the option. 

When you are done configuring, Syncth- 
ing will offer to restart. This step will take 
some time because a new certificate for 
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HTTPS will also be generated. You will find 
further details on the entire configuration 
process including generation of keys in the 
~/.config/syncthing/ directory. 


New ACQUAINTANCES 
After you have configured this dialog on all 
of the participating nodes, it is time to let the 
devices become acquainted with one an- 
other. This is accomplished using the infor- 
mation in the 46-digit device ID generated 
by the certificate. This information is found 
in the menu subentry show ID (Figure 4). 
Now you can distribute the ID to the cor- 
responding devices in the form of a text file 
loaded onto a USB stick, by email, or via a 
web service such as Dropbox. Via add de- 


ISSUE28 63 


Figure 3: If you want to use Syncthing only in a 
local network, you should deactivate the 
Global Discovery option in settings. 


vice, you should enter the ID and the de- 
vice name (Figure 5). 

You should first enter the device name 
Syncthing will read out the ID automatically 
and ask whether you accept the device. You 
can then specify via the distribution device 
option whether all of the nodes registered 
with the distribution system should also be 
registered on the new device. The ID and the 
unique device name make it possible to keep 
data synchronized and also share content 
with colleagues and friends. 


ADDING DIRECTORIES 

The software always creates a Syric/ folder in 
the home directory of each device when it 
first starts. It then automatically synchro- 
nizes any content found in this folder. When 
large amounts of data are involved, it makes 
sense to make other folders available (Figure 
6). After clicking on add directory you 
should register a unique label for the folder 
in the mask via directory ID and then navi- 
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Figure 4: One click on the show ID entry opens 
this window, which contains the identification 
number together with a QR code for the ID. 


gate to the target directory. The directory 
needs to be installed on all of the computers 
and the ID must be identical. Each target 
folder can then be given a different name. 

The option to refuse changes should be 
considered when selecting additional set- 
tings. A checkmark in front of this option se- 
cures the data in the directory from any 
modifications that might come from other 
nodes. However, any data modifications 
made directly on the device will be distrib- 
uted by Syncthing to the remainder of the 
network. For example, when a file from a 
protected directory is deleted, it will be de- 
leted from each device in the network. 

It is important to be conservative in using 
the search interval option on underpowered 
hardware. Otherwise, you might overtax your 
machine. If this happens, you will can use 
check all. This option lets you select all direc- 
tories via mouse click, and if necessary also 
start an automatic synchronization. 


VERSIONING 
The file versioning menu entry (Figure 7) 
offers various modes for keeping version 


Figure 6: Many settings options are available for adding a new directory. 
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Figure 5: The add device dialog is used for 
granting permission for the exchange of data 
with other devices. The devices are specified 
in detail. 


backups of changed data. The most basic 
case is one in which you switch off the 
function or use a simple versioning for 
keeping a predetermined number of copies 
of deleted or modified files in a hidden di- 
rectory .stversions/. By comparison, the 
step-by-step versioning is oriented toward 
the expiration date of the copy. In external 
versioning, an external command is used 
to start the process. 

The ignore permissions option is only 
needed when the directory that has been 
added is sitting in a FAT partition. Via share 
with these devices you can select the de- 
vices which are to be synchronized with 
this directory. Via Ignore pattern, you can 
exclude entire subdirectories from the syn- 
chronization process. 


INTEGRATING THE SYSTEM 

You will need to arrange for Syncthing to 
automatically load when a device starts. 
This is true for all of the distributions that 
use systemd and therefore also for Ubuntu 


LISTING 2: SYNCTHING.SERVICE 


[Unit] 


Description-Syncthing - Open Source 


Continuous File Synchronization 
Documentation-http://docs.syncthing.net/ 
Afterenetwork.target 

[Service] 

Envi ronment=STNORESTART=yes 


ExecStart-/usr/bin/syncthing -no-browser 
-logflags-0 


Restart-on-failure 
SuccessExitStatus-2 3 4 
RestartForceExitStatus-3 4 
[Install] 


WantedByedefault.target 
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Figure 7: The integrated versioning routine makes 
it possible to determine precisely how often and 
how long file modifications should be kept. 


and openSUSE. To do this, create a service 
file with the content from Listing 2 and 
name it syncthing.service. Next, create the 
directory ~ /.config/systemd/user and move 
the file into the directory. 

After this step, you should enter the first 
two lines from Listing 3 as a normal user. 
Once the computer is restarted, Syncthing 
should automatically start. If this does not 
work, then the command from line 3 in List- 
ing 4 should help locate the error. 


ANDROID APP 
The basic settings for the Syncthing An- 
droid app [4] make a folder available in 


Device ID 
TRE32SH-6K4FHE 
WAGWYMP-GFCIZ! 


CPU Usage 


9.25% 


RAM Usage 
222 MiB 


Download 
0B/s 


Upload 
0B/s 


Announce Server 


n 
Web GUI 
$ Donate 
() Restart 
x Exit 
Г, Settings 


which the camera function of a smart- 
phone or tablet can place photos (Figure 
8). It also allows connection to other direc- 
tories. The configuration is performed simi- 
larly to the PC version. 

Additionally, you should specify whether 
synchronization can proceed via WiFi or 
only via a cable connection. The develop- 
ers still need to do some work on the en- 
ergy administration of the app. When it ran 
continuously during testing, the smart- 
phone used became relatively warm, and 
the energy consumption rose significantly. 
Thus, it is a good idea to set the daemon to 
run in the background and start Syncthing 
only when the app is needed. 


SMALL IDIOSYNCRACIES 

The open source software Syncthing is 
constantly under development. Once a 
week on Sunday, updates for the various 
platforms get released. In our series of tests 
of Version 0.11.21, synchronization worked 
perfectly. 

The daemon has to be restarted after 
each modification to the configuration, and 
it takes up to one minute before all of the 
devices have been located again. This, 
however, is because of the P2P concept. If 
the web interface again warns of a restart 
after modifying the configuration, you 
should close the appiication and restart it. 
The data rate for synchronization is not ex- 
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Figure 8: The basic settings in the Syncthing Android app automatically synchronize the photo- 
graph album on the smartphone with the registered devices. 
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actly overwhelming on the Rasp Pi 2. The 
Syncthing developers should try to make 
this much better. For example, a program 
like BitTorrent Sync shows much better re- 
sults. For now, however, it is probably not 
a good idea to try and use Syncthing on a 
first-generation Raspberry Pi. 

The start instructions are helpful. They 
address installation and much more [5]. 
Additionally, the project offers additional 
documentation [6] and an extensive FAQ 
[7] as well as explanations about the net- 
work settings that need to be made on the 
router and the firewall [8]. 


CONCLUSION 

Syncthing supports numerous platforms 
and is suitable for home data synchroniza- 
tion and for the exchange of data among 
colleagues and friends. Configuration is 
straightforward and synchronization works 
perfectly. Thus, it is easy to look past some 
minor issues that are still present in the 
software. Altogether, Syncthing is highly 
recommendable, especially as an open 
source alternative to proprietary programs 
and the ever-present data privacy concerns 
that come with use of the cloud. • 


LISTING 3: CHECKING STATUS 


$ systemct] --user enable syncthing.service 
$ systemct] --user start syncthing.service 
$ systemct] -1 status syncthing.service 


[1] BitTorrent Sync: https:/www. 
getsync.com 

[2] Syncthing: http:/syncthing.net 

[3] BEP: https:/github.com/ 
syncthing/specs/blob/master/ 
BEPv1.md 

[4] Syncthing Android app: https:/ 
play.google.com/store/apps/ 
details?id=com.nutomic. 
syncthingandroid&hl-en 

[5] Startup directions: http:/docs. 
syncthing.net/intro/ 
getting-started.html 

[6] Extended documentation: http;/ 
docs.syncthing.net 

[7] FAQ: http:/docs.syncthing.net/ 
users/faq.htmlsfaq 

[8] Modifying router settings: http:/ 
docs.syncthing.net/users/firewall. 
html#firewall-setup 


UBUNTU USER * WWW.UBUNTU-USER.COM 


Too Swamped to Surf? 


Our ADMIN Online website offers additional news 
and technical articles you won't see in our print 
magazines. 


Subscribe today to our free ADMIN Update 
newsletter and receive: 


e Helpful updates on our best online features 


© Timely discounts and special bonuses 
available only to newsletter readers 


e Deep knowledge of the new IT 


ага 
- > media солды оюду 
о 7 
ny n $ тон 
e р" Sly access емо in rear 
теа ыл eam ie videos 3 
: " 
PUE YOU needa р expen le doit, 
E: Же eezUpnp УЗ OI DL. 
We Dobey, ка оге) 
: Td De press releas, 
Сез оо, cmd 
ot: 


Network & Security 


/ 
fz 


© 
» 


www.admin-magazine.com / newsletter 


o | DESKTOP (Q74-FSARCHIVER 


Qt4-fsarchiver can easily save and restore files and entire partitions plus completely write and 


restore hard drive images. 


Secure data, images, and more with qt4-fsarchiver 


ON THE SAFE SIDE 


BY ERIK BÄRWALDT 


everal important differences 
exist between Linux and the 
major proprietary operating 
systems. Linux supports mul- 
tiple filesystems, comes with secure 
encryption software, and handles a 
wide range of methods and formats 
for compression. It, therefore, has 
an excellent set of prerequisites, so 
that even in heterogeneous environ- 


ments it can back up systems and 
data. Against this backdrop, the qt4- 
fsarchiver graphics tool is practically 
unlimited in its potential. 

To install qt4-fsarchiver on 
Ubuntu, you should first attach the 
corresponding PPA [1] to the pack- 
age source and then use the package 
administration for convenient instal- 
lation. 
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which refers the 
user to the read 
me file. This refer- 
ence points to the 
wrong directory 
since the file is 
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/usr/share/doc/ 
qt4-fsarchiver/ 
doc/ instead. 
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complicated. 


Precompiled packages are avail- 
able from SourceForge that work for 
Linux Mint, Debian (Wheezy and 
Jessie) [2] as well as openSUSE and 
Fedora [3]. The qt4-fsarchiver Live 
DVD is a special gem. It is about 
960MB in size, is based on Ubuntu, 
and includes UEFI support (See the 
“Qt4-fsarchiver Live" box). Once in- 
stalled, the location for the qt4-fsar- 
chiver starter will depend on the 
distribution. Look in the main menu 
under either tools, system tools, or 
utilities. 

The program requires root rights 
so the system will ask for the admin- 
istration password with each start. It 
is important to remember that the 
program sits on top of FSArchiver 
[4], which is a command-line appli- 
cation. Therefore FSArchiver also 
needs to be installed. 

When installed via package ad- 
ministration, FSArchiver usually au- 
tomatically ends up on the hard 
disk. If the software comes from a 
third-party source, you may have to 
manually deposit the tool on the 
disk. 


PROGRAM INTERFACE 

Qt4-fsarchiver opens with an inter- 
face that looks complicated and not 
exactly intuitive. Therefore, it's a 
good idea to learn about the most 
important program functions. Exist- 


Figure 1: At first glance, the program window for qt4-fsarchiver appears 


at the content of 
this file because it 
contains various 
instructions for installation and tips 
for using the program. 

Once the instruction dialog closes, 
the program window will open. You 
will see a menu bar at the upper 
edge of this window. 

The icon bar sits underneath the 
menu bar. On the left side of the 
window is an area that contains var- 
ious settings. To the right are two 
windows that display lists of all 
known partitions along with the sys- 
tem file structure represented in tree 
form. 

The filesystem for each individual 
partition is included in the partitions 
list. Qt4-fsarchiver provides complete 
support for the Btrfs, ext2/3/4, and 
NTFS filesystems. It offers partial sup- 


QT4-FSARCHIVER LIVE 


The live CD from qt4-fsarchiver is pri- 
marily used to back up Windows com- 
puters and recover a system after a 
crash or a loss of data. Additionally, 
the program can be used in case you 
would like to restore a secure partition 
that would be mounted during static 
operations in the filesystem to a drive. 
Aside from the backup software 
proper, the live medium offers Rk- 
hunter and Chkrootkit, which are use- 
ful tools for tracking down rootkits 
under Linux [5]. 
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port for the outdated FAT(32) and VFAT. 
As a result, USB sticks are suitable for 
use as a source and destination medium 
only if they have been formatted with 
one of the supported filesystems. The 
1509660 filesystem standard is пої sup- 
ported at all. 

At the very bottom of the pro- 
gram window is an area that dis- 
plays information such as the time, 
the number of files and directories 
scheduled for backup, and the 
number of files already backed up. 
A progress bar rounds out the vi- 
sual display (Figure 1). 

The program window for qt4-fsar- 
chiver includes many settings for 
performing backups. Additionally, 
there are basic configuration op- 
tions under settings | basic settings, 
which form the default configura- 
tion if you do not modify settings 
for a particular backup. 

Using a straightforward dialog, 
the user can specify how the soft- 
ware should perform backups and 
recovery. There are also various op- 
tions for backups on computers 
sharing the network. Once the se- 
lection of options is complete, the 
settings are saved via a mouse click 
on the save settings button (see 
Figure 2). 


W| Show note for accessing newer cometer 


(lj sram биюе to mount the netwerk computer 
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Figure 2: The basic settings are the default 
settings for individual backups when the user 
does not specify otherwise. 
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Figure 3: Before a backup process starts, qt4- 
sarchiver displays all relevant settings sepa- 
rately. 


RuNNING BACKUPS 


The graphical interface implements 
almost all of the commands for the 
FSArchiver command-line program. 
This requires that you change cer- 
tain options in the left in the pro- 
gram window. 

To back up a partition, first spec- 
ify whether you would like to use 
encryption. You can select the En- 
crypt backup. Key: option by setting 
à checkmark. Then, you need to 
specify an encryption key consist- 
ing of 6 to 64 characters. The key is 
entered in the field to the right. 

The backup process can be di- 
vided into several stages when 
large partitions containing huge 
volumes of data are involved. For 
example, the data in each stage 
could be equal in volume to the ca- 
pacity of a USB stick or a CD/DVD. 
To also back up the partition boot 
record of a bootable partition, you 
should set a checkmark in front of 
the Back up PBR option. 

The backup process can be made 
significantly faster on multicore 
systems by allocating several pro- 
cessor cores to the program. To per- 
form this allocation, you should 
enter the number of cores at the 
end of the Number of cores to be al- 
located for use by fsarchiver: op- 
tion. Then, you need to specify 
which data compression format 
qt4-fsarchiver should use for back- 
ing up data. 

In the accompanying fold-out 
menu, you will find a wide-ranging 
collection of compression methods 
along with the different compres- 
sion rate. 
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In the entry field below this menu, 
you should define a name for the 
backup. Then, in existing partitions: 
at the upper right, select the drive to 
be backed up. The final step is to 
look in the directory tree for the des- 
tination directory that will receive 
the back up. 

One mouse click on the back up 
partition button in the middle of the 
program window starts the backup 
process. Qt4-fsarchiver will now first 
show a small window that contains 
a summary of the task (Figure 3). 

After another click on the back up 
partition button, the tool deposits 
the compressed backup at the target 
location. After completing the 
backup, qt4-fsarchiver presents sta- 
tistics on the number of directories, 
files, and links that have been 
backed up. 

The software also places a small 
text file containing this information 
in the target directory. 

In order to start, an operating sys- 
tem must have either a master boot 
record (MBR) or a GUID partition 
table (GPT). 

A GPT is the next-generation parti- 
tioning scheme used for storage de- 
vices possessing more than two tera- 
bytes of capacity. Thus, it is a good 
idea to create separate backups for 
an MBR and a GPT. The correspond- 
ing backup and recover functions 
are found in the Actions menu under 
MBR/GPT back up as well as recover 
MBR/GPT. 

For the backup, you use a dialog 
to specify the target directory and, 
in case the computer has more than 
one bulk storage device, also the 
hard drive or SSD whose MBR or 
GPT you would like to back up. One 
mouse click on back up MBR/GPT 
causes the tool to deposit a copy of 
the structures in the desired loca- 
tion. Similarly, you can use the same 
dialog to recover an MBR or a GPT 
that has previously been saved. 

Qt4-fsarchiver can also handle fast 
backups and restores of individual 
directories that you can recursively 
back up and restore. The corre- 
sponding dialog for this action is 
found via Actions | Save directory. 
You should enter the source and des- 
tination in the dialog. 
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The program automatically com- 
presses the backup according to se- 
lections you have made for compres- 
sion format and the encryption op- 
tion. One mouse click on the back 
up directory button then starts the 
backup (Figure 4). 


BackiNG UP Over A LAN 
Qt4-fsarchiver makes it possible to 
perform complete backups on com- 
puters sharing an LAN. However, 
this only works if a Samba client has 
been installed on the system that 
you want to back up. This is because 
the target machine should be either 
a Windows computer or a Linux sys- 
tem where the virtual filesystem 
CIFS VFS allows access to the direc- 
tory. It is also necessary to create 
access to a suitable destination di- 
rectory for the backup. 

If the prerequisites for backing up 
a remote computer on the LAN are 
met, you should then call the rou- 
tine for performing the backup via 
Actions | back up partition on a net- 
work. 

The software will automatically 
check for accessible devices on the 
network and present a short dialog 
for authentication at the destination 
computer. Subsequently, the qt4- 
fsarchiver mounts the accessible de- 
vice, and then it presents the same 
dialog used for local partition back- 
ups. 


IMAGES 

Qt4-fsarchiver can also clone com- 
plete hard drives and SSDs. To start 
this action, click on the clone hard 
drive, create/restore hard drive image 
entry in the Actions menu. The sub- 
sequent window will display the 
bulk storage devices that are actu- 
ally available. You now select the 
hard drive or SSD to be cloned, enter 
the destination drive, and then click 
in the lower left of the window on 
the clone hard drive button. 

If you want to create an image file 
of the data of a bulk storage device, 
you can activate the radio button 
create a hard drive image found in 
the same window. Then, select the 
source drive and the file path where 
qt4-fsarchiver should deposit the 
image. 
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Figure 4: This is the dialog used in qt4-fsarchiver wi 


vidual directories. 


Now you should click at the lower 
right on create hard drive image. By 
selecting the restore hard drive 
image option found in the same 
window, you can restore the exist- 
ing image onto bulk storage. 

The corresponding dialogs do not 
permit any other options, such as 
selecting the number of processor 
cores or encryption mechanisms. 
However, the program compresses 
the image by default (Figure 5). 


DATA RECOVERY 

To recover a backup, you can click 
in the Actions menu on the recover 
partition entry. The program will 
show the same dialog used for cre- 
ating a backup except that irrele- 
vant fields have been grayed out. 
Additionally, the restore partition 
with fsarchiver option is automati- 
cally activated. 

If you have encrypted the backup, 
you will need to enter the encryp- 
tion key into the Decrypt backup. 
Key: field. Then, you will need to 
again define the number of proces- 
sor cores that qt4-fsarchiver should 
use for decryption. 

The final step is to enter the des- 
tination partition and the name for 
the desired backup in the Name of 
back up file: field. The target parti- 
tion will need to be dismounted 
during recovery. Otherwise, the 


hen backing up indi- 


software will be unable to restore 
the data. 

Overall, qt4-fsarchiver is very 
flexible. For example, it is possible 
for the filesystem of the destination 
partition to be formatted differently 
from the source filesystem. 

The program deposits the data in 
the new partition and also restores 
the original formatting. Likewise, 
the recovery of data onto a partition 
smaller than the original device will 
work fine. 

Here, the consideration is whether 
the uncompressed data fits into a 
smaller destination partition. Therefore, 
it is a good idea to save statistical infor- 
mation via a text file that accompanies 
each backup. This information can then 
be used to determine the original stor- 
age space required by the data in un- 
compressed form. 

Restoring individual directories or 
backups from remote computers is 
done in an analogous fashion. The 
dialogs are the same as those used 
for performing a backup. The corre- 
sponding routines start via either 
Actions | restore partition via net- 
work or Actions | restore directory. 
You will see a rolling display of the 
recovered files in a list window. 

When Qt4 is unable to restore one 
or more files, it will ignore these 
and continue with the recovery of 
the next file. 
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Figure 5: You can clone a bulk storage device or create an image with 
just a few mouse clicks. 


CONCLUSION 


Qt4-fsarchiver is a very useful tool 
when it comes to uncomplicated back- 
ups and recovery of files and partitions. 
However, a learning curve is involved 
for getting started and for using propri- 
etary transmission protocols or operat- 
ing systems to perform backups on a re- 
mote computer. 

Still, on a standalone Linux system, 
the tool is highly flexible and can replace 
numerous programs that only back up 
portions of a system. During testing, qt4- 
fsarchiver was extremely stable, abso- 
lutely reliable, and very fast. e 


INFO 


[1] Qt4-fsarchiver (PPA): http:// 
sourceforge.net/projects/ 
qt4-fsarchiver/files/ 
Qt4-fsarchiver (DEB): http:/ 
sourceforge.net/projects/ 
qt4-fsarchiver/files/deb-Pakete/ 
Qt4 Fsarchiver (RPM): http:/ 
sourceforge.net/projects/ 
qt4-fsarchiver/files/rpm-Pakete/ 
FSArchiver: 


[2] 


[3] 


[4] 
[5] "Stop, Thief" by Tobias Eggen- 
dorfer, Linux Magazine, Issue 183, 
2016: http:/www.linux-magazine. 
com/Issues/2016/183/ 
Host-Based-IDS 
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The program OpenSCAD makes it possible to construct 3D objects via just a few commands. STL 
Exporter makes the software interesting for users who have a 3D printer. 


Using OpenSCAD to model 3D structures 


BLOCK & SLICE 


BY ROLAND PLEGER 


penSCAD makes you feel right INTRODUCTION 

at home once you know that a Once the software starts, a window 
radius defines a sphere or that will open with an input area to the 
height and diameter define the left, an output area to the right and a 


surface of a cylinder. The OpenSCAD console. Various buttons offer basic 
design software also lets you create functions. The icons to the left in the 
structures for printing with a 3D editor window are for common tasks 
printer. The tests performed for this such as opening and saving files, and 
article produced a cap for a USB stick, typical editing actions, such as undo- 
a model airplane, Lego bricks, and a ing, repeating and indenting. 
replacement key. The two cube icons start the pro- 
Popular distributions offer OpenSCAD gram either for rapid CSG prototyping 
for installation, which is usually the when you intend to do an STL export 
2104 version. The software homepage or for rendering via CGAL (see the 
[1] explains how to download the up- "Vocabulary" box for more info). The 
dated version 2015.03-1. Downloading same actions are started via the F5 
the newer version is worthwhile be- and F6 function keys. You should try 
cause it offers the possibility of directly ош the interfaces for the output win- 
incorporating text objects. dow using a small program. 


To draw a sphere, enter the sphere(); 
command into the editor. Remember 


VOCABULARY 


* CSG (which stands for Construc- 
tive Solid Geometry) is a technique 
used in solid modeling. The tech- 
nique allows the user to build three 
dimensional objects by combining 
fundamental geometric structures. 


ergey Jarochkin, 123ВЕ 
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* STL is derived from stereolithog- 
raphy. STL denotes the standard file 
format for describing surfaces. 


* CGAL stands for Computational 
Geometry Algorithms Library. It is a 
library for rendering 3D surfaces. 
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Figure 1: You can create the basis for a solid with a one-line command. 


to always include the semicolon at the 
end of each command. Then, press the 
F5 function key or click on the cube 
icon with two prongs. This causes the 
software to execute the one-line pro- 
gram. In the output area on the right, 
you will see a blue, angular shape 
(Figure 1). 

You can use the icon bar to change 
and rotate the viewing angle of the ob- 
ject. You can also change the view be- 
tween orthographic, where the vanish- 
ing point is at infinity, and perspective 
projection, where distant objects ap- 
pear smaller. 

The easiest way to do this is to move 
the viewing angle with the mouse. The 
scroll wheel changes the distance, the 
left mouse button changes the viewing 
angle and the right button changes the 
position. The coordinates for the 
imaginary camera are shown in the 
status bar at the bottom. 

This first program provides a glimpse 
into the idiosyncrasies of OpenSCAD. 
The program also assigns default val- 
ues to most variables. If you do not 
enter a radius or position for the solid 
then the program will assume a sphere 
having a diameter of one unit at the or- 
igin of the coordinate system. 

The software does not recognize 
any curved surfaces. Instead, it ap- 
proximates the desired shape using a 
grid of triangles. The menu option 
View | show edges this grid visible. 
Via the $fn variable, you can control 
the number of edges, as in the follow- 
ing example. 


$fn=200; 
sphere(); 


Although the ren- 
dering now takes 
longer, you will get an almost perfect 
sphere. Instead of globally modifying 
the variable, the application offers the 
possibility of restricting it to this one 
sphere. 


sphere(); 
translate([2,0,0]) sphere(r=2, $fn=200); 


At the coordinate center, you will see 
both a rough rendering of the sphere 
and a properly formed sphere with a 
radius of r=2 units (Figure 2). You 
can prevent the spheres from overlap- 
ping with translate(). This moves the 
sphere by the vector with the coordi- 
nates x, y, and z. In our case, the 
value for x is 2 units. 

Many commands have an impact on 
the subsequent object. If a semicolon 
were to follow the translate command, 
then the instruction would not affect 
the subsequent sphere. 

The next example involves the con- 
struction of a pencil. The object con- 
sists of a cylinder with a height of 
ћ = 50 and a radius of r=5. Because 
the pencil will have six edges, you 
should restrict the rendering to six 
surfaces via $fn = б, as follows: 


cylinder(h=50, re5, $fn=6); 


For this example, a cylinder with an 
upper radius of г2 = 5, a lower radius 
of r1 7 0, and a height of h=15 serves 
as the cone. 

For the software to smooth out all 
objects thoroughly except the pencil, 
you should globally set the variable 
$fn to 50 by prefixing the assignment 
to the construction of the cylinder: 
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Figure 2: Using the trans/ate() command lets you move the two objects 
next to one another without any overlap. 


$fn=50; 
cylinder(h=15, 01=0, r2=60); 


The pencil point is created with the 
cone. The command intersection () re- 
stricts the view to elements belonging 
to both the cone and the pencil shaft. 
The rotate() command tilts the pencil 
(Figure 3). As with translate(), this 
command also affects the element that 
follows. Therefore, it does not end 
with a semicolon. 

If you pass only one vector into the 
rotate() function as shown in the ex- 
ample, then the first value designates 
the angle of rotation around the X 
axis, and the second value is used for 
the subsequent rotation around the Y 
and Z axis. If you also pass to rotate() 
and also a value for an angle, then it 
interprets the vector as a rotational 
axis. 

Since its 2015 version, the program 
has had a text() command, which gen- 
erates 2D text. The text really only be- 
comes visible in the CGAL renderer 
because the quick view has as kludge 
that extrudes the text with a thickness 
of one unit. The text actually looks 
plastic when the linear. extrude() 
command is used. 


PRINT TEMPLATE 

You can create the software objects 
using just a few program lines. These 
objects are suitable for use with a 3D 
printer. Here I use a cap for a USB 
stick as an example. It requires com- 
mands for only three objects. These 
include commands for a cuboid, which 
determines the outer measurements of 
the cap, commands for a second 
cuboid corresponding to the size of the 
USB plug, and finally the difference() 
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Figure 3: You can create the basic shape of a pencil using a cone and a cylinder. 


command, which subtracts the two 
cuboids. Listing 1 shows these com- 
mands. Figure 4 shows the results. 

The file format STL is understood by 
most Slice programs for 3D printers. 
Saving a file with a corresponding 
template requires that the CGAL ren- 
derer finishes successfully. The color 
information will get lost in the pro- 
cess. Then, you should save the result 
either via the STL icon or via File | Ex- 
port | Export. STL. 

The software does not understand 
physical dimensions - only units. The 
program that further processes the 
data therefore expects an instruction 
indicating whether the opening of the 
cap is 4.5x12 inches or millimeters, 
and whether a scaling factor for adapt- 
ing the contraction will be employed. 
If you put the projection (cut = true) 
command first, then OpenSCAD de- 
fines the cross-sectional area inside of 
the X/Y plane. This is how you control 
the thickness of the wall of the cap. 

To illustrate the intended use of the 
cap, you should add a schematic draw- 
ing of the USB stick to the script. The 
color() command colors the object. It 
understands the names of colors in Eng- 
lish and in the form of an RGB vector 
where the three components determine 
the red, green, and blue amounts. This 
is how the color([1,1,0]) command cre- 
ates the color yellow. You can add 


LisriNG 1: A USB Srick 


difference(){ 


translate([0,0,5]) color("red", 0.8) 
cube([5.5, 13, 12], center=true); 


translate([0,0,15]) color("grey", 1) 
cube([4.5, 12, 30]. center=true); 
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transparency as a fourth coordinate or 
as an individual number when you 
name the colors. An example here 
would be color("yellow", 0.5). 


BuiLDING A PLANE 

A model airplane also consists of basic 
elements. A wing is made when you 
create a separate module and name it 
wing. A module is similar in principle 
to a function. It accepts parameter and 
delivers an object in return, in this 
case a wing (Listing 2, line 24). 

The curly braces are necessary be- 
cause a module typically contains 
more than one object. Here, I will 
show how to make the wings from a 
deformed cylinder. 


scale([3,0.4,1]) cylinder(h=35,r=1) 


The command stretches the X axis by 
a factor of 3, compresses the Y axis by 
a factor of 0.4, and leaves the Z axis 
alone. The call wing(1) creates the hy- 
drofoils, wings(0.7) the elevator as- 
sembly. The translate() command, 
which is found in the script as a pre- 
fix, moves the components into the 
correct position. 

The fuselage here consists of two 
spheres - one in front and one in back. 
The hull() command encircles both ob- 
jects with a shell and connects them to 
a new object. You should add the other 
elements according to the pattern pre- 
sented above (Figure 5). 

One way to print the model with a 
3D printer is to divide the object into 
two parts to achieve a smooth bottom 
layer. The module sep() performs the 
separation. The object given by chil- 
dren(), or child() in case you are using 
a pre 2015 version, is the object that 
sep() works on. The difference() com- 


Figure 4: It is possible to create a cap for a USB stick from two cuboids. 


mand subtracts the upper part of the 
airplane and intersection() precisely 
describes the space shared in common 
with the cube. 


MODULARIZING CODE 

The program is more manageable 
when you store the main part of the 
program in its own file. An example 
using Lego bricks can clarify this 
method. Building these bricks func- 
tions just like the construction of the 
airplane from individual geometric ob- 
jects. It is tiresome to measure and 
place the elements, so I relied on one 
of the numerous libraries for assis- 
tance [2]. 

Given the file name for the Lego 
bricks data lego_brici_builder.scad, 
then two lines are enough to display 
one 6x2 brick. 


use <lego_brici_builder.scad> 
brick(6,2,3); 


Additional commands can even make it 
possible to build a tower. The loop for 
(i= [0:1:6]) iterates the variable i from 
0 up to 6 inclusively in increments of 
one. Because the loop contains only 
one object, curly braces are not re- 
quired. The rotate() and translate() 
commands rotate and raise the bricks 
with each iteration (Figure 6). 

If you would like to look at the con- 
struction of the bricks, replace the 
number 6 in the loop definition by the 
variable $t*10 and select the menu op- 
tion View | animate. This creates a 
new input line underneath the output 
window. In this line, enter the number 
10 for Steps and a 1 for FPS (frames 
per second). 

The internal variable $t rises by in- 
crements of one tenth every second 
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Маро translate = [375 213 26.12] rotate [55.00 00025.00], datance = 23709 


Figure 5: To prepare the small airplane for 3D printing, you should divide 
he drawing to obtain a smooth surface. 


Figure 6: When code is moved to a module in a separate file, you can 
produce models by looping over several instances of the module. 


with these settings. Once it reaches 1, it 


LISTING 2: AN AIRPLANE 
will start over again with 0. The loop 
01 $fn-100; rebuilds the tower every second, each 
02 sep() airplane(); time just a bit more of it. Images are 
03 saved when you activate the checkbox 
04 module airplane(){ on the right next to the Steps field. 
05 // Wings A program like Ffmpeg makes a video 
06 wing(0.7); of the images. Because the software 
07 translate([18,0,01) wing(1): controls the position of the observer via 
08 translate([0,0,2.1]) rotate([90, -20,01) апета! variable, abisieven possible 
wing(0.45); to take tracking shots. 
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НАШ. digital image e can vd uade 
г ms. In thi: mple, I demon- 
11 translate([-3,0.0]) sphere(1.5); proble s Husexa DIE ce 
i ES Rd strate this state of affairs with the 
ranslate 0, sphere(3); ч ys a 
image of a key found on Wikimedia 
134; ү 
Commons [3]. I used a straightforward 
4 i ees > 3 
att SS digitizing program to define 25 refer- 
15 translate([19,0,2]) ѕса1е([2,1,11) ence points on the key bit. These val- 
color("red",0.6) sphere(2); s А 
Р ues function as the vector with the 2D 
16 //Propell E а 
OA points serving as components. You 
17 vb ee eae should convert the points into a poly- 
color(*grey") sphere(1); К Я М 
gon chain via the following command. 
18 translate([27.3,0,0]) rotate([0,90,01) Afterward, voa can Convert hechan 
color("grey",0.5) cylinder(h=0.5, r=5); E Y е 
into a key bit that has a thickness of 
19 // Wing Module е 
0.2 centimeters: 
20 module wing(s=1){ 
аре 0р1) linear extrude(height-0.2) 2 
22 scale([3*5,0. 4*5, 1*5*5]) ЛУЫ ОИС 
23 cylinder(h-35,re1l,centeretrue): 
e Four additional commands via differ- 
25 |; ence() cut two slots in the upper side 
26 and two slots into the underside of the 
27 module ѕер()1 key. Then, comes a ring for holding 
28 translate([0,0,-0.5]) difference(){ the key and the 3D print template is 
29 children(); ready to use (Figure 7). 
30 translate([-40,-40,0]) cube(100); 
avr VISUALIZATION 
32 translate([0,0,0.5]) intersection(){ OpenscaD is 21504519816 07 visuals 
реон izing larger volumes of data. This 
children(); Р L3 n ; 
3t VERE AD ру CUBE 100) would include things like the location 
t t 740,-40, B a 
ete ч for all magnitude 5 earthquakes and 
35 1; = E М 
| stronger which occurred in the previ- 
36 1; 


ous year [4]. 
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The graphic displays the geographi- 
cal location of the earthquake, the 
strength expressed in relationship to 
the diameter of a sphere, and the 
depth of the earthquake focus, which 
appears in the arrangement under- 
neath the coordinate grid and also by 
means of color (Figure 8). 

The coordinates and strength of the 
earthquakes are found in two arrays in 
the eq03.scad file. The code used for 
the example uses the coordinates of 
several cities for purposes of orienta- 
tion. Coordinates and names are found 
in the plock and plockname arrays. 

The loop iterates over all elements. 
The number of elements is given by 
the len() command. The self-defined 
function ku2ka determines the carte- 
sian coordinates x, y, and z from the 
length, width, and depth of the spheri- 
cal coordinates. The function accepts 
one vector and returns the computed 
vector. 

The most complex task is building 
the grid. OpenSCAD does not have 
one-dimensional lines without filling. 
As a result, you should construct these 
in the form of 3D objects from ex- 
truded slices of circles. The small 
black sphere in the graphic represents 
the city of Honolulu in Hawaii. The 
text is not readable in the reproduction. 
To the southwest, there are the Pacific 
and Australian plates that collide 
against one another. The earthquakes 
on the surface are represented by the 
color green, and the deep earthquakes 
can be recognized by the color red. 


SEARCH FOR ERRORS 

The most important document for Open- 
SCAD is found in Help | Cheat. sheet. 
This is a complete list of commands rec- 
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transiateil-3.5,.5.7,0.08]) госме(а5,8,90 cubei[4,0.19.0.19]7; 
translatei-0.5,0.5,.0.12)) rotate(e5,0,0D cobei4,0.15,0.19/; 
ZU 


2 Е 13,05, оов) cjinderhen зла 
translate 25,08, 0.1) cylinderded.& r-0.47 //acle 


| 

iferenceot 

2] linear exrrudedheight=0.2) polygon'pesses!; 

5| ^ transiateit-8:5.92.0.08D rotatedas, o,a) cube‘14,0.19,0.131); 
i 

$ 

i 

dem к 
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Mewpert translate « [0.13 060 1 81 | rotate « [47.33 2.00 9.00 ] dotaece = 1532 
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Comte 


l For instance, if the 
transformation 
translate([0,0,1]) is 
concluded with a 
character, this is 
not an error but the 
transformation 
does not produce 
output. 

When dividing 
geometric objects, 
it can be important 
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Figure 7: It is possible to easily create duplicates for simple keys. 


ognized by the software [5]. Error mes- 
sages that appear during script compila- 
tion appear in the console. 

You will notice that a semicolon is 
missing when the program stumbles 
when switching to a succeeding com- 
mand. The actual error is therefore to be 
found in the line that occurs before the 
program is interrupted. It becomes more 
difficult to locate semicolons that are 
syntactically correct but logically false. 


LISTING 3: PLOTTING EARTHQUAKES 


$fn-100; 
$vpd=5500; // camera distance 
Svpr=[88,0,300]; // camera orientation 
г=1000; // Radius 

// The file eq03.scad contains two arrays 


// with the positions (eqlock) and the 
derivative 


// sizes for earthquake magnitude and depth 
(eqspec). 


include <eq03.scad> 

// coordinates of some selected points 
plock=[ 

[52; 71350]; 
[48, 11, 0], 
[35, 139, 0]. 


// Berlin 

// Munich 

11 Tokyo 

(21, -157, 0] // Honolulu 

2; 

11 Designation of the selected points 
plockname-["Berlin*, "Munich", "Tokyo", 
*Honolulu"*]; 

// Output for eqlock and eqspec 

for (i-[0:Tenteqlock) -13)[ 


translate(ku2ka(eqlock[i])) color([eqspec[i] 
[0], 1-eqspec[11[0],01) sphere(eqspec[iJE11); 


1 
// Output of the selected points 
for (i=(0:1en(plock)-1]){ 


translate(ku2ka(plock[i])) color("black") 
sphere(10); 


translate(ku2ka(plockL[i])) color("black") 
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to maintain an 
overview of which 
portion comes from which object. Plac- 
ing the pound symbol (4) in front of 
the command gives you this overview. 
The software will show the object as 
half transparent. 

Placing an asterisk (*) in front blocks 
a command line. An exclamation mark 
(/) blocks the execution of all other 
lines, which in effect only shows the 
result of the line under consideration. 
The echo command writes the values of 


text(texteplockname[i], size=30); 
| 
sphere(450); //draws inner sphere 
gríd(15); //draws grid 

// transforms sphere coordinates into 
function ku2ka(v) [ 

cos(v.y) * (r-v.z) * sin(90-v.x), 
sin(v.y) * (r-v.z) * sin(90-v.x). 
(r-v.z) * cos(90-v.x)3; 

// draws a height and width grid 
module grid(de30)[ 

mirrorc() 

rotate_extrude(){ 

for (1=0:9:851)1 

а= ku2ka([0,1,01); 

translate(a) circle(5); 

1; 

|; 

for (i-[0:d:1851) 

rotate([0,0,11) 

rotate([90,0.0]) 

rotate extrude() 

translate([r,0,01) circle(5); 

1 

// Help module, for mirroring a block 
module mirrorc(v-E0,0,11)1 
children; 

mirror(v) children(): 


|; 


variables or also results of expressions 
(echo(3 * 4)) to the console. 


CONCLUSIONS 
It only takes a few lines to generate com- 
plex geometric structures with Open- 
SCAD. Thanks to the STL transforma- 
tion, other programs can also under- 
stand the results. Most of the Slicer pro- 
grams can successfully implement the 
results for a 3D print provided the user 
specifies the dimensions for the length. 
The 3D renderer Blender dresses up 
the SLT models with lighting effects and 
reflections and in doing so utilizes the 
dimensional accuracy of the models. If 
you are thinking of trying OpenSCAD 
out online without installing it, you 
should take a look at Openjscad [6]. « 
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Figure 8: The program is suitable for info- 
graphics as shown by the example involving 
the distribution of earthquakes of at least 
magnitude 5. 


INFO 


[1] Downloading OpenSCAD: http;/ 
www.openscad.org/downloads. 
html 

[2] Library for Lego Bricks: http;/ 
www.thingiverse.com/ 
thing:178627 

[3] Photograph of a key: https;/ 
commons.wikimedia.org/wiki/ 
File:Zwei gleiche . 
Schl?6C3?5BCssel von Abus. 
JPG?uselang-de 

[4] Earthquake data: һїїр;// 
earthquake.usgs.gov/ 
earthquakes/ 

[5] Command overview: http://www. 
openscad.org/cheatsheet/index. 
html?version-2015.03 


[6] OpenJSCAD: http:/openjscad.org 
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The open source DTP software Scribus is back on the stage with a much improved import 
capability for file formats and many more functions for use in the professional realm. The beta 
version discussed here promises good things for the future. 


Scribus 1.5 is becoming the best open source DTP program 


PRINT IN PROGRESS 


BY MARTIN LOSCHWITZ 
esktop publishing (DTP) is tations have changed so that now even 
опе of the core uses of the PC. beginners try to create professional- 


Ten years ago, even novice ooking presentations. Graphic artists 
computer users could put to- can now create flyers and brochures on 
gether documents with Mi- a home computer. This may not always 


crosoft Word and dec- ead to spectacular results, but when 
orate them with good aesthetics, creativity, and appro- 
clipart. The priate tools come together then good re- 
expec- sults are inevitable. 
Scribus is a tool suited for the task of 
desktop publishing. This open source 
program was years ago the first to 
romise DTP functions, which were 
then only known among professionals 
in the field. As users of the first version 
of Scribus can attest, not everything 
worked. However, years of development 
work and the dedication of the develop- 
ers to stabilizing the software are now 
bearing fruit. 

Scribus does not offer every function 
that tools such as Adobe InDesign can 
handle. This doesn’t change the situa- 
tion much because the large profes- 
sional tools include many functions 
that are easy to do without when con- 
fronted with straightforward DTP 
tasks. 

Even without all of the functions 
found in the larger tools, Scribus has 
shown itself to be fully capable of cre- 
ating professional results as exempli- 
fied by the magazine Le Tigre [1], 
which was created entirely with this 
package. 


Alice Day, 123RF 
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SIGNS OF ШЕЕ 


For a while now, many observers have 
been skeptical when the topic of 
Scribus has come up. The project ap- 
pears to have been in an extended dor- 
mant period for some time. The cur- 
rent major version 1.4 appeared at the 
beginning of 2012. 

The last bug fix release is dated Janu- 
ary 2015. Nothing much has been done 
since then. The interface, various func- 
tions and the integration into the cur- 
rent desktop environment all appear a 
little bit outdated. 

Under these circumstances, it is easy 
for rumors to start. Scribus has been 
considered dead and gone from the 
digital scene. At the end of May 2015, 
the developers refuted these rumors by 
releasing version 1.5 of the software. 
This is actually the preliminary ver- 
sion, however, and the developers ad- 
vise against production use. Nonethe- 
less, Scribus 1.5.0 is clearly a founda- 
tion for version 1.6.0, which has al- 
ready been announced. 

In other words, the developers want 
to communicate that the software is 
alive and well, and that users can 
count on future versions. This is rea- 
son enough to examine version 1.5.0 
more closely and see what has been 
done to the software and what can be 
predicted for future versions. The 
“Trying Out Scribus 1.5” box describes 
how to install the software. 


THE EMPEROR'S New CLOTHES 

Once installation is complete, you will 
notice immediately that the program 
looks different (Figure 1). This is pri- 


TRYING Our ScniBUS 1.5 


If you have already worked with 
Scribus and would like to investigate 
the new functions of Scribus, then you 
will find downloads for version 1.5 for 
Windows and MacOS X on the web- 
site [2]. Not all of the features for 
these operating systems work as ex- 
pected. As for Linux, however, Scribus 
is well supported. There is a PPA [3] 
with a version updated daily for 
Ubuntu, as well as packages for open- 
SUSE on its build service, which also 
supplies Red Hat, Fedora, and others. 
The developers even support Gentoo 
by means of their own Ebuild. 
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Figure 1: Scribus 1.5.0 comes with a new interface that resembles the old one in many respects. 


marily because Scribus 1.4 was still 
based on Qt4, and the developers have 
taken the graphical interface for the 
new version from Qt5. The software 
profits from this change with increased 
speed and better suitability for desktops 
that depend on the same framework. 

For users accustomed to working 
with this application, the new appear- 
ance won't require learning everything 
all over again. Although it looks more 
rounded, and the icons look different, 
almost all of the buttons for the impor- 
tant functions are in the same place 
(Figure 2). It is entirely possible that 
this may change with version 1.6, but a 
completely new interface is not yet on 
the drawing board. 

More noticeable to the knowledge- 
able observer are the changes that have 
been made in the details. For instance, 
the context menu invoked via the right 
mouse button is significantly smaller 
(Figure 3). 

In the previous version, often a gigan- 
tic menu would appear on the screen 
for a selected task. The user had to 
scroll through all of the entries in order 
to read them. The menu for determin- 
ing the features of an individual page 
has been completely redesigned. The 
same goes for the menu by which you 
control all of the behavior of the appli- 
cation (Figure 4). 

By comparison, the dialog that makes 
it possible to edit the characteristics of 
individual objects is almost overwhelm- 
ing because of many new features. The 
developers have promised to tighten 
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this up for version 1.6. The software 
now lets the user dock palettes around 
the entire edge of Scribus. These can be 
used for the use of colors or shapes. 

The preview dialog now indicates 
vector and BMP files. The user accus- 
tomed to browser tabs will appreciate 
the tab mode in the current version. 
This mode lets you open several docu- 
ments for simultaneous editing. 


NEW DEVELOPMENTS IN TEXT 
PROCESSING 

One of the primary tasks of a DTP pro- 
gram is to arrange texts in an organized 
fashion. The main focus of the develop- 
ers has therefore been to polish the text 
functions. As a result, they have now 
implemented some of the functions that 
users have long been asking for. For ex- 
ample, you can now change the appear- 
ance of individual words found in a 
scrolling text if they do not fit with the 
surrounding text because of things like 
boldface or italics. 

The handling of widow lines and or- 
phan lines is important for professional- 
looking results. These expressions may 
sound strange, but they are common 
terms from the language of printers. A 
widow line is the last line of a para- 
graph, which is in a new column or on 
a new page. An orphan line is the first 
sentence of a paragraph that is the last 
line in a column or on a page. 

The new version of Scribus takes con- 
trol from the less experienced user 
when these issues appear. Double-click- 
ing on the second frame divides the text 
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Figure 2: The dialog for adapting a document has been rewritten from 


the ground up. It appears more intuitive but not necessarily unfamiliar. 


between the frames so that these errors 
disappear. 

Additionally, the program has mas- 
tered footnotes and endnotes. Probably 
few academics will use a DTP program 
to write with, because classic WYSI- 
WYG tools like LibreOffice and LaTeX 
are much better suited for the task. 
However, books and flyers intended for 
academic use can profit from the new 
Scribus ability to place footnotes and 
endnotes into a common section at the 
end of the document. 

Place holders in a text are practical. 
Starting with version 1.5.0, Scribus also 
provides this function. The software dy- 
namically replaces placeholders with 
the desired text. 

The program implements cross-refer- 
ences as well. These are also dynami- 
cally adjusted as soon as either the ref- 
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Properties F2 
Figure 3: The context menu that comes up with 


aright mouse click has been tidied up. The 
application now handles tables as such. 
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erence or citation 
in the text changes. 

The topic of tables was a sore spot for 
Scribus for many years because these 
were not actually implemented as such. 
Instead, they were simple text frames 
that needed to be arranged accordingly. 
This made it difficult to use tables in 
the same was that other DTP tools did. 

Up to now, it has been impossible to 
create a consistent appearance for these 
objects by clicking. This is no longer 
the case in the new version. New table 
objects work as an individual group 
and offer corresponding functions for 
editing. Within a short amount of time, 
you can change the appearance of a 
table so that the result looks cohesive 
rather than pieced together. 


NEW GRAPHICS ADMINISTRATION 

The process of working with images 
was also not a joyful task in past ver- 
sions. Aside from a simple dialog for in- 
serting a graphic into a document, there 
were practically no functions that made 
it easy to work with images. The admin- 
istration of images was better done out- 
side of Scribus. This was because im- 
ages used for multiple documents had 
to be individually placed in each of the 
documents. 

The current version has the new Pic- 
ture Browser, which lets users manage 
the graphics that are used and loads im- 
ported images and photos via mouse 
click. This is especially good for photos 
having a high recycling rate. Users who 
often deal with hand-drawn graphics 
and graphs also have a lot to be happy 
about with Scribus 1.5. The developers 


Figure 4: The Scribus developers also worked on the configuration dia- 
log. It has been reworked but is not very straightforward. 


use more external tools and libraries, 
which in turn makes the handling of 
these types of files easier. The software 
now has better support for vector graph- 
ics, such as those in SVG format, and 
also makes it more intuitive to use 
them. 

The import plugin for vector graphics 
from Adobe Illustrator is not quite fin- 
ished. However, it already shows im- 
pressive performance and handled 
graphics in text very well during test- 
ing. Many other formats such as CGM 
and ORA are celebrating their inclusion 
in Scribus 1.5. 

Visio files from the Microsoft world 
and Corel Draw files are also now part 
of the portfolio of formats being sup- 
ported. A library from the Document 
Liberation project serves as the techni- 
cal foundation. The program can also 
even administer Vector curves that you 
have created with other programs and 
then exported in dialogs, such as the 
Custom Shapes dialog that handles Pho- 
toshop Custom Shapes (CSH), which 
have been created for this purpose. 

GraphicsMagick serves as the graph- 
ics library and makes sure that Scribus 
can open and edit almost any image 
format imaginable. Cast shadows are 
now also a part of the repertoire. If you 
want to create vector drawings yourself, 
you will find the suitable tool in Scribus 
graphics. Scribus now also supports 
things like the specification of arches 
and spirals. 


ATTACK OF THE CLONES 
The inconspicuous feature Symbol cre- 
ated a sensation during testing. The de- 
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velopers designate an object as а sym- 
bol inside of a document that should 
serve as a template for other objects 
related to this object. 

Once an object has been declared to 
be a symbol (right-click on the item, 
Convert | Symbol), it becomes possible 
to make an arbitrary number of copies 
of the original (select Windows | Sym- 
bols from the top menu to access the 
catalog you create). Modifications to 
the original symbol are automatically 
propagated. Therefore, if you change 
the color of the master, then the color 
in all of the copies will automatically 
change accordingly (Figure 5). 

The Weld function makes it easier to 
handle objects that you would like to 
move but without needing to group 
them. Grouping can lead to loss of 
ability to edit individual objects in a 
group. The Weld function merely cre- 
ates a logical connection among sev- 
eral objects. The objects can then still 
be individually edited. If necessary, 
you can free one of the objects from 
the objects that have been welded to- 
gether. 

The Undo-Redo mechanism has also 
been improved through reworking and 
rewriting. Likewise, the function for 
snapping an object in place, which al- 
lows an object to be placed according 
to the placement of other objects 
rather than merely the presence of grid 
lines, has been improved. 


CHANGES IN THE FORMAT 

Most of the changes described thus far 
are readily apparent when you look at 
the program. Changes have also been 
made under the hood. 

One of these is in the format for doc- 
ument itself. Scribus has been using its 
own XML format by the name of SLA 
for years, but this is not a well-known 
fact among users. However, users have 
become aware that version 1.5 in- 
cludes various changes to the SLA for- 
mat, which have many practical side 
effects. 

The format used for Scribus 1.5 of- 
fers the possibility of directly integrat- 
ing bitmap images. Previously, these 
could only be integrated via links. 
When the file was opened on another 
computer, the images had to be in ex- 
actly the same position in the file sys- 
tem. The alternative was to engage in 
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Figure 5: Symbols define the instance of a par- 
ticular shape. Copies attached to the symbol 
automatically change with the original. 


a long click session, which manually 
corrected the paths to the individual 
images. This process was also depen- 
dent on the user always transferring 
the documents together with the im- 
ages from one place to another. 

The flip side of the many innova- 
tions made to formatting is that the 
documents created with the new ver- 
sion of Scribus are no longer compati- 
ble with those of older versions. How- 
ever, the new Scribus 1.5 can still 
open documents created with older 
Scribus versions. It remains to be seen 
whether the format function will 
change again with version 1.6. 

The developers have promised that 
all of the functions will be kept so that 
documents from version 1.5 can be 
opened. It is not clear that they will be 
successful in meeting this goal. What 
is clear is that Scribus 1.5 is not in- 
tended to be a stable version. 


CONCLUSION 

Scribus 1.5 represents a milestone in 
the development of this program. It 
now offers many more professional 
functions, which is good for the soft- 
ware. The support for tables is ex- 
tremely helpful and means that the ap- 
plication catches up with other tools, 
such as Adobe InDesign. 

The symbols that make it easier to 
update multiple pages of multiple cop- 
ies simultaneously decrease work time 
significantly. The changes to the inter- 
face are not so noticeable in spite of 
the switch from Qt4 to Qt5. Buttons, 
and other elements may look different 
but the basic functions remain the 
same. 

On the other hand, the developers 
have given much thought how to clean 
up the structure of the menus and 
build in additional functions to the in- 
terface. The newly designed dialogs 
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Figure 6: The function for generating QR codes 
is one of the interesting innovations. These 
graphics, which resemble chessboards, are 
now created directly in the DTP application. 


and the installation of a print page 
make it easy to accomplish work. Par- 
ticularly impressive is the attention to 
detail with which Scribus 1.5 had 
worked on various formats for content 
and templates. The software can now 
edit image and vector data with much 
greater mastery than could previous 
versions. 

Because Scribus 1.5 understands 
files from other DTP programs, it has 
now become easier for designers to ex- 
change files with colleagues. There are 
already plugins for the import of 
Adobe InDesign, Pagemaker, Quark 
Xpress, Apple iWorks Pages, Microsoft 
Publisher, and others. Currently, these 
are not yet in perfect condition. 

Scribus 1.5 is appealing and makes 
the user want more; however, it is not 
quite ready for production use. As soon 
as the developers release version 1.6, 
the program will be able to establish it- 
self in the field of DTP programs. Inter- 
esting gimmicks, such as the option for 
generating QR codes (Figure 6), also 
point to greater competitive strength for 
the open source program as compared 
to commercial offerings. « 


INFO 


[1] Le Tigre: http:/www.le-tigre.net 
[2] Scribus: http//www.scribus.net/ 
downloads/unstable-branch/ 


[3] Scribus PPA: https:/launchpad. 
net/~scribus/+archive/ppa 
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Ubuntu 15.10 offers nearly no changes 
to the installation process. But, just in 
case you аге new to Ubuntu, we'll walk 
you through upgrading or installing the 
latest release. 


f you've installed Ubuntu in the 
past, you might notice that, unlike 
its predecessors up to 12.04, 
Ubuntu 15.10 does not fit on one 
CD. As of 12.10 onwards, developers 
also improved the installer, which now 
provides full encryption and Logical 
Volume Manager (LVM). The step in 
13.10 that allowed access to or set up 
of an UbuntuOne account was removed 
in 14.04. Other than these updates, not 
much has changed with the Ubuntu in- 
stallation process. 
Installing Ubuntu 15.10 on your 
computer or virtual machine can be 
done in several ways. Although 
Ubuntu is geared toward novice Linux 
users, installing the system is different 


Welcome 


Espanol 
Esperanto 

Euskara 

Francais 

Gaelige 

Galego 

Hrvatski 

Íslenska 

Italiano 

Kurdi Try Ubuntu 
Latviski 

Lietuvidkal 
Magyar 
Nederlands 
Norsk bokmål 
Norsk nynorsk 
Polski 


shouldn't take too long. 


You may wish to read the relate notes 


Installing Ubuntu 15.10 


INSTALLATION 
PARTY eas 


from a Windows installation. We'll ex- 
plain your options and walk you 
through the steps. 


Wuat's New, Vivi? 

If you're running Ubuntu 15.04, you 
can update to version 15.10 directly. 
However, if you're upgrading from a 
version of Ubuntu earlier than 15.04, 
you will have to update in steps to 
15.04 first and then to 15.10. 

If you decide to go with a clean in- 
stall, try the Live version first to test 
the programs and get used to the Unity 
desktop. Then, you can load the distri- 
bution via the integrated installer on 
your computer. Regardless of what you 
decide, do back up all your important 


Install Ubuntu 


You cantry Ubuntu without making any changes to your computer, directly from this CD. 


Or if you're ready, you can install Ubuntu alongside (or instead of) your current operating system. This 


Figure 1: Choose Try Ubuntu to run a Live instance on your computer without installing anything. 
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files first so nothing gets lost іп the 
process. 


INSERT MEDIA 

The double-sided DVD that comes with 
this issue provides two versions of 
Ubuntu: one for 32-bit and another for 
64-bit computers. To boot from the 
DVD, first have your computer recog- 
nize it as bootable. Often computers 
do this automatically; starting the PC 
with a bootable CD or DVD in the 
drive invokes the corresponding boot- 
loader. If the computer can't find the 
DVD, change the boot order via the 
BIOS. 

To get to the BIOS, start up the com- 
puter and immediately press Esc, Del, 
F2, or F12, depending on your com- 
puter. Then, look for the appropriate 
option to change the boot order and 
move the CD/DVD drive to the top of 
the list. If you're starting Ubuntu from 
a USB stick, move the USB device to 
the top of the boot order. In both 
cases, save the setting and restart the 
computer. 

If your computer is missing a drive, 
use a USB stick. We will assume that 
you already have Ubuntu installed. 
Create the stick by downloading the 
ISO image for Ubuntu 15.10 for the 32- 
bit or 64-bit architecture [1] that your 
installed Ubuntu uses, then load it to 
the USB stick using the Startup Disk 
Creator app in Ubuntu (Figure 2). 

First, delete all previous files on the 
stick, leaving at least 4GB of free 
space. At the top of the Make Startup 
Disk window select the downloaded 
ISO image and at the bottom select the 
USB device to use, then click Make 
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Totryor install Ut 


Source disc image (iso) or CD: 


CD Drive/image. 


от а removable disk, it needs to be set up as a startup disk. 


Capacity FreeSpace 


Erase Disk 


When starting up from this disk, documents and settings will be 


Stored in reserved extra space 
How muck: ( 


Discarded on: 


Figure 2: The Startup Disk Creator in Ubuntu 15.04 copies the Ubuntu 15.10 image onto a USB stick 


vn, unless you save them elsewhere 


Close Make Startup Disk 


with the required free space. Both Ubuntu versions have to use the same 32-bit or 64-bit architecture. 


Startup Disk. Booting from the USB 
stick requires the BIOS setting previ- 
ously mentioned. 
To do a new installation, insert the 
DVD included in this issue into the 
drive with the DVD with the label fac- 
ing up for 64-bit architecture and fac- 
ing down for 32-bit architecture, and 
then turn off the computer. Then, turn 
it back on and immediately hold down 
the Shift key, and you will get to the 
Ubuntu boot menu. Here you can make 
a language selection using the F keys 
to set language, keymap, and boot pa- 
rameters. 

Press F6 (Other Options) on the 
Ubuntu boot menu so that you do not 


land on the Ubuntu desktop. The win- 
dow has a Boot Options line at the bot- 
tom (Figure 3). Enter the boot options 
mentioned here instead of the default 

ones quiet splash. 

The nomodest, radeon.modeset, 
nvidia.modeset = 0 or nouveau.mode- 
set = 0 options help if you have graph- 
ics problems and the screen stays 
black. The acpi=off boot option fixes 
power management problems on older 
computers. 


If you do not want to Install Ubuntu 
right away, you can Try Ubuntu with- 
out installing. In Live mode, Ubuntu 
copies only the necessary programs 
into memory and executes them from 


acpi=off 

noapic 

nolapic 

edd-on 

nodmraid 
nomodeset 

Free software only 


Harb Drives IN UBUNTU 


Ubuntu names device files on hard 
drives according to a particular 
schema: /dev/sda is the first detected 
hard drive, with /dev/sda7 its primary 
partition (/dev/sda2 through /dev/sda4 
are the three other primary partitions). 
The /dev/sda5 device is the first logical 
partition located in the (/dev/sda2 ex- 
tended partition. Windows should al- 
ways be located in the first primary 
partition (/dev/sda 1), and generally 
also in /dev/sda2. If you plug a USB 
stick or external hard drive into the 
USB slot, these external storage de- 
vices are listed as /dev/sdb, with ev- 
erything else following the same 
schema. Using the sudo fdisk -I com- 
mand, you can get an overview of the 
available hard disk and USB memory 
and the partitions and filesystems 
within them. 


there. Booting takes noticeably longer 
than with the installed version, and 
the system as a whole is a bit slower, 
but you can test Ubuntu 15.10 with lit- 
tle risk. Also, look at the bundled ap- 
plications to see whether Ubuntu sup- 
ports your hardware (printers, scan- 
ners, wireless, and graphics cards). 

Ubuntu 15.10 loads only the 3D ver- 
sion of the Unity desktop and uses LL- 
VMpipe for slower machines, creating 
sluggish responses on some older com- 
puters (cause for a recommended 
desktop replacement). 


The Ubuntu installer opens in a win- 
dow as shown in Figure 4. First, 
choose a language. The next window 


th some graphics and wii hardware Some of this 
documersation 


Gack 


Figure 4: The installer provides options, among other things, to prepare for 
MP3 support and for downloading updates. 


Figure 3: If booting doesn't work, you can adjust the boot option in the 
Ubuntu boot menu. 
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WINDOWS AND UBUNTU 


Windows likes to save its files across the entire hard disk. By defragging the Win- 
dows partition, you arrange the scattered file fragments in a contiguous region. You 
can then shrink the partition without destroying any installed programs. In Win- 
dows 7, you can start the defragging with Start| Programs | Accessories | System 
Tools. In Windows 8, use the search option to look for the defrag program. If you 
freshly installed Windows, a program called chkdisk routinely looks for damages to 
the partition, and then Windows can boot normally. 


After defragging, you can begin shrinking the Windows partition. At the bottom of 
the Start menu, type hard and click Create and format hard drive partition. Window 
XP and Vista have similar functions. 


Next, select the Windows partition you want to shrink. Right-click and choose 
Shrink Volume, enter a desired value in the Total size after shrink in MB field and 
click Shrink, and restart Windows. 


In any case, after you install Ubuntu and restart Windows, Windows resorts to chk- 
diskto check for possible damages. The system then restarts the computer again 
before starting up normally. Wubi [2], the tool to install Ubuntu on Windows, is in- 
cluded with Ubuntu 15.10, and you will be able to use it up to Windows 7. Wubi 
only works with Windows 8 if the machine uses the old BIOS firmware and the hy- 
brid sleep option is disabled. 

Installing Windows after Ubuntu is so complicated that we don't recommend you 
do it. But, if you do plan to do so, choose creating a manual partition in the Ubuntu 
installer (as described in the "DIY Ubuntu" box) while reserving an empty /dev/ 
ѕаа1 partition for Windows. 


checks whether your computer meets 
the installation requirements, which is 
at least 5.9GB available drive space, 
plugged in (important for laptop and 
netbook installations), and preferably 
connected to the Internet. 

In this window, you can set two 
check marks. If you mark Download 
updates while installing, Ubuntu uses 
the idle time during installation to 
download patches and security up- 
dates from the Internet, but doesn't in- 
stall them yet. 

Checking Install this third-party soft- 
ware loads during Ubuntu installation 


—————— 


different selection. 
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Figure 5: Choose to erase the entire disk for the Ubuntu install, or make a 


a few important codecs and plugins for 
your system. These codecs and plugins 
will allow you to play MP3 files on 
your player and see flash content in 
your browser. 
These two options can always be set 
later, so, for now, Next takes you to 
the next window. 
If a wired connection exists to the 
network and Ubuntu recognizes your 
wireless card, the next window dis- 
plays the discovered access points. 
Using the correct password, you can 
connect to the access point. If no 
choices are available, there may be a 


XII 


= 


Choose a security key: 


problem with your wireless hardware. 
For now, you can use a wired connec- 
tion instead. 


Choices, CHOICES 

A new window then appears that was 
introduced in Ubuntu 12.10. If Ubuntu 
doesn’t find another operating system 
installed, it provides the options, as be- 
fore, to Erase disk and install Ubuntu 
or to do Something else (Figure 5). 

As of 12.10, there are two additional 
options: Encrypt the new Ubuntu in- 
stallation for security and Use LVM 
with the new Ubuntu installation. If 
you encrypt Ubuntu, the performance 
is a bit less than optimal, although it 
secures data against theft. Note that 
you can always encrypt your home di- 
rectory later. 

If you have another resident operat- 
ing system, such as Windows 8, the 
option Install Ubuntu alongside Win- 
dows 8 appears on the screen, which 
you can invoke using Continue. In this 
case, the options for encryption and 
LVM are grayed out and not available. 
If you have an older Ubuntu version, 
additional options appear in the in- 
staller window. 


UguNru FLyinG SoLo 

Installing Ubuntu by itself takes up the 
entire hard disk and writes all files 
into the /dev/sdal primary partition. 
Also, the Ubuntu install creates the / 
dev/sda2 extended partition and, 
within it, the /dev/sdaS logical parti- 
tion that houses the swap area (see the 
*Hard Drives in Ubuntu" box). The 
swap area includes the swap file that 
takes over when working memory is 
overloaded, although writing to the 


Figure 6: If you use the complete encryption that Ubuntu provides as an 
option, be sure to use a secure password [security key) and keep it in a safe 
place so as not to lose it. 
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swap area is noticeably slower than di- 
rect access to main memory. 


UBUNTU NEIGHBORS 

Windows often takes up the entire 
hard drive instead. If you want to in- 
stall Ubuntu alongside Windows, you 
must shrink the Windows partition 
and completely defrag it, as described 
in the "Windows and Ubuntu" box. 
Ubuntu 15.10 then invokes the GRUB 2 
bootloader, which boots both systems 
and can handle new computers sup- 
porting secure boot. 


INSTALL Now 

If you opted for self-partitioning, click 
Install Now. To set up complete encryp- 
tion, Ubuntu asks for a security key. Se- 
lect the most secure one possible (Fig- 
ure 6). Ubuntu then asks about your lo- 


REVIVAL 


To revive an installed Ubuntu, boot up Live mode on the 
DVD in this issue by choosing the Try Ubuntu without in- 
stalling option. Be sure that the Live and installed ver- 
sions are the same architecture. Then, invoke a terminal 
and execute the following commands. Substitute for /dev/ 
sda6 entry the specific partition in which the root direc- 
tory (/ of the installed Ubuntu is located. 


$ sudo mount /dev/sda6 /mnt 

$ sudo mount -o bind /dev /mnt/dev 

$ sudo mount -o bind /sys /mnt/sys 

$ sudo mount -t proc /proc /mnt/proc 

$ sudo chroot /mnt 

$ grub-mkconfig -o /boot/grub/grub.cfg 
$ update-grub2 

$ grub- install /dev/sda 

$ exit 

$ sudo reboot 


Use the chroot command (change root) to mount the in- 
stalled system into your Live system and work with it as if 
you had booted it. Now you can set up a new GRUB 2. 


DIY UBUNTU 


cation (Where are уои?, to get the time 
zone), Keyboard layout, name, user- 
name, and password (Who are you?). 
The latter dialog also asks whether you 
want to Require my password to log in 
or Log in automatically, with an addi- 
tional option to Encrypt my home 
folder. Ubuntu uses EcryptFS for this. 

The following screens are for select- 
ing your timezone, keyboard and set- 
ting your username and password. 

If you have a supported Ubuntu web- 
cams, the installer suggests that you 
take an image of yourself to comple- 
ment your profile. Ubuntu 15.10 can 
also import profiles from other installed 
operating systems, including not only 
browser and email files but also screen 
backgrounds and documents. 

During the install process, you can 
view a slideshow that presents the new 
features in 
Ubuntu. Installa- 
tion can take a 
while, depending 
on your system, 
and it ends with a 
prompt to Restart 
Now. Remove the 
CD/DVD and press 
Enter so that the 
computer reboots. 
If you activated 
system encryp- 
tion, enter the 
password before 
booting up. 


UPDATING 
UBUNTU 

If you have 
Ubuntu 14.04 in- 
stalled, first con- 
sider whether you 


want to upgrade at all. Version 14.04 is 
a LTS version, so it will still be sup- 
ported until 2019. If you have an ear- 
lier version of Ubuntu, you will have 
to upgrade to the intermediate ver- 
sions first. Before beginning, turning 
off the external repositories and PPAs 
makes sense. Use the Software Center 
Edit | Software Sources function and 
remove the checkmarks on the Other 
Software tab. 

Next press Alt F2 and enter up- 
date-manager -d. In the empty window 
of the update manager, an Upgrade 
button shows at the top. During the 
upgrade, the installer asks whether 
you want to keep or replace a specific 
configuration file; choose to replace if 
you haven't made any changes. Be- 
cause Ubuntu is downloading many 
packages and replacing them, make 
sure your computer is plugged in to 
stay charged. 


BOOTLOADER FAILURES 

Occasionally, the bootloader doesn't 
appear after an Ubuntu installation, or 
you can boot only one system. Loading 
Windows after installing Ubuntu often 
leads to a bootloader failure. Refer to 
the "Revival" box for commands you 
will want to enter in a terminal win- 
dow. These commands install the 
GRUB 2 bootloader with help from a 
Live system so that GRUB correctly 
identifies all systems. e 


INFO 
[1] Download Ubuntu 15.04: http:// 
releases.ubuntu.com/vivid/ 


[2] WubiGuide: https:/wiki.ubuntu. 
com/WubiGuide 


If you want to maintain some control over the installation, 
you can select the Something else option, although this 
process requires some knowledge of the Ubuntu hard 
drive structure (see the “Hard Drives in Ubuntu” box). Ide- 
ally, you would place at least two logical partitions for 
Ubuntu on an empty hard drive: a swap partition (/dev/ 
sda) and a partition for the root directory that is at least 
4.9GB (/dev/sda6). 

Optionally, add an extra partition for the /home directory 
(/dev/sda7) that gives you enough space for all your files. 
This partitioning has the advantage that you can install 
Ubuntu again later without losing your user data. Add the 
new partitions using Add. For the /and /home directories, 
selecting the Ext4 filesystem is best. 
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Figure 7: Installation can take a while, but it is painless and can generally be 
left to its own devices. 
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With NetworkManager, you can access 
the Internet during the Ubuntu 
installation process. The first step is to 
download updates to make your system 
more secure. 


Software Updater 


Installing updates... 


Preparing configuration of webbrowser-app 
» Details 


Figure 1: If Ubuntu updates are out there, you'll 
find out by invoking the "Software Updater” pro- 
gram. 


Software Updater 
Updated software is available for this 
computer. Do you want to Install it now? 

» Details of updates 

Install Download. 


MA Browser зама 
E B cheese webcam Booth ene 


18 Contacts 1928 

El iz: Document Viewer EM 

ES ries EI 

E @ Firefox web Browser ET 

Él ^ Font Viewer мав 
> Technical description. 


119.8 MB will be downloaded. 


Remind Me Later install Now. 


Settings. 


Figure 2: Ubuntu shows details on what updates 
are waiting in the queue. 
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NetworkManager and system updates 


ACTIVE TRAFFIC 


BY KRISTIAN KISSLING 


fter the official release of a distri- 

bution, the developers continue 

to iron out bugs with various 

patches, and they continue to 
minimize security vulnerabilities during 
the entire support period of the operating 
system. Ubuntu 15.10, for example, will 
be supported for the next 9 months. If you 
install the distribution a few weeks after 
its official release, updates are already 
available. 

To look for updates, call up the Software 
Updater program (Figure 1), which dis- 
plays a list of installable patches. Clicking 
Install Now downloads the patches onto 
your computer (Figure 2). Restart the sys- 
tem to apply the patches. If no updates are 
available, you will see The software on this 
computer is up to date (Figure 3). 

Bug fixes help keep your system safe 
and secure. With a few exceptions, such 
as Firefox and Thunderbird, newer ver- 
sions of installed programs are updated 
with the next Ubuntu version. Within the 
support cycle of Ubuntu 15.10, only Back- 
ports and PPAs [1] can be applied to a 
new version. Backports are special reposi- 
tories that provide newer versions of some 
software [2]. 


CHICKEN AND EGG 
To get updates for Ubuntu 15.10, you must 
have access to the Internet. The Network- 
Manager helps you set up that access dur- 
ing the installation. If you're not cabled 
in, the installer presents a window listing 
the neighboring wireless networks and 
asks you to connect to one, which is when 
installation begins in earnest. 

To bypass this step, install Ubuntu with- 
out Internet access, and then later set it up 


Software Updater 


© The software on this computer is up to date. 


Settings. 


Ce 


Figure 3: No updates are needed and you are 
good to go. 


through the NetworkManager, which is 
represented by a small icon at the top right 
of the screen. If you're using a wireless 
card, you will see a wave-shaped icon and, 
if the system is connected, the icon reflects 
the quality of the connection. Since 
Ubuntu 12.10, connecting to the Internet 
even before signing onto the desktop is 
possible. 


WIRELESS PROBLEMS 

Not all wireless cards work flawlessly with 
Ubuntu. Before you install Ubuntu on your 
computer, use the Live version to test 
whether Ubuntu recognizes your wireless 
chip. Boot into Live mode and try to con- 
nect to one of the wireless networks dis- 
played. If connecting fails or no access 
points are showing, check the hardware 
switch on the computer itself. 

If you run into problems configuring 
wireless cards, DSL modems, or UMTS 
sticks because NetworkManager doesn’t 
recognize them, temporarily connecting 
the computer with a network cable to a 
switch or router usually works. 

Hardware is a frequent source of wire- 
less problems. On many notebooks, a but- 
ton turns on the wireless card, whereas on 
others, a special key combination (e.g., 
Fn+F5) or a single F keystroke works. Test 
to see whether the WLAN has been deacti- 
vated by mistake. 

To enable access for DSL, UMTS, and so 
on, click in the upper right on the Net- 
workManager icon and choose Edit connec- 
tions. Through Connection information, 
you can find out whether the access point 
provided you an address via DHCP (Figure 
4). DHCP (Dynamic Host Configuration 
Protocol) is the service that automatically 
assigns you an IP address in the local net. 
Most routers provide DHCP addresses by 
default. 


ETHERNET 

Wireless routers usually have inputs for 
network cables. If the router assigns IP ad- 
dresses with DHCP, which it usually does, 
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Connection Information 


Ө Active Network Connections 
УЛАМ 68 (default) 


General 

Interface: 802.11 WiFi (wlanO) 
Hardware Address: 00:13:02:В0:ВА:26 
Driver: 

Speed: 54 Mb/s 

Security: WEP 


IPv4 

IP Address: 192.168.1.38 
Broadcast Address: 192.168.1.255 
Subnet Mask: 255.255.255.0 
Default Route: 192.168.1.1 
Primary DNS: 80.58.61.250 
Secondary DNS: 80.58.61.254 


IPv6 


Close 


Figure 4: Connection Information provides some 
helpful connectivity facts. 


NetworkManager automatically connects 
after you plug in the network cable. Rarely 
does this not work, but if that is the case, 
you must assign an IP address and domain 
name manually. 


WIRELESS NETWORKS 

So that Ubuntu can set up your wireless 
card properly, the kernel needs to find a 
suitable driver for the card. Then, it's as 
easy as clicking the NetworkManager to 
obtain the neighboring networks (Figure 
5). Select the name of the wireless net- 
work and log in with your passcode. 

To avoid mistyping the password, make 
the password visible. Ubuntu automati- 
cally detects the encryption type (WEP or 
WPA) the access point uses. After a suc- 
cessful network authentication, your wire- 
less card provides you with a valid IP ad- 
dress via DHCP. 

Setting up your smartphone (Android or 
iPhone) as an access point, which is called 
tethering, also works. NetworkManager 
treats the tethered smartphone as a normal 
access point and connects to it. Smart- 
phones use the Universal Mobile Telecom- 
munications System (UMTS) to get to the 
Internet, which is a good solution when 
you are on the move. Don't forget, how- 
ever, to secure the access point on your 
mobile phone with a good password and 
deactivate it when you are done. 

If the kernel doesn't provide a driver for 
your wireless card, a proprietary driver is 
usually available. To test this, press the 
Windows key and open the Software Repos- 
itories program. If the Additional Drivers 
tab lists the driver for your card, click Acti- 
vate so that the wizard can download the 
corresponding software for the card. 


4) 2147 3 


= WLAN_68 
Disconnect 


+» Airport. 
CamposAbogados 
FB7270 
FISCAL 
MOVISTAR_17CB 
More networks 


Connect to Hidden Wi-Fi Network... 
Create New Wi-Fi Network... 


VPN Connections 


~ Enable Networking 
“~ Enable wi- 


Connection Information 

Edit Connections... 
Figure 5: NetworkManager displays the neigh- 
boring access points, which is generally the first 
choice when accessing the Internet. 


If both steps don't work, search online 
for Ubuntu 15.10 (YOUR WIRELESS CHIP]. 
To find out what your built-in wireless chip 
is called, press Ctrl+Alt+T to open a termi- 
nal and enter: 


$ lspci | grep *Network" 


For a USB device, use the following com- 
mand to find the chip's ID number: 


$ lsusb 


An Ubuntu help page [3] lists the wireless 
card and its degree of support in Ubuntu 
and its derivatives. Setting up an unsup- 
ported wireless cards can be complicated 
on occasion, and other times a simple shell 
command can activate a card. In some situ- 
ations, programs such as Ndiswrapper 
allow use of the card's Windows driver 
with Ubuntu [4]. 


UMTS Carns AND DSL Моремѕ 
Using NetworkManager, you can also set 
up UMTS cards and chips, as well as DSL 
modems. Of course, the system must recog- 
nize the hardware; otherwise, the tabs are 
grayed out. Once Ubuntu identifies a UMTS 
card, insert the card into the USB slot, 
enter the PIN, and configure it using Net- 
workManager. 

DSL modems are also candidates for 
NetworkManager. Click Edit Connections 
and choose Add on the DSL tab, connect 
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the DSL modem to the phone jack and 
your computer via cable to the modem, 
and apply the access credentials from your 
Internet service provider. These will go on 
the DSL dialog. 

Usually you will find a long line of text 
among the data, including the @ character. 
The part before the @ is your username, 
and the part after it is the service name. 
Then, enter the passcode and change to 
the Wired tab, where you enter the MAC 
address of your network card connected to 
your DSL modem. The name is usually 
eth0. After you determine the address, 
open a terminal and enter: 


$ /sbin/ifconfig | grep Hardware 


The MAC address consists of six two-char- 
acter sections separated by colons. Enter 
the MAC address in the field for the DSL 
configuration. 


VPN Connections 

If you want to surf securely on the Internet 
through a tunnel, use a virtual private net- 
work (VPN) solution such as OpenVPN, 
which NetworkManager also supports. De- 
tails on OpenVPN and how it works with 
Ubuntu are in an article in Ubuntu User 
issue 13, page 58-59. 


TROUBLESHOOTING 

If the DSL or UMTS modem is still giving 
you problems despite the correct driver, 
NetworkManager may have a bug. One so- 
lution is to install a recent version of the 
software by integrating a PPA. This pack- 
age often provides a newer version than 
the one normally used by Ubuntu. Often 
you can solve network problems by im- 
porting all updates for your release and re- 
starting the computer, e 


INFO 


[1] Packaging/PPA: https:/help. 
launchpad.net/Packaging/PPA 

[2] UbuntuBackports: https:/help. 
ubuntu.com/community/ 
UbuntuBackports 

[3] WifiDocs/WirelessCardsSup- 
ported: https:/help.ubuntu.com/ 
community/WifiDocs/ 
WirelessCardsSupported 

[4] WifiDocs/Driver/Ndiswrapper: 
hittps:/help.ubuntu.com/ 
community/WifiDocs/Driver/ 
Ndiswrapper 

[5] Using OpenVPN Under Ubuntu: 
http;/www.ubuntu-user.com/ 
Magazine/Archive/2012/13/ 
Using-OpenVPN-Under-Ubuntu 
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Ubuntu Software Center lets you 
install just about anything, including 
free software, purchased apps, and 
games. 


(9 Our star apps 
Come and explore ou favourites 


Figure 1: Software Center encourages you to 
browse. 


Software management in Ubuntu 15.10 


TODAY'S 


buntu includes the convenient Soft- 

ware Center, which provides central- 

ized software management and al- 

lows you to search for new software 
and install it with a mouse click. With an 
Ubuntu One account, you can purchase soft- 
ware with a credit card. 

The Debian packages (that end in .deb) 
that Software Center offers are actually ar- 
chive files containing libraries, configuration 
files, and executable programs. If you install 
the Firefox package, for example, the package 
manager distributes the necessary files to the 
correct places in the filesystem for you. Often 
there are dependencies, which means that in- 
stalling program A requires that you have 
program B also installed. 

The package manager identifies the depen- 
dent packages automatically during installa- 
tion and loads them onto your computer. Usu- 
ally, you will notice the dependencies when 
you try to install a single Debian package over 
the Internet. The package you are looking for, 
such as a video codec, may be missing in the 
Software Center. In this case, you can find the 
package in external repositories created by the 
software's users or developers. The reposito- 
ries contain the software as well as the pack- 
ages on which they depend. (See the “What 
Are Repositories?” section.) 


PACKAGE MANAGER IN ACTION 

Getting to repositories 
and installing soft- 
ware is often faster 
from the command 
line. The “Quick 
sources” section goes 
into greater detail. 
First, let's look at 


=... 
eol 


managing packages 
using Ubuntu’s Soft- 
ware Center. To ac- 
cess the Software 
Center, press the 


Figure 2: Clicking a category on the left opens up other subcategories. 
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Super key [1] and en- 
tering softw. The start 
page (Figure 1) fea- 


BY KRISTIAN KISSLING 


tures a few What’s New and Top Rated appli- 
cations. Clicking More on the far right gives 
you additional choices. 

If you click Turn On Recommendations at the 
bottom, Ubuntu suggests opening a user ac- 
count at Ubuntu One. Then your computer reg- 
ularly sends lists of software you’ve installed to 
Canonical and the company returns a list of 
recommended software that might interest you. 
These recommendations appear on the start 
page and can be deactivated with View | Tum 
Off Recommendations in the global menu. In 
the meantime, you can purchase programs 
using your Ubuntu One account. 

Use the arrow icons in the upper left to return 
to the start window. Starting with the release of 
Ubuntu 12.10, Ubuntu developers have placed 
ads for free and commercial software from the 
Software Center across the broad surface of the 
screen under the heading Our Favorites. 

The left side of the Software Center screen 
organizes the applications by category. Click- 
ing a category opens subcategories (Figure 2). 
All other controls are at the top of the package 
management window. The All Software menu 
lists all the software in all the available reposi- 
tories. If you click the little white triangle next 
to the menu item (Figure 3), you'll find the 
entries Provided by Ubuntu (mostly free soft- 
ware), Canonical Partners (free and commer- 
cial software without source code, such as 
Skype and Flash), and For Purchase (commer- 
cial software, including many games). 

Clicking Installed on the menu bar at the top 
displays only the installed applications, sorted 


by category. Click the 
to view the packages 
the far right is the Hist 


little triangle to the right 
rom a single source. At 
‘ory menu item that tells 


you which software you downloaded. Check 


here if an upgrade sud 


denly isn't working. 


Downgrading, unfortunately, doesn't work in 
Software Center. To do that, you must install 
the Synaptic Package Manager and specify an 
earlier Version in the Properties. 

If you already know the name of the soft- 
ware, search for it in the search field at the 
upper right. Results come from the repository 
that you use for All Applications. Next to the 
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Ubuntu Software Center 200 


Accessories What's New Mora | 
| | 
Books а Magazines P.S, Notes, Tiny Puzzle Garden 
| 05$ 2.99 US$ 2.9 | 
Education 
Fonts Ubuntu User Issue 14 The Odyssey HD 
Games rocks eMagazines Role-Playing 
Graphics : e Perey 
Internet 
Aute Mouse Click Booster 
оке Universal Access Internet 
Science & Engineering US$ 10,00 ****ї (9 
Free 
Sound 6 Video 
Mini Minecraft Launcher 
System 
Themes & Tweaks 6) 
Universal Access 


Figure 3: Clicking the little white arrow next to “All Software” shows you the reposito- 
ries available. 


software names are the ratings in the form of stars. Once you select a package, 
the More Info and Install buttons appear. The first button leads to a detailed de- 
scription of the program, often showing a screenshot (Figure 4). 


7 


Ubuntu Software Center o 


Texmaker 
LaTeXdevelopment environment 
m MX) xc 
Free Install 


Texmakerls a clean, highly configurable LaTeX 
editor with good hot key support and extensive. 
LaTeX documentation. Texmaker integrates many 
tools needed to develop documents with LaTeX in 
Just one application, It has some nice features such 
as syntax highlighting, insertion of 370 
mathematical symbols with only one click, and 
"structure view" of the document for easier 
navigation. 


Developer Web Site 
Version  texmaker 3.4-1 
Totalsize 614.6 МВ to download, 938.2 MB when installed 
License Opensource 
Updates Canonical does not provide updates For Texmaker. Some updates may be provided by 
the Ubuntu community. 
Reviews English Е Most helpfulfirst v 


Figure 4: Once you choose an installable package, you'll get further information on it: 
ratings, screenshots, descriptive text, and more. 
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Look under the Add-ons section to see software that 
could enhance the program. Here People also installed dis- 
plays other programs to consider. You can also filter reviews 
by language is. Finally, click the Install button to install the 
program. Once installed, you can click the Write your own 
review link to evaluate the software. This requires a Launch- 
pad account [1]. 

The search won't find all programs. Software Center 
hides libraries, developer files, and even programs without 
graphical interfaces, such as the mplayer command inter- 
face. To install these programs, choose Show [some number] 
technical items at the bottom of the window (it is nearly in- 
visible, being dark grey on black) or enter the full name of 
the software in the search field (Figure 5). 

The Software Center global menu includes other interest- 
ing options. In the File menu, you can choose Reinstall Previ- 
ous Purchases or Sync Between Computers to move your 
package selections to other computers over the Ubuntu One 
cloud service. Also, you can use Edit | Software Sources to 
add other repositories. If you don't want to display new ap- 
plications automatically in the Launcher, unmark the New 
Applications in Launcher checkbox in the View menu. 


WHAT Аве REPOSITORIES? 

Software Center gives you access to thousands of packages, 
but the one you want may be missing or only in an older 
version. This is where external repositories and the PPAs 
help. The Opera repository [3] is one of the external reposi- 
tories and provides the Opera web browser that is missing 
from Ubuntu's standard repositories. The VirtualBox project 
[4] also provides the proprietary version of its own software, 
which supports the virtual USB 2.0 ports and Remote Desk- 
top Protocol (RDP), from its own repository. 

Personal Package Archives (PPAs) are special versions of 
external repositories that you can only find on Ubuntu's 
Launchpad. When experienced Ubuntu users or developers 
create Debian packages out of their favorite software, they 
frequently offer them in their personal package archive on 
Launchpad. Using a search function [5], you can peruse 
the platform for new versions of current software with 
great success. 


COMPLEMENTING PACKAGE SOURCES 

In Software Center, you can download from external reposi- 
tories using Edit | Software Sources. To use the Opera proj- 
ect’s external sources, for example, click Other Software and 
Add, then enter deb http://deb.opera.com/opera/ stable 
non-free. This address wasn’t invented: Usually, the address 
is the website for the external repository. Click the Add 
Source button to accept the repository (Figure 6). 

External repositories often protect themselves from abuse 
with keys. Every package has a signature verified with a key, 
so that manipulated packages with mismatched signatures 
fall by the wayside. Often you can’t access a package offer- 
ing without a key, but how do you find the key? 


Figure 5: Additional libraries, developer files, and programs are 
listed as technical items. 
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Enter the complete APT line of the repository that you want to 
addas source 


Tie APT ле nchates the type, location and compen of a repestory, tor 
кчт deb Nip) атна ubuntu Corby cy mod. 


Atine | deb ноб opera comjopern| stable rontred 


| сэн Source 


Figure 6: Obtain additional packages from exter- 
nal repositories. 


To import the key for the Opera repository, 
invoke a terminal through Ctrl+Alt+T and 
use the following command: 


$ sudo apt-get update 


The command updates the list of available 
software for Software Center and returns an 
error message. Then, enter the following: 


$ sudo wget -0 - http://deb.opera.com/ 2 
archive.key | sudo apt-key add - 


For other repositories more tied in with 
Ubuntu, you may have to query the Ubuntu 
keyserver: 


$ sudo apt-key adv --recv-keys --keyserver 2 
hkp://keyserver.ubuntu.com:80 B9A06DE3 


In this case, the command downloads the ap- 
propriate key (B2A06DE3) for the developer's 
Launchpad PPA for the Inkscape vector de- 
sign software and integrates it with package 
management. If you can't get to the key- 
server, it may be temporarily overloaded. Re- 
place keyserver.ubuntu.com in the command 
with another keyserver, such as subkeys.pgp. 
net, pgp.mit.edu, or keys.gnupg.net. After the 
sudo apt-get update command, you should be 
able to install the software from the source. 
The new repository might not show up in 
Software Center right away. 


Key OVER TERMINAL 

As seen above, most websites show a simple 
ine that you can copy with Ctrl+C and 
Ctrl+V to the terminal. The line might appear 
as in the following VirtualBox example: 


$ wget -q http://download.virtualbox.org/ 2 
virtualbox/debian/oracle vbox.asc -0 - 2 
| sudo apt-key add - 


The command downloads the key from the 
website (using wget -q {HTTP-LINK}), sends 
it to the console (with -O -), and passes it to 
the sudo apt-key add command. Then, use 
sudo apt-get update to update the package list 
and load up the VirtualBox package. 


INTEGRATING PPAs 

With about 6,000 active PPAs on Launchpad, 
it is easy to get brand new software versions 
with the latest functionalities. Among them 
are exotic programs and (unstable) developer 
versions of system components, such as the 
kernel or NetworkManager. Before compiling 
software from the sources, first use a PPA 
search [4] to see whether there might not be a 
PPA for it. 

The fastest way to integrate PPAs into the 
package manager is through the command 
interface because it saves you the key search. 
Press Ctrl-- Alt-- T to open the terminal and 
enter what usually amounts to three com- 
mand lines, something like the following: 


$ sudo add-apt-repository 2 
ppa:inkscape.dev/stable 

$ sudo apt-get update 

$ sudo apt-get install inkscape 


This happens to mount the PPA for the Ink- 
scape vector drawing solution. For other soft- 
ware, simply replace the parts after ppa: and 
sudo apt-get install. Take the text for the part 
after ppa: from the website (Figure 7). It may 
take a while for the repository to appear in 
Software Center. 


REMOVING SOFTWARE 

To remove software, open Software Center 
again, search for the name of the software, 
and click Remove. The configuration data is 
thereby unaffected. The advantage is that you 
don’t need to reconfigure the software if you 
decide you need it again later. If these rem- 
nants (such as you might find in /etc or /var 


2 “Inkscape Developers” team 


ШИШ о» en мета quedam Aram 


Inkscape Stable 


РРА description 


Overview of published packages 
Latha шы 


directories) were to 
disappear, use the 
command line to re- 
move the package. 


Qu enit stats 


Latest updates 
Visage arcae 
pour 
каму wets ep 
Seco bat 


* | Quick Sources 
The Software Center 


d 


Adding this PPA to your system oh statistics a is a graphical inter- 
ride 
— oS face for apt, the Ad- 
M С 
vanced Packaging 
——— Door Tool, which manages 
d the list of software in 


the repositories in 


Figure 7: In this PPA, you'll find the current packages for Vivid Vervet to 


install the Inkscape design application. 
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the background. As 
already noted, you 


can also run apt over the command line; 
many experienced Ubuntu users prefer this 
method because the commands work with 
any Ubuntu derivative. Here are four impor- 
tant commands: 


$ sudo apt-get update 

$ sudo apt-cache search 2 
(--names-only) inkscape 

$ sudo apt-get install inkscape 

$ sudo apt-get remove (--purge) inkscape 


The first command brings the package list 
up to date, an important thing considering 
how quickly program versions change. The 
next line searches for a package whose 
name or description includes the term ink- 
scape. Add the -names-only option (without 
the parentheses) to search for the package 
name only if too many hits are returned. 
The third line installs the package, and the 
fourth line removes it. 

You can use the optional --purge option to 
purge the configuration files in the home di- 
rectory along with the package down to the 
local configuration that you have to remove 
yourself. 

To remove all the packages installed 
through a PPA, either use Software Center 
and choose the PPA next to Installed, or stay 
on the command line, install the ppa-purge 
package, and use the following command 
(for the Inkscape example): 


$ sudo ppa-purge ppa:inkscape/stable 


SINGLE CONSIGNMENTS 

Finally, there are some websites that pro- 
vide single Debian packages to download. 
To install the software, double-click the DEB 
package. Ubuntu then calls Software Center 
and recommends installing the package. 
Once you click OK, the package appears to- 
gether with a screenshot and description in 
Software Center. Finally, download the 
package with Install. e 


INFO 


[1] Meta, super, and hyper keys?: 
http://askubuntu.com/questions/ 
19558/what-are-the-meta-super- 
and- hyper-keys 


[2] Ubuntu's Launchpad platform: 
https;/launchpad.net 

[3] Opera repository: http;/deb. 
opera.com/ 

[4] VirtualBox project: http://www. 
virtualbox.org/wiki/Linux Down- 
loads 

[5] PPAs in Launchpad: https:/ 


launchpad.net/ubuntu/+ppas 
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You can watch movies, play music and 
place calls over the Internet with ease 
with Ubuntu. You just have to load the 
right software packages onto your 
computer. We present some of our 
favorite multimedia apps. 


Multimedia components and proprietary programs 


THATS 


ENTERTAINMENT 


BY TIM SCHURMANN, MARCEL HILZINGER 


laying movies and music, ripping 
DVDs, and making Skype calls - 
that’s all possible with Ubuntu. Al- 
though the Ubuntu installer already 
provides basic “third-party” multimedia 
codecs, these options might not fulfill ev- 
eryone’s wishes. At least, the distribution 
loads the legitimate MP3 codec from Flu- 
endo onto the computer through the 
ubuntu-restricted-addons package, along 
with components for the GStreamer frame- 
work (plugins-ugly, plugins-bad, ffmpeg) 
and a Flash plugin installer from Adobe. 
As a result, you can play MP3 files, burn 
audio CDs, and view more than 90 movie 
formats right after installation. However, 
the installed package is not compliant with 
the ubuntu-restricted-extras package that 
you should install after the installation. It 
provides additional codecs for GStreamer, 
some typical Microsoft fonts (that you need 


tery 
Delay queve 
мак 
О radio. 

meu 
Qubrerm 
Playtists 
Q my Top Rated 
Recently Added 


to sign an EULA for first) and the UnRAR 
unpacker. You'll also need to install the 
LAME library so that you can create and 
play MP3 files from audio CDs. 


GSTREAMER 

Generally, numerous programs in Ubuntu 
play music and movies, but there are some 
standard apps. Rhythmbox (Figure 1) is the 
preinstalled app for playing music. You can 
use the software to convert CDs to MP3 
format, although RipperX [1] is much bet- 
ter suited for this. Totem, on the other 
hand, is the default video player. 

This very simple player uses the 
GStreamer format. The drop-down menu 
used to access the videos and podcasts 
from YouTube and the BBC in the past is 
missing in the current version (Figure 2). 
Many users, however, also install VLC, the 
multimedia player that plays everything, 


Display 


Q Recently Played 
Dvisal Effects 


+-4 2 Requesting cover for Music From The OC Mix 4, 


Figure 1: Rhythmbox plays not only MP3s but also radio stations, and it provides integrated music 


shops. Better software exists for converting from audio CDs. 
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Figure 2: Totem is becoming more and more minimalistic with every version. 
If you need more control over your media, VLC is a better option. 


provides more features than Totem, and 
can be extended easily through modules. 
You can find these modules in the Software 
Center if you search for vic-plugin-. 

Brasero is still used as a CD burner, and 
it provides an integrated cover editor. Al- 
though Brasero does not do Blu-ray record- 
ing, K3B, available in the Software Center, 
does, although it will involve some system 
tweaking. Apart from K3B, you will have to 
install a special PPA, which substitutes 
wodim, the default underlying disk-burning 
software, for cdrecord, a software that can 
handle Blu-ray disks. There are full instruc- 
tions for doing this online [2]. 

Running in the background for the previ- 
ously mentioned programs is GStreamer, a 
modular multimedia framework that's avail- 
able to many audio and video apps. Many 
programs don't need to support special co- 
decs, because GStreamer provides the play- 
back capability. To play an MP3 file, 
Rhythmbox hands over the task to 
GStreamer, which rummages through its re- 
sources for a plugin to handle the MP3 for- 
mat. Using the contained codecs, GStreamer 
converts the files into audible material (Fig- 
ure 3). To teach Totem and Rhythmbox new 
data formats, often you can just install a 
matching GStreamer plugin. 


DANGEROUS LIAISONS 
Although you can use these "limited extras" 
for multimedia formats, you can't watch en- 
crypted DVDs - which covers just about all 
commercial DVDs... Well, you can but you 
have to bypass the Content Scrambling Sys- 
tem (CSS). This requires libdvdcss2, pro- 
vided by the VideoLan [3], but this is con- 
sidered a legal gray area in many countries. 
Use of this software is often banned because 
it cancels the CSS playback protection and 
is therefore considered to violate the "effec- 
tive copy protection mechanism." 

In some countries, you can resort to two 
commercial Linux programs for legal play- 
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back: LinDVD from 
Corel [4] and the 
Fluendo DVD player 
[5], whose develop- 
ers also participate 
in GStreamer. You 
can find the latter 
in the For Purchase 
repository. 

Until recently, 
you could turn to 
the Medibuntu re- 
pository. It used to 
house - apart from 
MPlayer and Men- 
coder - another 
codec packages that 
you needed to play 
and edit movies in all formats. Medibuntu 
since has been closed and all its packages 
have been moved to the main repositories 
(except for libdvdcss mentioned above). 


PARTNERS AND SHOPPING SOURCES 
Some proprietary applications like Skype 
and VMware View Client aren't offered in 
the Ubuntu's standard repositories. Al- 
though these programs might be free (as in 
beer), they're often under proprietary li- 


censes and are not provided with open 
sources. 

These third-party apps can often be 
found in the Canonical Partners repository 
that you must first activate. In Software 
Center, select Edit | Software Sources, click 
the Other Software tab, then activate the 
Canonical Partners entry. Again, it might 
take a while before the sources appear in 
Software Center. 

The For Purchase repository contains 
mainly software that you can purchase 
through Software Center - among which 
is this magazine in various language edi- 
tions. Developers usually release the con- 
tent of these sources on their release date. 
When you select the software and click 
Purchase, Software Center links to the 
Launchpad login page. You can log in to 
(or register at) the Ubuntu One service 
and pay via credit card. Apart from official 
DVD players, you'll also find nifty games 
such as Family Farm (Figure 4), Oil Rush, 
and World of Goo. 

The same payment plan applies to the 
repository named Independent. There, 
you'll find mainly apps of external devel- 
opers that put some minimal time into 
Ubuntu. Some of them are quite useful, 


Rhythmbox 


Speaker 


(tg. 


GStreamer [E A 
MP3 Plugin | 


Figure 3: Rhythmbox and Totem rely on the GStreamer framework that provides the necessary plugins 


with new codecs. 


Figure 4: Running under Ubuntu, you'll find not only 1990s-style graphics but also visually appealing 
games, such as Family Farm. 
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however, because they're meant to handle 
smaller tasks. 


ADOBE PRODUCTS 

Loading the flashplugin-installer package 
on the computer brings in the latest Flash 
versions direct from the Adobe website. 
You might have installed Adobe's PDF 
Reader from the partner repository in the 
past. However, you will only need it if 
Ubuntu's Evince built-in PDF viewer has a 
break down opening a file - which does 
happen in rare cases with PDF files with 
3D content or very complicated graphics 
with many levels. For security reasons, you 
should avoid using Adobe Reader. 


SKYPE AND GOOGLE VIDEO 

Even the new version 4 of Skype is in the 
Canonical Partners repository. Apart from 
videotelephony, it also provides desktop 
sharing: To make collaboration easier, 
your conversational partner can peek at 
your desktop. Thanks to the new version, 
the image quality of Skype for Linux is 
gradually matching that of the Windows 
client. Be aware, though, that Skype is one 
of the pieces of software that most spies 
on your communications. If you value 
your privacy, don't use it. 

As an alternative to Skype, check out 
Google's Hangout video platform, which 
also allows calls among multiple partici- 
pants (Figure 5). You will need a Google 
account, so register at the Google website 
and then go to the left at the top of the 
Google- profile. 

In the right-hand column, select Start 
Hangout and install a video plugin for 
your system. You can simply download the 
corresponding DEB package and double- 
click the file manager. 

Again, Google Hangouts are also suspect 
when it comes to user privacy. An experi- 
mental, but very secure and private alter- 
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Figure 5: Like Skype, Google Hangout provides video chat capability. 


native is Tox [6], a new, free, and open pro- 
tocol that implements peer-to-peer en- 
crypted live communication, including 
audio and video chats (Figure 6). Your best 
bet is to download the Tox client [7]. Then, 
you just have to decompress it, and it is 
ready to use. 


GOOGLE EARTH 

Those who enjoy using Google Earth [8] 
can also install it in Ubuntu 15.10. Just 
download the corresponding Debian pack- 
age for your architecture, then go to Soft- 
ware Center and install the /sb-core pack- 
age. Double-clicking the Google Earth 
package loads it on the computer, which 
can take a while mainly because the pack- 
age grabs additional files from an online 
server. Be sure you have enough free space 
reserved. Then, you can start Google Earth 
by entering goog in the Dash. Be fore- 
warned, however, Google Earth is no fun 
without proper 3D acceleration. 


THE NEW JAVA 
To use Java applications, you need a Java 
Runtime Environment (JRE). Ubuntu does 
not provide Oracle's proprietary Java ver- 
sion anymore - only the free OpenJDK. Be- 
cause some Java programs had problems in 
the past with OpenJDK, many users often 
resorted to the proprietary Java (sun-java). 
But, that's missing now because Oracle put 
it under a nonfree license. Because the pro- 
prietary Java is compatible with OpenJDK 
7 - the official Java reference - most Java 
programs should be able to make do with 
the free Java. 
You can install the software from the 
openjdk-7-jdk and icedtea-7-plugin pack- 
ages, and the older version from openjdk- 
6-jdk and icedtea-6-plugin via the following 
command: 


$ sudo update-alternatives --config java 


Figure 6: Tox keeps your conversations, even your video chats, private. 


This step activates one of the parallel in- 
stalled Java versions. If an app refuses to 
run, it's best to submit a bug report at the 
Ubuntu wiki [9]. 


SEEK AND YOU SHALL FIND 

You can install many proprietary apps and 
multimedia codecs from the existing repos- 
itories. Numerous proprietary Windows 
programs also run in the Wine Windows- 
compatible environment [10]. Other than 
that, take a look in the Ubuntu package 
manager, because almost any application 
has a free alternative. e 


INFO 


[1] RipperX: http:/sourceforge.net/ 
projects/ripperx/ 

[2] Recording Blu-Ray disks: https;/ 
help.ubuntu.com/community/ 
CdDvd/Burning#Blu-Ray_Burning 

[3] libdvdcss at VideoLan: http:/ 
www.videolan.org/developers/ 
libdvdcss.html 

[4] LinDVD: http:/en.wikipedia.org/ 
wiki/LinDVD 

[5] Commercial GStreamer plugins: 
http;/www.fluendo.com 

[6] "Safe Communication with Tox" , 
by Vincze-Aron Szabo, Ubuntu 
User Issue 24, p. 44: http://www. 
ubuntu-user.com/Magazine/ 
Archive/2015/24/ 
Safe-communication-with-Tox 

[7] ÎŒTox: http:/utox.org/ 

[8] Google Earth: http:/www.google. 
com/earth/index.htm! 

[9] Reporting bugs: https:/help. 
ubuntu.com/community/ 
ReportingBugs 

[10] Wine: http:/www.winehq.org/ 
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WATCH FOR US ... 


Need more Ubuntu? 
Ubuntu User will be back {f 
in three months' time 
with the excellent Xenial 
Xerus. 
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